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Pa3Butue KoHUeNuUuUM MHTEpHeTa Belyel obycnoBnuMBaeT HeO6GXOAUMOCTb MOUCKA U COBep-
LLIEHCTBOBAHUA MoJeNei U METO0B aHANMU3a COCTOAHUA YAAJIEHHbIX ABTOHOMHBIX YCTPOWCTB.
B cBA3M c BO3MOXHBIM HaXOXAEHUEM dNIEMEHTOB MHTEPHETA Bellel BHe KOHTPOJIMpyeMoit 30-
Hbl BO3HMKaeT Heo6X0AMMOCTL pa3paboTKM YHUBepCalibHLIX MoJeNiei U MeTOA0B uaeHTh K-
KaLMK1 COCTOAHMA MaJIOMOLLHBIX C BbIYUCIIUTENBHON TOYKU 3pEHUA YCTPOMCTB, UCMOJb3YIOLLUX
KOMMJIEKCHbIE MOAXOAbl aHaNMU3a AaHHbIX, MOCTYNAIOLMX OT Pas3fUYHbIX UH(POPMALMOHHBIX
kaHanoB. PaccMaTpuBaercsa noaxoA K uaeHTUhUKALMM COCTOAHUA YCTPOMCTB MHTEpHETA Be-
e, Ha OCHOBe MapannenbHo (yHKLUMOHUPpYIOLMX Knaccudpukaropos, o6pabarbiBatoLmx
BpeMeHHbIe pAAbl, NONyYeHHbIE OT 3/IEMEHTOB B PasfUYHbIX COCTOAHUAX U pexmMax paboTbl.
Llencio pabotel Anserca paspaboTka noaxoaa maeHTUMUKALUU COCTOAHUA YCTPOMCTB WH-
TepHeTa Belllel HA OCHOBE BPEMEHHbIX PAMOB, PErucTpMpyeMbIX MpyU BbINONHEHUU pa3nuny-
HbIX npoueccoB. [peanaraeMoe pelleHMe OCHOBaHO MeTofax MmapannenbHoW Knaccuduka-
LiMM U CTAaTUCTUHYECKOTO aHanusa, TpebyeT HayanbHOM pa3MeyeHHoOW BbiGOpkU. MpuMeHeHne
pAAa KnaccugpUKaTopoB, KOTOpbIe BbIJAIOT "HE3aBMCUMO'' ApyT OT Apyra OTBET, fA€T BO3MOX-
HOCTb YyCPeAHUTb OLIKMGKY ""'KonneKkTuBHbIM" ronocosaHneM. PaspaboTtaHHbIi noaxon npote-
CTUPOBaH Ha NOCNEe0BaTeNIbBHOCTU KNacCUMULMPYIOLLMX aNirOPUTMOB, Ha BXO/, KOTOPLIX MO~
aBaJIUCL NMOJTyYEHHbIE SKCMEePUMEHTANIbHBLIM MYTEM B Pa3fIMYHbIX YCNOBUAX (DYHKLIMOHUpPOBa-
HUA BpeMeHHble paabl. MpuBeaeHbl pe3ynbTathl ANA HAaMBHOTO 6aecoBCKOro Knaccudukaro-
pa, AepeBbEB peLUEHUiA, JUCKPUMUHAHTHOTO aHanusa, Metoga k Gnuxkanwmx cocegei. Mpu-
MeHeHUe MOCNef0BaTeNIbHOCTU ANrOpUTMOB Knaccudukaumm, GpyHKLUMOHMPYIOLMX napan-
neneLHo, NO3BONAET OCYLLECTBNATL MacluTabupoBaHue nyTeM fo6aBneHusa HOBLIX knaccudu-
KaTopos 6e3 norepu ckopoctu o6paboTku. MeTos paer Bo3MOXKHOCTL MaeHTUdULMpPOBaTL
COCTOAAHUE YCTPOWCTBA MHTEpHeTa Bellei, o6nasana oTHocuTenbHO He6onbwMMKU TpeboBaHu-
AMMU K BbIYUCIIUTENBHBIM pecypcaM, MPOCTOTONM peanusaLuu, BO3MOXXHOCTAMMU MO MacLuTaGu-
poBaHMIO NyTeM A06GaBNEHMA HOBbIX KNacCU(ULMPYIOLLMX anrOPUTMOB.
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NHDOOPMATUKA

BBenenue

CrpemuTenbHOe pa3BUTHE KOHIETIMU MHTepHEeTa Bemiei
(10T), 6asupyromeecst Ha GECIPOBOMHBIX TEXHOJIOTHSIX, 00Iad-
HBIX BBIYMCJICHUSIX, PACHIPE/ICIICHHBIX CUCTEMax SBIISIETCSI OCHO-
BOIIOJIAralONIMM TPEHAOM sl HH(GOPMALMOHHBIX U KHOephu3m-
YECKHUX CHCTEM. Peann3au1/1;1 COBPEMCHHBIX HUHAYCTPUAIBHBIX,
IMPOMBIINUJICHHBIX, COOHUAJIBHBIX U 6I)ITOBI>IX CHUCTEM HEBO3MOXXHa
0e3 NMPUMEHCHHSI METOJIOB MCKYCCTBEHHOTO HWHTEIUICKTA MEX-
MalIMHHOTO OOMEHAa OTACTBHBIX 3JICMEHTOB, aBTOMATHYCCKOTO
cOopa, aHaM3a, XpaHCHUs JaHHBIX. [I0BCEMECTHOE HCITOB30Ba-
HHUE PA3JIMYHBIX CEHCOPHBIX DJIEMEHTOB U CETEH HAIpaBJIeHO Ha
pEIICHHEe OTPOMHOTO KOJHYECTBA HMHAYCTPUAIBHBIX, OBITOBBIX
3a7a4 U OOIIECTBEHHBIX MOTPEOHOCTEH € MHHUMAJbHBIM yua-
CTHEM YeJIOBEKa, YTO C OJIHON CTOPOHBI IIPHHOCUT HEOCTIOPUMBIE
MIPENMYIIEecTBa, a C APYroi — oOyciaBiIuBaeT HEOOXOIMMOCTH
peuICHuA HpO6HeMHLIX BOIIPOCOB aHajIn3a COCTOAHUSA U BbISABJIC-
HUE aHOMAaJIHMH (PYHKIMOHUPOBAHHUS, CBSI3aHHBIX CO COOSIMH, OT-
Ka3aMH, HEKOPPEKTHBIM BBIIIOJHEHHUEM MPOIIECCOB.

BsaumopnerictBue 3nemenToB 10T apyr ¢ apyrom mocpezict-
BOM BHEIIHEH CpeJbl MpenonpeessieT HeoOX0AUMOCTh co3/1a-
HUS Pa3InYHBIX CHCTEM MOHUTOPHHIA COCTOSIHUS, B paMKaX KO-
TOpBIX OOecreunBacTcs 0e30ImacHOe MEKMAIIMHHOE B3aMMO/ICH-
CTBHE, CETEBOW JOCTYIH, Tepeiadya JaHHBIX, MapIIpyTH3AIHs,
WHTEIUIEKTyalbHast 00paboTKa JaHHBIX U T.1. OJHOBPEMEHHO C
9TUM HEOOXOJMMO YYHMTBIBATh AUHAMHUYHOCTH Pa3BUTHSI HHPOP-
MAIIMOHHBIX CHCTEM, TIPEIIIOJATaroliee 0J{HOBPEMEHHOE UCIIONb-
30BAHUE M «CTapbIX» U KHOBBIX» YCTPOWCTB Pa3lUyYHBIX pa3pa-
0OOTYMKOB, OOJIBILIOrO YHCIIA TPOTOKOJIOB OOMEHa, 00paboTKH
JIAHHBIX B YCJOBHSIX MOCTOSHHOTO JI0OABJICHHUSI HOBBIX CEIMEH-
TOB.

HpOI/ISBOI[CTBeHHLIe MMPpOUECChl TUIIN3AIUH, yHI/I(bI/IKaI_[I/II/I oT-
JACIBbHBIX BBIYUCIUTEIBHBIX 3JIEMCHTOB, OTCYTCTBUEC }:[OJI)I(HOi/II
(usmyeckoii 0e30MacHOCTH AJIEMEHTOB MHTEPHETAa BEIICH, BO3-
HUKAIONIEE BCIICACTBUAC HAXOKICHUS BHE KOHTPOIUPYEMOI 30HBI
YCTPOWCTB, BO3MOXKHOCTh ITOSIBIICHHSI CUTYAIlMi, CBSI3aHHBIX C
OOHOBJIEHHEM MPOIIMBOK, MPOrPaMMHOr0 obecriedeHusi, coopa
WHPOPMALIUU, JOCTYI K THIOBBEIM YCTPOHCTBAM IIO3BOJISIOT
MPUMEHSTh METOABI PEBEPC-UHKUHUPUHTA C IIETHIO0 COBEPIICH-
CTBOBAHUS KOHTPOJISI COCTOSIHUSL B PA3JIMUHBIX PEIKUMAX PabOTHI.

Takum 00pa3oM, BO3HHKAET 3aJladya COBEPILICHCTBOBAHMUS
CHCTEM KOHTPOJISI 1 MOHHTOPHHIA COCTOSIHHSI YCTPONCTB UHTEP-
HETa BEIICH, I/Ic OJHUM M3 HAlpPaBIICHHUI SIBICTCS pa3paboTkKa
AJITOPUTMOB, MOJICNICH, METOIOB 00pabOTKK M aHaaM3a HHGOP-
Maluy oOOYHBIX, CTOPOHHHUX KaHAJIOB, COJECpKAIIUX HHpopma-
MO O MpOTEKaroNux mnporecce [5-8].

BelnoniHeHHEe KOMaH[I, MPEIONPEACICHHBIX OCIEI0BATEIIb-
HOCTEM JeWCTBUMN, CTABUTCSI B COOTBETCTBUE JIOMMYCTUMBIMU 3HA-
YEHUSIM MapaMeTpoB (DYHKIIMOHUPOBAHHUS, PETUCTPUPYEMBIX 110
pasnmyHbIM KaHajnaMm. DHKCHpyeMble 3HAuCHHs 00pa3yroT Bpe-
MEHHBIE PsiJibl, HA OCHOBE KOTOPBIX, MPUMEHSSI METO/IbI MAIIUH-
HOrO 00YYeHUsl, CTATUCTUYECKOTO aHaIN3a, ONPEICISIOTCS 11a0-
JIOHBI M BBIYUCIIAIOTCS HOPMAIbHOE U aHOMAJIbHOE COCTOSTHHE.

CyuecTByouue moaxoabl

B xone ¢yHKuMOHMpOBaHMS YCTPOWCTB MHTEpHETa Belleh
MOTYT BO3HHMKaTh KOJUIM3UU KaK Ha YpOBHE MH(pOPMAaIMOHHOU
CUCTEMBI, TaK U OTHEIILHOIO YCTPOMCTBA, HAIIPUMEpP, BHEIPCHUE
MIPOTPaMMHO-ANIAPATHEIX TPOIIUBOK, COJEPIKAIINX OLIMOKH,

IIPU TIPOM3BOJICTBE OBITOBBIX YCTPOWCTB, TaKMX KaK POYTEPH,
NIPUHTEPBI, BeO-Kamepbl ObUIM CBSI3aHBI C PSAOM CHTYallHid, B
pe3ysbTaTre KOTOPBIX MTPOMCXOIMIIA 3arpy3ka KaHaJoB, UYTO Orpa-
HUYHBAJIO TIPOIIECCHI TIpHeMa u iepeaadd nadopmanuu [10-12].

B nensix npenoTBpaiieHnst NoA00HBIX HHIMCHTOB MIPOUCXO-
JIIT COBEPUICHCTBOBAHUE U aJIaNTAlMsl MOJEIeH, METO0B MOHH-
TOPHHTA COCTOSIHUSI, HAlPaBJICHHBIX HA OLEHKY (PyHKIHOHAIIb-
HOCTH M ITPOM3BOANTEIBHOCTH. B MX OCHOBE Jie)KaT NMPHUHIMITBI
CTaTHCTUYECKOrO aHallM3a, aHajlnM3a IPUYUHHO-CIICACTBEHHBIX
CBsI3EH, TepexoaoB, (opMUpOBaHHSA TPEICICHTHBIX, COOBITHI-
HBIX Mojenei [5-9].

Mopeny, OCHOBaHHbBIE HA CTATUCTUKE, HAKAIUIUBAIOT MH(OP-
MaLuio 0 Hapamerpax (pyHKIHOHUPOBAHUS B PA3IUYHBIX PEXKHU-
Max M COCTOSIHUSIX, a B JAJIbHEHIEM, JJIsl BBISBJICHUSI aHOMaJIb-
HOMW CHTYaIMY C IIOMOIIBIO METOJ0B HEHPOHHBIX CETEH, MapKOB-
CKHX MOJIEJICH, MAIIMHHOTO O0YYCHHUS U APYTrUX 00pabaThIBAIOT-
sl KOpTexu mpusHakos [13,14].

OOHapyxeHHe BHYTPEHHHUX COOEB M OTKa30B (YHKIMOHH-
PYIOIINX YCTPOWCTB, TPHUMEHSIOTCS HPOrPaMMbI-MOHHTOPBI,
OTCIIC)KMBAIOLIHE BBINIOJHEHHE CErMEHTOB KOJa M JIeCTa0kIH3HU-
pyrommx paboTy CHUTyaluid, Hampumep, nepenoiHeHue Oydepa
[8].

Jpyrum HampaBieHHEeM SBISETCA 00pabOTKa CTOPOHHUX Ka-
HAaJIOB, IJIe COCTOSHHE aHAJIM3UPYETCs C IIOMOIIBI0 BPEMEHHBIX
PSLIOB apaMeTpPoB, OTPAKAFOIINX M3MEHEHHUS 3arpy3KH IIpoLec-
copa, MCIOJIb30BaHUSl BHYTPEHHEH MaMsTH, HHTEHCUBHOCTH 00-
MeHa COOOIICHUAMHU.

MHoroo0pasue 3J1eMEHTOB HHTEPHETA BEIICH, OO0JIbIIOE YnC-
70 00BEKTOB, POTOKOJIOB B3aUMOEHCTBHUS, TEXHOJIOTHH 00pa-
OOTKHM JaHHBIX, HEOJHOPOJHOCTH (OPMATOB, MOCTOSHHO Me-
HSIONIAsICS. apXUTEKTypa M W3MEHEHHs KOH(QUTYpaluh MOMKET
MIPUBOJUTH K PA3IMYHBIM OTKa3aM U cO0sSM (YHKIIMOHUPOBAHUS,
BIIMSIIOIINM Ha MapaMeTpsl (QYHKIMOHUPOBAaHUS. AHann3 3Hade-
HHIl CTOPOHHHX KaHAIOB (HAIpUMeEp, DIEKTPOMATHHTHBIX, aKy-
CTHUYECKHX M3IYYCHHH, HAPSDKEHNUS, TIOTPEOIIsIEMOi MOIIIHOCTH)
IPH BBIOJHEHNUH PAa3JIMYHBIX ONEpaldii 1 KOMaH yCTPOHCTBOM
MO3BOJIICT PEaM30BbIBATh BHEIIHHE, OTHOCHUTEIBHO HE3aBHUCHU-
Mble, He MOTPEOIISIONINE BBIYUCIUTEIbHBIE PECYPChl YCTPOHCTB
10T cucTeMBl MOHUTOPUHTA M KOHTPOJISL COCTOSTHUSL.

IlocTanoBKka 3agaun

Pa3paboTka yCTpOWCTB MHTEpHETA BEIICH, MPOrPAMMHOTO U
anmapaTHOTO O0CCIICYCHUSI MPOUCXOIUT C HCIIOIB30BAHUEM TH-
MTOBBIX MHKPOCXEM, CTaHIIAPTHBIX OMOIUOTEK Pa3HBIX MPOU3BO-
JquTeneil ¥ pa3paboTYMKOB, YTO 3aTPY/AHSET aHAIIU3 HMCXOJHOTO
Ko/1a. MeTo/ibl OBICTPOi Pa3pabOTKU MPOTPAMMHBIX M Amapart-
HBIX 4acTel, MO3BOJIIOLINE MCIIOJIL30BaTh T'OTOBLIE KOMIIOHEH-
TBI PA3JIMYHBIX POU3BOUTEINEH, TPUBOAT K TOMY, YTO YCTPO¥-
CTBa MPEJICTABIISIOT U3 Ce0sl KUCPHBIH SIIUK».

VYerpoiictBa |0T He 06mamaioT GOIBIIMMH BBHIYHUCITATEIBHBI-
MH pecypcamH, UMEIOT OrpaHMYCHHBIH HAOOp BBIMOJIHAEMBIX
KOMaHJI, 4TO IO3BOJISIET paccMaTpuBaTh U WACHTU(DUINPOBATH
OTHOCHTEIIEHO HE OOJIBIIOE KOJMYECTBO COCTOSIHUH U WX Tepe-
x0710B. Bo BpeMst yHKIIMOHUPOBAHHMS MPOLIECCCHI yCTPOoicTB 10T
MPOTCKAIOT B JUHAMHUKE, OJHOBPEMCHHO MCHSETCS MHOXKECTBO
apaMeTPOB.

Cocrosinue BHemHed cpespl U(t), BRI3BAHHOE MOCTYIIICHHEM
Ha YCTPOWCTBO KOMaHJ yIPaBIICHUS, MPUEMOM, Iepeaadcii co-
o0ruieHni, GYHKIIMOHUPOBAHUE DIICMEHTA, OIpEACIsIeMOe BHYT-
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PEHHUMH CUTyalWsIMH OOpaOOTKH IAHHBIX M peajn3aluil BbI-
YHUCINTENBHBIX ANTOPUTMOB, XapaKTEPHU3YIOIIEeCs MePexo HbI-
Mu xapakrepuctukn h(t) maeT BO3MOXKHOCTh PacCMOTPETh YCT-
POWCTBO Kak JAWHAMHYECKYIO cuctemy. Mmeercst ( BxomoB u d
BbIX0ZI0B [11], Ha BXO MOJAeTCsl yIpaBIsIONas KOMaHIa 1 3Ha-
YCHUA TIEPEMECHHBIX BHEIIHEH Cp€abl, Ha BbIXOAEC MOABJIAIOTCA
curHaibl S(t) (Hanpumep, MOKa3bIBAIOIIME 3arPy3Ky PECYPCOB),
perucTpupyemsble pasMuHbIMM JaTdyukaMmu. Ilomydaemble 1o
BHEIIHMM KaHajlaM 3HAuCHMs CHUTHAJIOB COJEp)KaT 3HAuYCHHS
LIyMOBOW cocTapistoieit v(t), onpenensieMoil cBoiicTBaMH H3-
MEpHUTEIBHOTO NMPUOOpa, XapaKTEPUCTHK IOIYYaeMOro CHI'Haja
U T

Mogens coctostaust 10T-ycTpoiicTBa onpenensieTcss COOTHO-
menueM [12]:

> [unit-de =3[ fst-nwit-o)dr O

q
i=Z1 j=

rae ( — KOJIMYEeCTBO KaHAIOB MCTOYHHKOB; h — mepexoHbie Xa-
PaKTEPUCTHKH i-TO KaHaia JUIS J-TO0 PErHCTPUPYIOMIETO, TOIy-
JaeMbIC 110 KaHaly 3Ha4YeHWs aaruuka; f — QyHKImsS m3mepeH-
HBIX 3HAYEHUH.

B mucKpeTHBIE MOMEHTHI BPEeMEHH (YHKIIMOHHPOBAHHUS YCT-
poiictsa tg, ty,... , t, IPOUCXOOUT perucTpanys BEKTOPOB YUCIIO-
BBIX MocienoBarenbHocTel. 3Hauenus X(t) oTpaxkaror maHHBIC,
MOTyYCHHBIC OT JATYMKOB, COMCPIKAIIME CMECh MOJIE3HOTO CHUT-
Hana S(t) u myma, BeipaxkeHHOTO mapamerpoM w(t):

X (t) =F[S(t),v(t)].

rjie BeKTop X SIBIISIETCSl PE3yJIbTATOM CMEIIAHHBIX, B3aUMHO He-
3aBHCHMBIX CHTHAIOB S(t), MMEOINX HCKaXKeHHe IITYMOBOM CO-
crapistomei v(t). Bektop X mpezcraBiser co0oit BpeMeHHOM
PAA 3HAUEHUH, TIOJTYYEHHBIA OT PETHCTPUPYIOLINX YCTPOUCTB.

Bextoper X;, X; ..., X, OTpaxaroT NOBEACHHE Tpolecca B
MHOTOMEPHOM KOOPJIMHATHOM IIPOCTPAHCTBE M OINPEICISIOT
MHOeCTBO cOCTOstHUI Z. COCTOSIHUSI Pa3fessioTCsi MHOMKECT-
BoM KjaccoB C, rje moaMHOMXKECTBa JeiaTcs Ha omacHbeie C; u
6e3omacubie C, COCTOSHUS.

Takum 00pa3oM, MMeeTCsl pa3MeucHHAs KOHEUYHass 00ydaro-
1mast BBIOOpKa:

X :{(Xll' ey an), (X12, ey an), ey (le, . Xnm)} (3)

TpebyeTcs mMOCTPOUTh ANTOPUTM KIACCHPHUKAIIMA & BXOIHO-
ro BekTopa X 1 otoopakenus Z — C.

[pennaraemslii noaxox

Pasmeuennas oOydaromasi BBIOOpKA COAEPXKUT 3HAYCHHS
BPEMEHHBIX PSZI0B OT PETHCTPUPYIOIIMX YCTPOWUCTB B 3apaHee
OIPEIEIEHHBIX COCTOSIHHSAX W peXuMax paboTel. M3BecTHbIE
cocrostaust {23, ..., 2} € Z, OmIpeieNeHbl TOJIBKO Ha OObeKTax
HaOmoaeMbix nocieaoBarensuocted {(Xig, ..., Xn1), (X2, ...,
Xn2)y «+es (Ximy «oy Xam)}-

OT uccnemyeMoro ycTpoiicTBa WHTEpHETa BEIIeH HA WHTEp-
Baie ty < £+ < T wnabmomaeTcs cirydyaiiHasi BEKTOpHAs (YHKIHS
X(®)=F(S(t),v(t)), rue B tUCKpeTHBIE MOMEHTHI BpEMEHH to,ty,. .. 1,
peructpupyercst BpeMeHHo# psi Xi=X(t;).

OrnpeiesieHo MHOYKECTBO KiiaccoB cocrosimii C={Cy, Cy, ..., Cn},
B OJIHOM U3 KOTOPBIX B JMCKPETHBIH MOMEHT BpEMEHH tj MOKET
HaxoJuTcCs cucrema.
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Nmeercst K He3aBUCHMO JIpyT OT jpyra o0y4YEHHBIX KIACCH-
¢ukaropos a;, i=1, ..., K. X — MHOKeCTBO HabGOPOB TPHU3HAKOB.

a, (xl) —>c; € C - otser i-ro kiaccudukaropa. {H (Cj | X; )}rj]:O -

aloCTECprUOpHasl BEPOATHOCTL IJIA i-ro KJ'IaCCI/I(l)I/IKaTOpa IIOCJIC

o0y4eHwus. W = l - BECOBBIE K03()(PUIIMEHTBI.
'k
k o
a(x) = arg maxz w,P(c,|x) ~ o0uwmit Kaccuukarop.
j=0...n  j=0

CxemMa MopenM NapauleNbHON ITOCIeI0BATEILHOCTH KJlac-
cupUKaTOpOB MpuBeaeHa Ha pucyHke 1. [loqoOGHBIE MOgeTH Mo-
ryT o0ydaTbCs HE3aBHCHMO IpPYI OT IPYra, 4TO JaeT BO3MOXK-
HOCTBh OCYIICCTBIISITH paclapajuleluBanue mnpoueccos. [Ipemo-
KEHHBIH TOAX0JA HMICHTH(QHUKAMU COCTOSHUS OTJIMYaeTcs Hc-
MOJIb30BAaHUEM TEXHOJIOTMH KJIaCCU(HKALMY, peaTu3ylomei
KOMIIO3UITNN HE3aBHCHMO OOYYEHHBIX alTOPHUTMOB, 00padaThI-
BAIOIMX BPEMEHHBIC Psbl, OTpaXKAOUWMX (YHKIMOHUpPOBAHHE
yCTpoiicTBa BO BPEMsI BBIIIOJIHEHHS IPOLECCOB, YTO MO3BOJISET
OIIpeNeNIATh COCTOSHHE YCTPOHCTBa, HE yBenuuuBas oObema
Xpansuiencst nHpopManuu.

OB6y4atowan sbibopKa

- v v

Knaccud uumpyiow i
anropuTm

Knaccnbuypyiowwmni
anropuTm

Kaaccndmuppyroumii
anrapeTM

v v

Moaentiibic
pesynsTaTei

¥ ¥

MoaenbHbie

Moyge s inne
pesyauTaTul

PERYIINTATR

ObobuweHne pesyaeTatos

Puc. 1. Cxema Moenu napaienbHOi MOCIeJ0BaTeIbHOCTH KitacCu(u-
KaTOpOB

Hcnonp3oBanue IpeasaraeMoro Moaxoja Ha IepBOHAaYalIb-
HOM 3Tale MNPEeAroiaraeT «HacTpOWKy» yCTpOWCTBa B 3apaHee
3aJaHHBIX pEeXUMaxX paboThHl, TIe MPOUCXOAMT IMpenoOpadoTka
Ha OCHOBE 00ydJaromieil BEIOOPKH.

IKCIepUMEHT

AHanu3 NPUBEIEHHOIO MOAXOJa OCYIIECTBILUICS Ha OCHOBE
9KCIEPUMEHTa, B XOJi¢ KOTOPOrO MPOW3BOJUIIOCH BBISIBICHUE
COCTOSIHMSI, OIPEAEIIEMOro ajlropuTMOM OOpabOTKM JaHHbIX,
BBIYHMCIIUTEIBHOTO y3Jia. B KauecTBe BXOIHBIX JAaHHBIX HCIIOIb-
30BAJIUCH BPEMEHHBIC Ps/bI, OTPAXKAIOIINE 3arpy3Ky BBIYHCIIH-
TENBHBIX PECYPCOB, PETUCTPUPYEMBIE MPOrPaMMOl MOHHTOPOM.
Cxema 3KCIepuMeHTa MPUBEICHA Ha PUCYHKE 2.
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Puc. 2. Cxema NPOBEACHUSA DKCIIEPUMEHTA

Ha BBIYHCIMTEILHOM YCTPOWCTBE 3aMyCKaIUCh PAa3IHYHbIC
ITOpUTMBL. B cocTosinnu Z; GyHKIIHOHUPOBAIH TOJIBKO (DOHO-
BbIe nporiecchl. Bo Bropom ciyudae — y3en C BbICTynHaj B Ka4ecT-
BE TPAH3UTHOTO Y374, Mepe/aBaBIIero MOCTYMAILy0 HHBOP-
Mmanuio 6e3 obpaboTku (cocrosiHue Z,). B Tperheit cutyanmu
(cocrostHue Z3) KpoMe MPOLIECCOB MPHEMa U Mepeiadu JTOMOTHHU-
TENBHO MPOBOIIIKMCH MPOIECCH MOMCKA 3apaHee 3aJaHHOW HH-
dopmanuu (puc. 3-6).
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Puc. 3. [Ipumep BIOOPKH MPOIIEHTHOM 3arpy3KH PECypcoB
(cBepxy BHU3 COOTBETCTBEHHO — CETh, IPOLECCOP) OT TUCKPETOB
Bpemenu (Bpemennbie otuethl o1 0 10 140) st coctosiust Z;
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Puc. 4. Ilpumep BBIOOPKH MPOLIEHTHON 3aTPy3KH PECYPCOB
(cBepxy BHH3 COOTBETCTBEHHO — CETh, [IPOLECCOP) OT AUCKPETOB
Bpemenu (Bpemennbie ot4aetsl o1 0 10 140) st cocrostaust Z,
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Puc. 5. [Ipumep BbIOOPKHU MPOLIEHTHOIT 3arpy3KH PECYPCOB
(cBepXy BHH3 COOTBETCTBEHHO — CETh, TIPOLIECCOP) OT AUCKPETOB
Bpemenu (Bpemennsie oT4ethl 0T 0 10 140) mist cocrostaunst Z3
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Puc. 6. Pe3yapTaThl COCTOSHUI HA JBYMEPHBIX KOOPIMHATHBIX OCSIX

B Xxoze skcneprMeHTa paccMaTpPHBAINCh AJITOPUTMBI KIlac-
cuduKalLuK a; BXOJHOro Bektopa Xi 1 oroopakenus Z — C.
HezaBucumo npyr ot npyra oOydeHHBIC U paboTaroMIIe KIacCH-
(ukaTopsl {ai,az,_ . _,ak}ea k = 4 (HauBHBII OalieCOBCKHI Kilac-

cudUKaTOp, JAEPEBbs PELICHUH, AMCKPUMHHAHTHBIN aHAN3, Me-
To K Omwkaimmx cocelei) BbIIaBadM IOCJIEI0BATEIBHOCTH
Pe3yJIbTaToB

Z={(z3, 200

C %)
(za‘j’,zaj

20), (22,2 1000 20 )y

1 b,

zg? ,...,(Z;E,zjlk,...,z;:)}.

PesynpTupyronuii kiiacc Cj COCTOSHUSA Zj, IPEICKa3bIBAEMbII
K10l MOJIeNbIO, OINpEeJeNIAeTCs] YCPeTHEHHEM 3HA4CHUH BBI-
YHCIICHHBIX BEPOSITHOCTEH!

1 K
a, = KZ w,a, (%)
1

[Mpumenum psn «cnabbix» 3apaHee OOyUSHHBIX Ha pazMe-
YEHHOH BBIOOpPKE KIIacCH(PUKATOPOB ag: HAWBHBIH OaliecOBCKHMit
i
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KJIacCHU(pUKATOP, ePeBbsl PEIICHUH, JUCKPUMHHAHTHBIN aHan3,
mertoz K 6mmkaiinmx cocemeit. O6aacTH UX OIEHKH TPHBEICHDI
Ha PUCYHKE 7.

JIHCEPHMHHAHTHEL AHATH2

Baitecopcrmii knaccudueaTop
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Puc. 7. OGnacty OLeHKN KJIACCH()UKATOPOB ag
i

B Tabmnuie 1 npencraBieHbl BEPOSITHOCTH OIIMOOYHOM Kiiac-
cu(UKaIMH, TOJIYICHHBIC B PEe3y/IbTaTe MPUMCHEHHUS «CIa0BIX»
KJIacCH(hUKAaTOPOB a,

Tabuuna 1

BeposiTHOCTB 01MO0YHO KiIacCH(DUIIMPOBAHHBIX
3HAa4YEHHUH BBIOOPOK

Knacrep 1| Kumacrep 2| Kiacrep 3 | Bceero mis
BEIOOPKH

HawusHslii GaiiecoB- 0,18 0,02 0,02 0,07
CKHH KJTacCU(PUKATOD
JIMCKpUMHHAHTHBIN 0,16 0,02 0,02 0,07
aHaJIN3
JlepeBo TpHHSTHS 0,08 0,04 0,04 0,05
penieHni
MeTo1 OroKaiiero 0,2 0,08 0,06 0,11
coceja

Ha pucynke 8 npejcraBieHa BU3yanu3aius BEPOSITHOCTHOM
OIICHKHU OIITMOOYHOMN KITaCCHU(HKAIINH.

OO01asi TOYHOCTh TOAXO0JA Ha IOJIYUYCHHBIX DKCICPUMEH-
TAJILHBIX JTAHHBIX JIUIS CIIyYast MOJHOM KiTacCU()UKAIUU COCTABH-
ma 0,93. [Ipu 3TOM HEOOXOIUMO OTMETHUTb, UTO JAaHHBIC HE MPO-
XOJUIIN TPefoOpaboTKy, HE OYMINAIUCH OT IIYMOB, YaCTOTBI
JIICKPETU3AIMU [OJy4aeMbIX 3HAYEHHH ObUIa OTHOCHUTEIHHO
HHU3KOH.

—
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Puc. 8. BepositHOCTH OMIMOOYHOM KIIaCCUPUKAIIAN

Takum obpa3oM, mpeanaraeMblil MOAXOA MO3BOJIIET OIpese-
JIUTh KJIacc TeKyuiero cocrosHus. I[IpencraBieHHoe pelieHue
MOJKET HCIOJIb30BaThCSl B KaueCTBE TEOPETHUYECKOM 0asbl s
WHTErpaliyl METOJOB MAIIMHHOTO OOydYeHHWS! MPH aHalU3e CO-
CTOsTHMSI MH(pOPMaIMOHHON Oe3omacHocTH 10T ycTpoiicTs.

BriBoabl

AHanu3 0OJIBIIOTO YUCIa Pa3IUYHBIX U3MEHSIOMINXCS B JIU-
HaMHKe II0Ka3zaTesiell C IIeTbI0 OINpEeNeNIeHUs] COCTOSHHUM YCT-
pOWCTB MHTEpHETa BeIlEeld SIBISETCS TPYAOEMKUM IPOLECCOM,
TpeOYIOIIUM aBTOMATH3aIIUH.

Pa3HoponHble XapaKTepUCTUKU MOCIEI0BATENbHOCTEN, MO-
JYYEHHBIX OT PETUCTPUPYIOIINX YCTPOUCTB B Pa3IMUHBIX PEKH-
Max (YHKIMOHMPOBaHMUS, 007aqai0T HecOATaHCHPOBAHHOCTBIO,
HUMEIOT «BBIOPOCHI», KOTOPBIC HE BCErJia MOTYT MPABMIILHO OBITH
UACHTH(OUIMPOBAHBI PA3IUYHBIMKE KIIACCU(PHUKATOPAMHU TI0 OT-
JIeNbHOCTH. [IpUMEHEHHEe TOCIIEHOBATEIFHOCTH — Pa3THIHBIX
KIIacCH(PUKATOPOB OKa3bIBACT BIUSHHUE Ha PE3yIbTAaTHl METOIA,
MO3BOJISIET OOOWTHCH 0€3 JEeTalbHOrO aHajiu3a BO3MOXKHBIX
CKPBITBIX 3aKOHOMEPHOCTEH, pa30alaHCUPOBKH W KOPPEISIUU
MOCJIEIOBATEIILHOCTEH.

IIpeanaraemplii TOXO/ HAMIPABJICH HA MCIOIb30BAHHUE PsJia
KJIACCU(PHUKATOPOB, KOTOPHIE BBIAAIOT «HE3ABHCUMO» JIPYr OT
JIpyra OTBET U YCPEIHSIOT OMIHOKY «KOJUIEKTUBHBIMY» T'0JIOCOBA-
HUCM.

[Ipumenenne kiaccU(pUKATOPOB B IApAICIBLHOM pPEXHME
00pabOTKM MOCTYMAIOMINX MOCIIEI0BATEIILHOCTEH TaeT BO3ZMOXK-
HOCTb CHU3UTH BpeMs Ha 0OpabOTKY IIpW ONpENeNICHUH Kiacca
TEKYILEro COCTOSTHHUS.

OCHOBHBIM OTPaHHYCHHEM IMPEIOKEHHOTO IMMOAXOMa SBIIS-
eTCcsi HeOOXOTUMOCTh BBIOOpPa CHHXPOHHM3WPOBAHHBIX BpPEMEH-
HBIX PSAZOB OT PETHCTPHUPYIONINX YCTPOWCTB, a B CIlydae yCpea-
HEHMS — JUTMH PacCMaTPUBAEMBIX HHTEPBAJIOB.

OCHOBHBIM TOCTOMHCTBOM IPEJIOKEHHOTO TIOX0/1a SBISIET-
Csl OTHOCHUTEJIBHO HEOOJIbIINE TPEOOBAHUSI K BBIYMCIUTEIbHBIM
pecypcaM, MpOCTOTa €ro peaau3aluy, BO3MOXKHOCTH MO Mac-
TabUPOBAHUIO ITyTEM A00aBICHHS HOBBIX KJIaCCU(PHUKATOPOB.
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STATE ANALYSIS INTERNET OF THINGS DEVICES BASED ON BAGGING
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Abstract

The development of loT concept makes it necessary to search and improve models and methods for analyzing the state of remote
autonomous devices. Due to the fact that some devices are located outside the controlled area, it becomes necessary to develop uni-
versal models and methods for identifying the state of low-power devices from a computational point of view, using complex approach-
es to analyzing data coming from various information channels. The article discusses an approach to identifying loT devices state, based
on parallel functioning classifiers that process time series received from elements in various states and modes of operation. The aim of
the work is to develop an approach for identifying the state of loT devices based on time series recorded during the execution of var-
ious processes. The proposed solution is based on methods of parallel classification and statistical analysis, requires an initial labeled
sample. The use of several classifiers that give an answer "independently" from each other makes it possible to average the error by
"collective" voting. The developed approach is tested on a sequence of classifying algorithms, to the input of which the time series
obtained experimentally under various operating conditions were fed. Results are presented for a naive Bayesian classifier, decision
trees, discriminant analysis, and the k nearest neighbors method. The use of a sequence of classification algorithms operating in paral-
lel allows scaling by adding new classifiers without losing processing speed. The method makes it possible to identify the state of the
Internet of Things device with relatively small requirements for computing resources, ease of implementation, and scalability by adding
new classifying algorithms.

Keywords: state analysis, internet of things, bootstrap aggregating, discriminant analysis, state monitoring, classification algorithm,
Bayesian classifier, decision trees.
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