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В современных условиях имеет место повсеместное внедрение цифровых инфор-
мационных технологий во все сферы жизни общества и как следствие в социаль-
ные и экономические системы, такие как система образования. В процесс функци-
онирования учебного заведения внедряются web-технологии и другие аппаратно-
программные комплексы. Вследствие участившегося распространения деструктив-
ного воздействия на информационные web-ресурсы (сайты), возросла необходи-
мость своевременного принятия решения лицом принимающим решения (ЛПР) для
противодействия данному воздействию. Такая цель как бесперебойное управление
для руководителя организации является приоритетной задачей в различных соци-
альных и экономических системах. Соответственно, для достижения цели управле-
ния необходимо располагать правильно построенной моделью позволяющей свое-
временно реагировать на негативные воздействия внешней среды. Разработка и по-
следующее применение методов и методик, позволяющих в более короткие сроки
достигать поставленной цели, будут всегда актуальны и востребованы. Для рацио-
нального подхода к принятию управленческих решений руководитель может при-
менять сетевое планирование, которое служит планом проведения всего цикла про-
цессов поддержания информационной безопасности, как web-сайта, так и работы
организации в целом. Рассматривается метод, основанный на сетевом планирова-
нии работ, позволяющий более подробно рассматривать запланированные работы
и события, выявить слабые стороны и перераспределять временные ресурсы для
достижения требуемой цели управления. В работе предложено увязать временные
характеристики с состояниями запланированных работ и событий, в виде использо-
вания сетевого моделирования четырех процессов. Проводится анализ слабых сто-
рон, перераспределяются временные резервы времени необходимые для достиже-
ния цели управления и бессрывной работы web-ресурса. Предлагаемый метод поз-
воляет рассмотреть вероятность событий и фактов с целью улучшения вероятности
достижения цели управления ЛПР в социальной и экономической системе.
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Abstract
In modern conditions, there is a widespread introduction of digital information technologies in all spheres of society and, as a result, in social and eco-
nomic systems, such as the education system. Web technologies and other hardware and software systems are being introduced into the process of
functioning of an educational institution. As a result of the increasing spread of destructive impact on information web-resources (sites), the need for
timely decision-making by a decision-maker (DM) has increased to counteract this impact. A goal such as uninterrupted management for the head of the
organization is a priority task in various social and economic systems. Accordingly, in order to achieve the goal of management, it is necessary to have
a properly constructed model that allows you to respond in a timely manner to the negative influences of the external environment. The development
and subsequent application of methods and techniques that allow achieving the set goal in a shorter time will always be relevant and in demand. For a
rational approach to making management decisions, a manager can use network planning, which serves as a plan for conducting the entire cycle of infor-
mation security processes, both a website and the work of the organization as a whole. The article discusses a method based on network work plan-
ning, which allows for a more detailed consideration of planned activities and events, identify weaknesses and reallocate time resources to achieve the
required management goal. In the work, it is proposed to link time characteristics with the states of planned works and events, in the form of using net-
work modeling of four processes. An analysis of the weaknesses is carried out, the time reserves necessary to achieve the goal of management and the
continuous work of the web resource are redistributed. The proposed method allows us to consider the probability of events and facts in order to
improve the likelihood of achieving the goal of management by decision makers in the social and economic system.

Keywords: network model, social and economic systems, management, method, modeling, time resource, graphs.

References
1. I.K. Andronchev, D.S. Dmitriev, N.V. Solovova (2014). Management of the educational process of a university by means of information and communication tech-

nologies. Bulletin of Samara University. Economics and Management. No. 8 (119). P. 240-247.
2. D.S. Dmitriev, M.N. Saushkin, N.V. Solovova, S.N. Yashkin (2016). Innovative approaches to the organization and management of the scientific and educational

activities of the university / Ed. T.I. Rudneva. Samara6.
3. E.K. Zadorozhnaya (2013). Collegial management model of a higher educational institution. Economics and management of innovative technologies. No. 12 (27). P.

6.
4. E.V. Larina (2011). The management mechanism of a higher educational institution on the basis of the development of key competence. Science and Education: a

scientific publication of MSTU. N.E. Bauman. No. 12. P. 48.
5. E.V. Larina (2011). Assessing the effectiveness of managing the development of the key competence of a university as a socio-economic system. Actual innovative

research: science and practice. No. 1. P. 15.
6. E.V. Larina (2011). Tendencies of ensuring the competitiveness of a higher educational institution. Management of economic systems: an electronic scientific journal.

No. 10 (34). P. 39.
7. N.V. Solovova, I.V. Nikulina, O.V. Novoselova, A.M. Sanko (2017). Innovative technologies of personnel management of the educational organization of higher

education in the context of institutional changes. Samara.
8. O.A. Utkin (2011). Analysis of organizational models of university management and their application in Russia. Journal of Legal and Economic Studies. No 3. P. 87-92.
9. M.M. Tairova, Z.A. Kayimova (2016). Foreign experience in managing higher education. In the collection: Scientific and practical support for the integration of the mod-

ern learning environment: problems and prospects. Materials of international scientific and practical. P. 72-77.
10. N.V. Engelman (2016). The process approach to the management of higher educational institutions. Proceedings of the XIVth International Scientific and Practical

Conference. P. 198-205.
11. V.G. Burlov, M.I. Grachev (2019). The analytical-dynamic model of managerial decisions in socio-economic systems using the example of the head of a higher

education institution. T-Comm. Vol. 13. No. 10. P. 27-34. doi: 10.24411/2072-8735-2018-10314.
12. Federal Law of December 29, 2012 No. 273-FZ (as amended on February 6, 2020) "On Education in the Russian Federation" [Electronic source].

http://www.consultant.ru/document/cons_doc_LAW_140174/ (date of circulation 09/21/2020 ).
13. Decree of the Government of the Russian Federation of 10.07.2013. as amended by from 03/11/2020 No. 582 "On approval of the Rules for posting on the offi-

cial website of an educational organization in the information and telecommunication network" Internet "and updating information about an educational organization"
// http://www.consultant.ru. (date of treatment 09/21/2020).

14. Order of Rosobrnadzor of 05/29/2014 N 785 (as amended on 04/07/2019) "On the approval of requirements for the structure of the official website of an edu-
cational organization in the information and telecommunication network" Internet "and the format for presenting information on it" (Registered in Ministry of Justice
of Russia 08/04/2014 N 33423) [Electronic source] / http://www.consultant.ru/document/cons_doc_LAW_167061/ (date of treatment 09/21/2020).

15. A.V. Zagranovskaya, Yu.N. Eissner (2014). Theory of economic systems and systems analysis: a training manual. SPb.: Publishing House of SPbGEU. 215 p.
16. A.L. Manilov, V.N .Savenko, V.V. Shumov (2013). Modeling the activities of the border agencies of the participating States of the Commonwealth of Independent

States: a training manual. Ed. Dimitrieva V.A. Moscow: Border. P. 148-149.
17. V. Burlov, M. Grachev (2017). Development of a mathematical model of traffic safety management with account for opportunities of web technologies. Collected:

Transportation Research Procedia 2017. P. 97-105. doi: 10.1016/j.trpro.2017.01.023.
18. V.G. Burlow, M.I. Grachev, N.S. Shlygina (2017). Adoption of management decisions in the context of the uncertainty of the emergence of threats. Collected:

Proceedings of 2017 XX IEEE International conference on soft computing and measurements (SCM) 2017. P. 107-108. doi: 10.1109/scm.2017.7970510.
19. V.G. Burlow, M.I. Grachev, A.I. Primakin (2017). A multilevel approach in the training and retraining of personnel in the field of information technology securi-

ty. In the collection: Regional informatics and information security collection of scientific papers. St. Petersburg Society of Informatics, Computer Engineering, Communication
and Control Systems. P. 185-189.

20. V.G. Burlow, M.I. Grachev, A.I. Primakin (2017). On the need for training and retraining of qualified personnel in the field of information technology security. In
the collection: Information Security of Russian Regions (IBRD-2017) Conference proceedings.P. 470-472.

21. V.G. Burlow, M.I. Grachev (2020) Evaluation of the efficiency of making management decisions in socio-economic systems on the exampleof educational insti-
tutions of higher education. T-Comm. Vol. 14. No.2. P. 32-38. doi: 10.36724/2072-8735-2020-14-2-32-38 (in Russian).

22. A.V. Andreev, V.G Burlov, M.I. Grachev 2019 Information technologies and synthesis of the management process model in the enterprise. 2019 International
Science and Technology Conference "EastConf", EastConf 2019 paper no 8725428 DOI: 10.1109/EastConf.2019.8725428.

Information about authors:
Vyacheslav G. Burlov, Doctor of Technical Sciences, Professor, Peter the Great St. Petersburg Polytechnic University (SPbPU), Professor at the Higher School of
Technosphere Safety, St. Petersburg, Russia
Mikhail I. Grachev, Senior Engineer of the Information Center, St. Petersburg University of the Ministry of Internal Affairs of Russia, St. Petersburg, Russia

ИНФОРМАТИКА


