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BnokueiiH — 3T0 HOBas peBONIOLMOHHAA TEXHOJIOTUA, KOTOopasa obneryaer ofHoOpaHro-
BYlO nepefadvy LeHHocTel 6Ge3 Heo6XOAMMOCTM B LIEHTPaNU3OBaHHOM MOCPeAHUKE.
B Heii ucnonb3syiotca kpuntorpacguyeckne pyHKLUM XELUMPOBAHUA, MPOTOKONbI KOH-
CeHcyca, AeLeHTPaNM30BaHHOE XpaHeHUe JaHHbIX Ana obecnevyeHus GesonacHocTtu,
AEeLleHTPanu3oBaHHOIO [OBEpPUA, HEM3MEHHOCTU W MPO3PaYyHOCTU [AENOBbIX Omnepa-
uui. TexHonorua Gnok4eiH B Nape CO CMapT-KOHTPAKTaMuU — 3TO HAafAEXHbIA MeToj
aBTOMatmsaummu 6GusHec-npaBun B 3¢pcheKTUBHOM M [OBEPUTENBHOM MeXaHU3Me.
CMapT-KOHTPAKT — 3TO CAMOMUCMOJHAIOLLMACA PparMeHT KoAa, KoTopbli paboTaer Ha
nnatcdopmMe GnokueiiH. MpeaonpeaeneHHblie npaBuna Mexay y4acTBYIOLLIMMMY OpraHu-
3aUMAMM MepeBOAATCA B (PYHKLMM CMApT-KOHTPaKTa AnA YCTAHOBNEHUA [OBEpUs.
Brnokueitn nepexusaer 6ypHoe pa3Butue u obnagaer peBonioLMOHHbIM MOTEHLMANIOM
npuMeHeHus B npunoxeHuax MurennektyanbHbix TpaHcnoptHbix Cucremax. Bnok-
YeiMH MOXKHO MCMONb30BaTh ANA CO34aHUA 3aLLMLLEHHON, HAZLeXKHOW U AeLleHTpanuso-
BaHHOW aBTOHOMHOWM CUCTEMbl, CO3[jaBas Hausyyllee UCMONb30BaHME YHacnefoBaH-
HoW uHbPpacTpyKTYpbl U pecypcoB. OAHMM U3 BaKHEWLUMX BOMPOCOB ABMAIOTCA BO-
npocbi 6e3onacHocTH, BbisBaHHble 3Bontoumnenn MTC B cTopoHy ueHntpanusauum. Bei-
cTpopacTylyme TexHonorum, Bknodaa MHrepHer Bewei (IoT) n o6nayHbie BbiuMche-
HUsA, No3BonAT 06pabarbiBaTh 60MbLUYIO YaCTb AAHHbIX, MPOBOAUTL AHANU3 U MPUHKU-
MaTb peLleHUA LEHTPanu3oBaHHbIMM cucTeMaMu. OTnuuUTEnbHLIM (DaKTOpPOM
Ethereum sBnsaerca To, YTO OH NporpaMMUpyeTca B COOTBETCTBMM C TpeGoBaHUAMM
nonb3oBarenei, a He NPeOCTaBAAET Nonb3oBaTenaM Habop 3apaHee onpefeneHHbIX
onepaumi, TaKNX Kak TpaH3akuuu ButkoiiH. B pesynbrarte ero reopetMyecku MoxHo
MCMosb30BaTh AJIA ABTOMaTU4ECKOrO U HaAe)XKHOTO BbINONHEHUA N0GOM TpaH3aKLuM,
cBA3aHHOW ¢ AoBepueM, 6e3onacHocTbio UM nocroaHctBoM. HecMotpa Ha To, uTO
Ethereum sBnaerca oTHOCUTENbHO HOBOW peanusaumeii 6MOKYENH, OH BbI3BaN peak-
LIMIO M3-32 CBOErO MOTEHLMANa U3MEHUTb METOAbI paGoTbl MHOTUX NpeAnpUATHA.

UNHdopmauua o6 asmopax:
Jlu BuH4kaH, acnupaHm, [JoHckol 2ocydapcmeeHHbIl mexHudeckull yHueepcumem, 2. Pocmos-Ha-LloHy, Poccus.
AHmon Mamoliko, doueHm, [JoHcKol 2ocydapcmeeHHbIll mexHuveckuli yHusepcumem, 2. Pocmos-Ha-LJoHy, Poccus.

Ana untuposaHua:
Jlu BunuxaH, AHmoH Mamotiko. Pa3paboTka caMOMCMONHAIOLLMXCA CMapT-KOHTpakToB Ha Ethereum ans koHTeiHepHbIX nepesosok B Kutae //
T-Comm: TenekoMMyHuKaLmu 1 TpaHcriopt. 2022. Tom 16. Ne8. C. 38-45.

For citation:
Lee Bingzhang, Anton Mamoiko. Developing self-executing smart contracts on Ethereum for container shipping in China. T-Comm, vol. 16,
no. 8, pp. 38-45. (in Russian)

T-Comm Tom |6. #8-2022




B cuny xapakrtepa MexayHapOAHONW TOPIOBIM 3KCHOPTHBIN
OousHec B cepe mepeBo30K ¢ MEHbIIEH 3arpy3Koil KOHTEHHEepOB
(LCL - Less Than Container Load) cuiibHO (hparMeHTHPOBAH, 4TO
€O3/1aeT BO3MOXKHOCTb JUIs Co3/1anus uiaTdopmbl ooMeHa nHpOop-
Malyeil ¢ BO3MOXHOCTSIMH COBMECTHOW padOTHI Ha OCHOBE CO-
TPYJHUYECTBA MEXKAY ydacTHHKaMu [1]. DTo, HECOMHEHHO, cTa-
HET 3HAYUTEJIBHBIM YIIyUIICHHEM I10 CPABHEHUIO C CYIIECTBYIO-
MM [IEHTPAIN30BaHHBIM METO/IOM, IIPEIIOJIAT al0IINM TIPHHSATHE
peLIeHniT OHUM JIMIIOM, KOOPJIUHHPYIOIIUM YIPaBICHYECKYIO
JIeATeNbHOCTh KaX/10T0 y3ia B 1enu noctaBok LCL [2].

[Ipeanaraemas miardpopma oOMeHa HH(pOpPMAIel Ha OCHOBE
CMapT-KOHTPAKTOB HAIpaBliCHAa HA PEIICHUE TPEX OCHOBHBIX 3a-
Jlad B 00JIaCTH YIIPABJICHUS IIETIOYKAMHU ITOCTABOK: OTIPEIeIICHNE
MIPOUCXOKACHHSI KOHTEHHEPa, OTCIIEKUBAHNE ITPOIBIYKEHHS KOH-
TeifHepa Mo LEMOoYKe MOCTABOK, YKPEIUICHHE JOBEPHSI C IOMOIIBIO
OTKpPBITOHM 0a3bl NaHHBIX O MAapTHEpax IO IIENOYKE IOCTABOK,
BKJIFOUasl UX PEIyTaLHIo.

Kpome Toro, Ha OCHOBE [MaHHOH IUIATGOPMBI BO3MOKHO
MIPEI0CTaBUTh HA0OP JIOMOJHUTENILHON NH(pOpMAINU B OHJIANH-
JIOCTYyIIE, HarpuMep, nHpopmaruio o kotupoBkax LCL u rpaduxe
JIOCTaBKH I'PY30B, YTO yJI0OOHO AKCIIEAUTOPCKUAM areHTCTBaM JJIst
pasmemmenus 3akazoB NVOCC (Non Vessel Operating Common
Carrier) — epeBO3YHK, HE BIIA/ICIOIINA TOHHAXKEM 1 HE paboTaro-
muit Ha cyzaHe [3]. B pamkax miatdopmsr, NVOCC moryT odme-
HUBATHCSI IONOJHUTEIEHBIME YCIOBHSIMHA MHKACCALIMHN JIJISI OTITH-
MU3aINH 3arpy3KH ¥ HOBBINICHHUS 3P PEKTHBHOCTH LETIOYKH I10-
craBok LCL. Kpome Toro, mpeaocTaBiisis NpeanpusiTHsIM YCIyTH
110 00pabOTKE JAHHBIX O TOPTOBJIE, IBMKEHUH JICHEKHBIX CPEJICTB
U KpEeIuTax, MOKHO COKpPATHUTh ONEPAlMOHHBIE PACXOJbI ILIAT-
(bOpMBI.

Ha pucynke 1 mokazaHbl peopraHu30BaHHbIE OM3HEC-
MIPOIIECCHI C BKIIFOUEHHBIM B HUX UHTEIIEKTOM [4].
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Puc. 1. Peoprann3oBaHHbIil poliecc MexIyHapogHoro skcropra LCL

ChHauana rpy300THpaBUTENN Pa3MEINAIOT 3aKa3bl HEMOCpPEea-
CTBEHHO Ha IUIaT(opMe WM 4Yepe3 HKCIeIUTOPCKUE areHTCTBA.
[Tmardopma ocymectsisieT nmouck nmoaxoasmmx NVOCC Ha oc-
HOBe rpauka MoCTaBoK rpy3ooTtipasuteis. [Tocne Toro kak moj-
xozsmuii BapuanT HaiiieH, NVOCC BbIIensOT CKIIAACKHIE IToMe-
LIEHUs ISl TPY30B U 3arpy’KaroT HHGOpMAIHUIO 0 rpy3ax (HoMep
HaKJIaJHOM, ITyHKT IpHeMa, Bec, 00beM, T.J1.) Ha riatdopmy. Hc-
noJIB3ys HH(opManuio o 3akase, mardgopma HHGOPMHUPYET Hepe-
BO3YMKOB 00 OTIpaBKE TPAHCIOPTHBIX CPEJCTB C ONpEIEsICH-
HBIMHM MapIIPyTaMH JUIsl JOCTaBKH B KOHKPETHBIC MECTa XpaHe-
Hust LCL. TTocne TpancnioptupoBku rpy3oB Ha ckiajg LCL nepe-
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BO3YHMK 0(OPMIIIET JOKYMEHTAIHMIO 1 Norydaet oruiaty. C nmomo-
mpio watdopmel NVOCC moaTBepKIatoT IpUOBITHE TPY30B C
yKazaHHeM uX (haKTHIECKUX pa3MepoB U Beca Ha ckiamax LCL.

Ha ocnoBannu mmanoB, ckmaasl LCL oTmpaBisioT ¢axkTude-
ckue ynakoBogHble JTUCTHI NVOCC, KOTOpBIE MOTYT HCIIONB30-
BaTh ATy MH(OPMAIMIO I ONTHMH3ALUN CBOMX IOIPY304YHBIX
wiomanei. Takum obpazom, cknaasl LCL MoryT ckoppekTupo-
BaTh TUIAaH HAOWBKM JUI KQXKJOro KOHTEHHEpa M 3allOJHUTH OT-
rpy304yHble TOKyMeHTHI. Ilocie oTmpaBKu MOJHBIX KOHTEHHEPOB
co ckianoB LCL B ykazaHHBIE MOPTHI MEPEBO3YUKH MEPEAAIOT
wtatopMe opuruHaibl Jok-kBUTaHIMi (D/R) u momyuaror
OIUIaTy 32 OKa3aHHbIE ycryrd. Hakoner, ruratopma exxemMecsaHo
paccuutsiBaercs co ckragamu LCL, NVOCC u nepeBo3unkaMu.

Hwxe, HaMu npuBeneHa TEXHHUYECKass OCHOBA HOBOTO IPO-
necca, BKirouaromniero ckiuaasl LCL, TpaHcmiopTHBIE cpezcTBa 10-
CTaBKM ¥ MH(OPMALIUIO O TPy3ax:

° Cxknanel LCL masmagarorcst NVOCC B COOTBETCTBHH C
MapIIpyTaMHu IepeBO30K U HHpOpMaIneii 0 rpy3e M OOHOBIAIOTCS
B 1iaropme;

o MapupyThl ABUKEHUSI TPAHCIOPTHBIX CPEACTB IIPENO-
CTaBJISIFOTCS] aBTONEPEBO3YMKAMH M OTCICKHUBAIOTCS C OMOIIIBIO
cucrembl GPS B pamkax minardopmsr LEP;

e  Uudopmauus o rpyzax B OCHOBHOM HPEIOCTaBISIETCS
TPy300TIPaBUTENISIMH, BKIIIOYasi JaHHBIE O Tpy3e, MecTo cOopa,
MOPT Ha3HAYCHMSI.
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Puc. 2. IIporiecc 10CTaBKU U PACHON0KEHHE Y3II0B
MIpU JOCTaBKE KOHTEHHEpa

Ha pucynke 2 noka3aH Becb IPOLIECC U CXEMa PACHOI0KEHUS
y3noB juisi OuszHeca LCL. IleHTpasnbHblil pacrpeenuTe/bHbIi
ueHtp (LIPLl) OymeT co3maH B KIIFOYCBOM MOPTY, BKJIFOYASI CKITA b
LCL s pa3nuuHbIX MaplIpyTOB JIOCTaBKH, a pErHOHajbHbIC
pacripenenurensHbie HeHTps! (PPLL) OyayT pacnosioskeHs! B cOOT-
BETCTBYIOIIMUX BHyTpeHHUX ropogax KHP.

[Ipemtaraemas miargpopma Oyzaer paboraTh Ha OJIOKUCHH, K
KOTOPOMY CMOTYT TMOJyYUTh JOCTYIl BCE MapTHEPHI MO IIEMOYKE
roctaBoK. OHa MOKET OBITH Pa3BepHYTa U aJMUHUCTPUPOBATHCS
KaK OCHOBHOH OpraHusanuei, Tak 1 HEeUTpabHO! TPETheH CTOpo-
HOM. OroBOpKa 3aKITF0YAETCS B TOM, YTO IMTOTPeOyeTCss HEKOTOPBIHA
YPOBEHb JOBEPHS K aAMUHHUCTPATOPY OJOKYEHH, MO3ITOMY ILIAT-
(hopMma He SBISIETCS MOIHOCTHIO 0€3 JOBEPUTEIBHOM.

Jist neMoHCTpanuu padoThl aTGopmbl, HAaMU ObUIH pa3pa-
0oTaHbl cMapT-KOHTpakThl Ha Ethereum, sBisfrommMmcs OTKpHI-
TBIM OJIOKYEHH M HCIOJIb3YEMOTO Ul CO3AaHMs JEeLEHTPaTU30-
BaHHBIX MpUIokeHni. OCHOBa TIAT(OPMBI COCTOUT U3 TPEX pas-
JUYHBIX cMapT-KoHTpakToB: Origins, Track and Trans wu
Reputation.
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CMmapT-KOHTpaKTh! Hanmcansl Ha Solidity, KOTopsIi sBIIsIETCS
00BEKTHO-OPUEHTUPOBAHHBIM SI3bIKOM NPOTrPAMMHUPOBAHUS, LIH-
POKO HCIONB3YeMBbIM JUISl HANUCaHHs CMapT-KOHTpakToB. Ero
CHHTAKCHC ITOXO0K Ha cHHTaKcuc JavaScript, 1 oH pa3paboTaH aist
BupTyansHoi MamuHbl Ethereum (EVM) [5].

CmapTt-koHTpakT Origins Mmo3BoiseT CTOpOHAM IIETIOYKH
MIOCTABOK U MOTPEOHUTEISIM IIPOBEPATH IPOMCXOKICHUE TOBAPOB
T10 UX CEPUIHOMY HOMEpY UM MeTKe. OH COCTOUT M3 CIIE/YIOIINX
(DyHKIMIA, KOTOpPBIE MOTYT OBITh BBI3BAHBI MIOCJIE PA3BEPTHIBAHMS
KOHTpaKTa Ha OJOKYEHH:

1) addManufacturer — mo3BoJIsieT MPOU3BOAUTEISIM/TIOCTAB-
IIMKaM BBECTH CBOM JTAaHHBIC U 3amKcaTh UX B OjokuciH. Solidity
UCTIONIB3YET OTOOpasKeHHe /IS COTOCTABICHUS IMyOIMYHOTO afl-
peca npousBoautens B Ethereum B cTpykTypy, coepikalryio ero
JTaHHBIE, TaKNe KaK UM, HoMep TenedoHa, TOpoj U cTpaHa Ipo-
UCXOXKACHHMS, a TAKXKE CEPTUPHKAINIO TIPOHCXOXKICHUS. Takum
00pa3oM, 3TH JaHHBIE MOTYT OBITB JIETKO HaliICHbI BIIOCIICACTBUH
C MOMOIIBIO MyOJINYHOTO ajpeca MPOU3BOJHTEIIS.

2) removeManufacturer — mMo3BOJISET aIMUHHUCTPATOPY KOH-
TpakTa ((OKYCHON OpraHU3AINH WIH HEHTPAIBHONW TPEThEH CTO-
POHE) yIaIuTh MPOU3BOJUTENIS/IOCTABIIMKA U3 0a3bl JaHHBIX B
ciryyae nro0bIX M3MeHeHui. JlocTy aIMUHHCTpaTopa HEOOXOUM
JJI TPEAOTBPAICHUS HEHYKHOTO BMEIIATC/ILCTBA.

3) findManufacturer — no3BouisieT 1060 CTOpoHE 0TOOPA3UTh
nH(pOpPMALNIO O TPOWU3BOJIUTENE/TIOCTABIINKE MYTEM BBEIS HX
nyOsmmuHbIii anpec Ethereum. [ToTpeduTenn MOTyT HCIIOIB30BaTh
9Ty (DYHKIUIO ISl TIPOBEPKU TOTO, YTO IPOM3BOANUTEID, IOCTaB-
JSIFOLIUI MX TPY3, ABISIETCS 3aKOHHBIM U CEPTU(GUIMPOBAHHBIM.
Ota dyHKIMA He TpeOyeT 3aTpart, MOCKOJIbKY He TpeOyeT BHece-
HUSI KaKUX-JIH00 U3MEHEHHH B OJIOKUEHH.

4) certifyManufacturer — mo3BOJIIET aAMUHUCTPATOPY KOH-
TpaKTa CepTUPHIMPOBATH KOHKPETHOT'O IPOM3BOIUTEIIS/TIOCTAB-
muka. Ceprudukanms craryc Oyner 3anucas B OJ0KYEHH 1 0TOO-
pakeH BMeCTe C JIpyrMMH JaHHbIMU. JlocTyn agMuHHCTparopa
HEo0X0OUM I 00ECTIeUeHUs TOTOIHUTENBHOTO YPOBHS BEpH-
(uxanum.

5) addProduct — mo3BoJisseT POU3BOIUTEIIO/TIOCTABIIUKY 3a-
MUCHIBATh B OJIOKYEHH KaXKIbIil pa3, KOT/1a ero KaXk1blii pa3, Koraa
UX TPOJYKT MapKHpyeTcsi B MecTe Ipoucxoxenus. [Ipn unTe-
rpalyi ¢ UHTEJUIEKTYalbHBIM JaTYMKOM OH MOJXKET aBTOMaThye-
CKM 3aIlMChIBaTh MECTOIOJIOKeHue npoxaykra. [locie 3ammcu B
ONOKYCHH, ITyOJMYHBIA aapec MPOM3BOMUTENSI U BpPEMCHHAs
MeTKa OJIOKa TakKe 3aIUChIBAIOTCS B OJIOKYEHH, axpec MpOU3BO-
JUTEIsI ¥ BpEMEHHasi MeTKa OJIOKa Tak)Ke aBTOMAaTHYECKH 3allv-
coiBatoTcsa. CONOCTaBICHUE UCTIONB3YETCS UL TOTO, YTOOBI CBSI-
3aTh CepUIHBII HOMEP/METKY MPOIYKTa C €r0 JaHHBIMH.

6) removeProduct — mMo3BOJSET aAMHHACTPATOPY KOHTpPAKTa
YAAJIUTh MPOIYKT U3 0a3bl JaHHBIX B CIyYae KaKUX-TH00 H3MEHE-
Huil. JlocTyn aiMUHUCTPATOpa HEOOXOAUM JIJIsl TPEAOTBPAILICHHUS
HEHY>KHOT'O BMEIIATEIbCTBRA.

7) findProduct — mo3BoJsieT JIt0OOW CTOPOHE OTOOPA3UTH WH-
(hopmaryo o IpoAyKTE, BBES €ro cepuiiHbIii Homep. OH Bo3Bpa-
maeT myONIUYHBIN aipec MPON3BOIUTEINS, a TAKKE MECTO, JaTy U
BpeMs MPOMCXOXKICHUS. DTa (QYHKIMS He TpeOyeT 3aTpar, Io-
CKOJIbKY HE TpeOyeT BHECCHHS! KaKMX-THO0 M3MEHEHHH B OJIOK-
yeiin. [ToTpeGuTeny MOryT HCIOJIB30BaTh 3Ty (BYHKIHIO BMECTE C
¢yaxmmert findProducer mms ompeneneHus TPOUCXOKICHUS
CBOEH MPOIYKLHUH.

CmapTt-koHTpakT Track _and_Trans mo3Bomiser cTOpoHaM B
LIENOYKEe [TOCTAaBOK OTCIEKHUBATh OTIPY3KY TOBAPOB M aBTOMATHU-
YeCKH OCYILECTBIATH IUIATEXKU B BHIE TOKEHOB MOCIE 3aBepLIe-
HUS KaXJI0T0 3Tarna OTrPpy3KH IIPH YCIOBHHU COOIIOCHHS OTpese-
JICHHBIX 3apaHee YCTAHOBJICHHBIX KpUTepHeB. B KOHTpakTe ecThb
JBa KOMIIOHCHTA: OAUH JJid YIIpaBJICHUSA TOKCHAMHU, a I[pyFOﬁ -
JUIst yrpaBieHust orrpy3kamu. COOBITHSI TakKe HCIOIb3YIOTCS
JUISL OTOOpaKEHHSI COOOIIEHUI M MMOJPOOHOCTEH TP BBITIOJIHE-
HUM TPaH3aKIuil B OJ0KYeHH. DTO obecrieunBaeT OOJNBLIYIO WH-
(OpMaTHBHOCTH, YEM OTOOpaKAEMBIH IO YMOJTYAHHIO XOIII TPaH-
3akuu. CMapT-KOHTPAKT COCTOUT M3 CIEIYIOIHX (DYHKIHUIL:

1) sendToken — 1O3BONSICT OTIPABISATH TOKEHBI C OJHOTO
cuera Ethereum nHa npyroii myrem yka3aHHsS COOTBETCTBYIOIIETO
MyOIMYHOTO afpeca i KOIWYeCTBAa TOKEHOB. JTa (PYHKITHS HMEeT
BCTPOCHHYIO JIOTHKY JUISi TIPOBEPKH HAJIWYHUS JOCTATOYHOIO KO-
JIMYECTBA TOKEHOB HA CYETE OTIIPABUTEIISI M aBTOMATHYECKOI0 00-
HOBJICHUSI 0aJTaHCOB 00OMX CUETOB ITOCJIC YCIEHIHOTO 3aBepIiie-
Hust Tpan3akiud. COOOIICHUS O COOBITHUAX MyOIUKYIOTCS B OJIOK-
YelH JUIsl ONIOBEIEHHSI CTOPOH O TPAaH3aKIIHSX.

2) getBalance — mo3BoisieT Jir000¥ CTOPOHE MPOBEPUTH OaTaHC
TOKEHOB Ha cueTe, BBe/Isl myonnuHbIii anpec Ethereum. Orta GpyHK-
st He TpeOyeT 3aTpat, Tak Kak He TpeOyeT BHECEHUS KaKUX-JIH00
n3MeHeHnid B OnoxueitH. [locie pasBepThIBaHHMS KOHTPAKTa B
OJI0KYElH, KOJIMYECTBO HAaYaJbHBIX TOKEHOB MOXET OBITH ycTa-
HOBJICHO, W BCE TOKEHBI IIEPBOHAYAIBHO HAXOAATCSA y aJMUHHU-
crpatopa. J{yis cornacoBaHnsi CTOMMOCTH TOKEHOB U pacipezese-
HHE Ha4aJIbHBIX TOKCHOB.

3) recoverToken — MO3BOJISIET agMHHHACTPATOPY KOHTpaKTa
BOCCTAHOBHTH TOKEHHI ¢ JIFOO0TO cdera. D10 (hopMa IPOBEPKU H
OamaHca U TPEAOTBPAIICHUS 3JI0YNMOTPEOICHUS CTOPOHAMU
¢ynkiueii sendToken. Ananornuno ¢yakuuu sendToken, Betpo-
€Ha JIOTHKA JJIsl IPOBEPKH JOCTATOYHOTO OajlaHca MU aBTOMaTHYe-
CKOro OOHOBJIEHUs OajlaHca.

4) setContractParameters — 1o3BosisieT aJMUHICTPATOPY KOH-
TpakTa 3apaHee OIPEJEIUTh YCJIOBHS, KOTOPBIC JOJDKHBI OBITH
BBINOJIHEHBI, TIPEKAE YEM OTIpy3Ka OyAeT YCHELIHOW W oruiaTta
Oyner nponsseneHa. OH BKJIIOYaeT B ceOs JIeTanu JUIsl BpEMEHU
JIOCTaBKH BpeMsi, MyHKT Ha3HAYCHHs M CyMMY IUIaTexa (B BHIC
TOKEHOB).

5) sendShipment — O3BOISIET OTIPABUTEIIO 3AIICATH TIETATH
OTIpaBJIeHHs B OJIOKYCHH rmocie ero ornpasku. s comocTasie-
HUS HOMEpa OTCIISKMBAHUA/METKH OTHPABJICHHS ¢ TAKUMU JIeTa-
JISIMH, KaK apTUKYJ ¥ KOJIMYECTBO, HCIIOIb3yeTCs CBs3Ka. MHTen-
JIEKTYAJIbHBII JATYHK MOXKET OBITh HHTETPUPOBAH IJIS IOy YCHUS
JaHHBIX O MECTOIIOJIOKCHUHN B PEIKUME PCAJIbHOI'O BPEMEHU. Ilo-
clie 3amicy B OJIOKYEHH TakKe (PUKCHPYETCsl BpeMsi OTIIPAaBKU U
aZipec OTMpaBHUTENs. 3amycKaeTcsi CoObITHE, HMH(DOPMHUpYIOIIEe
CTOPOHBI O TOM, YTO TOBap YTO TOBAP OBUI OTIPABIICH.

6) receiveShipment — O3BOJISIET MMOJTyYATEIO 3aMKACATh JaH-
HBIC O TPy3€ B OJOKYCHH mocie ero npuosiTus (puc. 3). B aroii
(YHKLUH 3aJI0’KEHBI IBa YPOBHS JIOTUKH. [IepBbIid poBepsieT, 4To
MIOJTyYESHHBII TOBAp M KOJIMYECTBO COBIAIAIOT C TOBAPOM M KOJIHU-
YeCTBO OTIPABJIEHHOrO ToBapa. Eciu oHM coBmazaror, 3amycka-
eTcsi COOBITHE, PErUCTPUPYIOLIEE, YTO TOBAP OBbUI YCIELIHO IOJTY-
4eH. 3aTeM CIIeyIOINi YPOBEHB JIOTHKH IIPOBEPSET, COOIII0ICHEI
JIY 3apaHee YCTaHOBJICHHbBIE BPEMsI JIOCTABKH U MECTO Ha3HAYCHUS
Obut coOmojieHbl. Ecny ga, TO aBTOMAaTHYECKH 3aIycKaeTcs
¢yukuus sendToken a71st OTIIpaBKH IUIATEKA CTOPOHE, OCYIIIECTB-
JISIFOILEH T0CTaBKY. B MpOTUBHOM cilydae perucTpupyroTcs coobl-
THSI, 4YTOOBI 3a()UKCHUPOBATH OLINOKH.
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NOCTABLLIMK 1

A 4

___J

sendShipment(_trackingNo,_item, _quanriry)

1 locationData

[ { ocnoumes
L

receiveShipm entLtrackIngI\lo,_Item, _quanriry)

_block. timestamp

:_quantity? I

l Her

Item==_item&&quantity ==

| Event Iog:nony-tenuemompa |

Event log: Owubka &

mosape/Konuvecmee
v
I_block.tirnestamp<:[_hlnrk-' p+eadtime)&&l --‘i-----"auﬁlocation?l
l
Da ‘ + Her

setContractParameters
(location, leadtime, payment)

| sendToken (Admin, Supplier A, payment) l

Event log: Onaama He
HAYLCAEHT, MAaK KaK KpUMepuU

|

He abinonHeHs!

Ve ‘

v

Event log: Maamex
omnpasned

Event log: Hedocmamouno cpedcme dna omnpasku
nnamexa

Puc. 3. Jlornueckas 6nok-cxema st pynkimu receiveShipment

7) deleteShipment — 1103BOJISIET aIMMHUCTPATOPY KOHTpaKTa
YAQINTH TPY3 U3 0a3bl JaHHBIX B Cilydae KaKuX-TM00 U3MEHEHHH.
JlocTyn agMUHHCTpaTOpa HEOOXOANM JUIsl TIPEJOTBPAILCHUS He-
HY>XHOTO BMEIIATEIILCTBA.

8) checkShipment — mo3Bossier 11000 CTOpOHE O0TOOPA3UTH
nHPOPMALIAIO O Tpy3e, BBEAS CBOW HOMep oTciexuBaHusi. OH
BO3BpAIllaeT JaHHBIC O TOBape, KOJIMYECTBE, MECTOIOJIOKECHHH,
BPEMEHHYIO METKY JOCTaBKM M OTIpaBHTENA. JTa (QyHKIHS He
TpeOyeT 3aTpar, Tak Kak He TpeOyeT BHECEHUsI KaKMX-TH00 H3Me-
HEHHH B OJIOKYEHH (OTOBOpPKA: OHA HE OyJeT He3aTpPaTHOM, ecin
UCIIOJIB3YIOTCS JIAHHBIE O MECTOIOJIOKEHUHM B PEaJbHOM Bpe-
MEHH).

9) checkSuccess — mo3BossieT J1r000W CTOPOHE MTPOBEPHUTH KO-
JIMYECTBO YCICHIHBIX IMOCTAaBOK, OCYHICCTBJICHHBIX CTOpOHOﬁ B
LIETIOYKE ITOCTaBOK, a TaKKe 00Iee KOJIMYECTBO COBEPIICHHBIX
UMM TIOCTABOK. Y CIICIIHBIE MTOCTABKH ONPEJNEISIOTCS KaK Te, KO-
TOpBIE COOTBETCTBYIOT 3apaHee OIpeAeIeHHBIM KPUTEPHSIM, yCTa-
HOBJICHHBIM B KOHTpakTe. JTa (QyHKIHs He TpeOyeT 3arpart, Io-
CKOJIBKY OHA He TpeOyeT BHECCHHs KaKUX-THO0O M3MCHCHUIl B
OJIOKYEHH.

10) calculateReputation - mo3BossieT M000H CTOpPOHE paccUh-
TaTh PeNyTalMOHHbINH 0aJll mapTHepa o el NocTaBok. PemyTa-
HHOHHBIﬁ 6ann OMPEACIIACTCA MYTEM B3ATUA KOJIMYCCTBA YCIICII-
HBIX TIOCTaBOK B TPOLEHTaX OT OOILNEro 4mciia MoCTaBOK, OCY-
IIECTBIICHHBIX KOHKPETHON CTOPOHOM, ¥ BEIPA)KACTCS LISJIBIM YHC-
sgom oT 0 1o 100. Ecniu cropoHa He ocyliecTBUIa HU OJHOU MO-
CTaBKH, TO €€ TOKa3aTelb peryTalud Mo yMomdaHuio paseH 0.
Ora GyHKIMS HEe TpeOyeT 3aTpar, OCKOJIbKY He TpeOyeT BHece-
HUSI KaKUX-JTM00 u3MeHeHui B Onokueiitn. OHa HeoOxonuma Juts
MPaBUIIBHOTO (DYHKIIMOHUPOBAHHUS PEIyTALHA CMapT-KOHTPAKTA.

CmapTt-KoHTpakT «Reputatio» moanepKkuBaeT OTKpBITYIO 0azy
JaHHBIX OCTaBIIMKOB/CTOPOH B IIETIOYKE MOCTABOK, IOCTYII K KO-
TOPOH MOTYT MOTYy4YHUTH Bce. [ITOMUMO TaHHBIX O MOCTABIIUKAX, OH
TaKKe OTCIICKUBACT PEIYTALMIO KaXKI0H CTOPOHBL. JTO JeTaeTcst
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myTeM BbI30Ba cMapT-KoHTpakTta Track and Trans, pasBepHy-
TOro Ha OJIOKYEHHe, U MOTyYeHHUs] JOCTYTIa K PACCUNTAHHON B HEM
orieHke penyTtauuu. YroObl ObUIO ynoOHEE MPOCMATPUBAThH CIIH-
COK MOCTaBIIMKOB, ObUTH CO3JaHbl (PYHKUIUH ISl PUIBTPALIMU TI0
THITYy TOBApOB U pernyTtanuu. CMapT-KOHTPAKT COCTOHT U3 CIICIY-
FOIIUX (DYHKIMH KOJl CMapT-KOHTPAKTa!

1) addSupplier — mo3BoJIsAET MOCTABIIMKAM/TITAPTHEPAM BBECTH
CBOM JIaHHbBIC W 3amKcarh UX B OJOK4YeitH. [[s comocTaBieHust
nyOonu4HOrO ajpeca moctaBiuka B Ethereum wucmonb3yercs
CBSI3KA CO CTPYKTYPOIi, COAEpIKAILEH ero JaHHbIC, TAKUE KaK HMS,
HOMep Tene(oHa, TOpOJI, CTPaHa MPOUCXONKICHUS, THIT TOBAPOB,
Ha KOTOPBIX OH CIEIUANU3UPYETCs, a TAKKe penyTanuio. Takum
00pa3oM, 3TH JTaHHbIE, & TAKKE MyOJIIMYHBIN a/Ipec MOCTAaBIHKA,
MOTYT OBITh JIETKO HAWEeHBbL. AJPEC TaKKe MOMEIIAeTCs B Mac-
CHB, COJIEpIKAIM BCE a/ipeca CTOPOH.

2) removeSupplier — M0O3BOJISIET aAMUHUCTPATOPY KOHTPAKTA
YJAJIUTh TOCTABIIMKA/TIAPTUIO U3 0a3bl JAHHBIX B CITyyae BO3HHUK-
HOBCHHUS KaKUxX-TH00 mpobsieM. Ero myOmuuHBI agpec Takxke
yoamsieTcss M3 MAacCHBa KOHCOMHMPOBAHHBIX ajapecoB. JlocTym
aIMHHHICTPAaTOpa HEOOXOANUM sl PEIOTBPALICHHS HEHYKHOTO
BMEIIATEIbCTRA.

3) findSupplier — mo3BosieT MO0 CTOPOHE OTOOPA3UTH HH-
(hopMaIHio 0 TOCTABIINKE/TTAPTUH [TyTEM BBOJA UX ITyOIMYHBIN
anpec Ethereum. CTOpOHBI MOTYT HCIOJB30BATh 3Ty (PYHKIIUIO
JUTSL TIOMCKA TIOAXOSIINX U MPEIIOYNTAEMbIX TOCTABIIUKOB, O~
CKOJIbKY JIOCTYITHA TaKasi HH(OPMAIHs, KaK TUIT TOBAPOB U peIry-
Tarust. OTOT QyHKOHMS He TpedyeT 3aTpaT, Tak Kak He Tpedyer
BHECCHHS N3MEHEHHUH B OJOKYCHH.

4) allSuppliers — mo3BossieT J1t000H CTOPOHE OTOOPA3HUTH TIOJI-
HBIIf CIHCOK MOCTABIIHKOB/TIAPTHEPOB. Bo3Bpamaercss Maccus,
coJIep KaIuil CIIMCOK MyOanuHBIX aapecoB Ethereum Bospaia-
€TCs1 MACCUB, KOTOPBIH CTOPOHBI MOTYT HUCIIONB30BATh ISl TTOJTY-
yeHHs OoJiee MoapoOHOM nHGopMaluu. ITa QYHKIUS HE TPeOyeT
3aTpar, MOCKOJBbKY OHa He TpeOyeT BHECCHHs KaKUX-THOO U3Me-
HEHUH B OJIOKYCITH.
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5) filterByGoodsType — mo3BouisieT 1r000# CTOPOHE UCKATh
MOCTABILKKOB 110 THITY TOBAPOB, HA KOTOPBIX OHH CHICLUATU3UPY-
10TCs. B maMsTH co3naeTcs MaccHuB TOM XKe JUTHHBI, YTO U MOJHBIH
MacCHB MOCTABIIUKOB. JIOTHKa MCIONb3yeTCsl ISl UTEPALMH 110
BCEMY MacCHBY ITOCTAaBLINKOB U TIOMCKA T€X, Y KOTOPBIX THII TO-
Bapa COBIAJAET C YKa3aHHbBIM B 3anpoce. HailieHHble coBIIaieHUst
BO3BpAIAIOTCS B HOBBIM MacCcHB. JTa QYHKIUS HE TpedyeT 3a-
Tpat, Tak Kak He TpeOyeT BHECEHNSI HUKAKUX U3MEHEHHH B OJIOK-
YeWH.

6) filterByReputation — ananornyso npeapiayiied GpyHKIum,
MO3BOJISIET JIFOOOM CTOPOHE MCKaTh MOCTABIIMKOB 110 MMOCTABIIH-
KOB M0 HX permyTalnud. B mamsTH co31aeTcs MacCHB TOH JKe
JUTHHBI, KaK U MOJHBIA MacCUB MOCTABIIUKOB. JIOTHKa HCHONB3Y-
eTCsl ISl UTEPALlU 110 BCEMY MACCHBY MOCTABIIMKOB U MOUCKA
TEX, Ybsl OLICHKA PEIyTAllM¥ PaBHA WM BBILIE, YEM OIICHKA, yKa-
3aHHas B 3ampoce. COOTBETCTBHS 3aTeM BO3BPAILAIOTCS B HOBBIH
MaccuB. Ota GYHKIHS HE TpeOyeT 3aTparT, HOCKOJIbKY OHA HE Tpe-
OyeT BHeCCHH U3MEHECHUH B OJOKYCHH.

7) checkReputation — mo3BosisieT 11000# cTOpoHe 0TOOPA3UThH
OLICHKY peNyTaliH yKa3aHHOTO MOCTAaBLIMKA/TIAPTHH, BBEIS HMX
myOmaHbi agpec B Ethereum. Oto paboraeT myTem BBI30Ba pas-
BepHytoro Track and Trans contract u 3amycka GyHKIHA
calculateReputation. [Tockosibky 00e pyHKIMU HE TPeOYIOT BHE-
CEeHUSI M3MEHEHUI B OJIOKYCHH, OHM HE TPeOyIoT 3aTpar.

8) updateReputations — mo3BoJIsIeT aJIMHHUCTPATOPY KOH-
TpaKTa TMOJYYUTh MOCICTHHEC OOHOBICHHBIC OLCHKU PEIyTallnuH
BCEX CTOPOH 1 OOHOBUTSH nX B Otokueiine. [IockonbKy OLeHKH pe-
MyTaLHX COXPAHSFOTCS, KOT/Ia CTOPOHBI JOOABIISIOT CBOH IAaHHBIC
yepes Gynkiuro addSupplier oHU MOTYT ycTapeBaTh CO BpeMEHEM
[0 Mepe OCYIIECTBICHUS] HOBBIX MOCTAaBOK. Clie0BaTeNbHO, ajl-
MHHHCTPATOP MOXKET HCIIOJIb30BATh ATy (yHKIHIO I HEPHOIH-
4ecKoro OOHOBJIEHHs penyTaud. OHa BBIIOJHIET UTEPALUH T10

BCEMY MACCHUBY IOCTABUIMKOB U JJISI KQKIOTO MyOJIMYHOrO aj-
peca  OOHOBISET  pEMyTAllMIO  MCIONB3YSA  (YHKIIHFO
calculateReputation u3 konrtpakta Track and Trans. Kparkoe
OIMUCAHKE KITFOUCBBIX KOMITOHCHTOB KayKI0T0 KOHTPAKTA U HX B3a-
HUMOJICHCTBUE MIOKA3aHO HA PUCYHKE 4.

Remix, Opaysepubiii kommusitop Solidity ¥ MHTErpUpOBaH-
Has cpena paspabotku (IDE), ucmons3yercs uist mpeaBapUTEIIh-
Ho mpoBepku KoHemnmn. OHa MonenupyeT EVM, conepskarmmii
BCC MHCTPYMCHTBI, HEOOXOANUMBIC Ul CO3IaHHs, KOMITHISLIHY,
pa3BepTHIBAHUSA M TECTHPOBAHHS CMapT-KOHTPAKTOB, KaK 3TO
OBUTO OBI CAETaHO KakK 3TO JenaeTcs B peanbHoil cetn Ethereum,
HO (paKTHUECKH HE MOIKIIOYAETCS K peadbHoi ceTH. [lockompKy
pa3BepThIBAHUE KOHTPAKTOB M BBINOJHEHUE TPAaH3aKIMK Ha pe-
anpHOM Onokueitne Ethereum Bneuer 3a co0o# pacxobl B BHJE
a¢upa, Remix odbecrnieunBaet y100Hy0 A7 pa3pabOTYHKOB CpeLy
JUTSL UTePAIMi, TECTUPOBAHUS M OTIAKH KOHTPAaKTOB Oe3 dakTu-
YECKOT0 OCYIIECTBICHHS PEATbHBIX TpaH3akiwid. Ero wHTYH-
THUBHO MOHATHBIN BeO-MHTEp(Elic Takke MO3BOISIET OBICTPO MPO-
BOJMTh TeCTUpOBaHMe. KOHTpaKThl MOryT OBITH pa3BEpPHYTHI, a
PE3yIbTaThl U 3aTPaThl 0TOOPAKAIOTCS COOTBETCTBYIOLIMM 00pa-
30M. Takke JOCTYIHBI [SITh TECTOBBIX CYETOB, YTO MO3BOJISIET MO-
JIETUPOBATh PA3IMUYHBIC CTOPOHBI MPU TECTUPOBAHHH KOHTpAK-
TOB.

Jlis mpoBepku cMapT-KOHTpakTa Provenance oauH U3 TecTo-
BBIX CYUETOB HCIIOJB3YETCS JUIS MMHUTAIMK TPOU3BOAMTEINB/TIO-
craBuMK. OH MOXET I00aBUTh CBOM JIAHHBIE C MTOMOUIBIO (DYHK-
uun addManufacturer, a Taxke 100aBUTh OJIMH U3 CBOUX MPOIYK-
0B, A00001, ¢ momotsto (pyrkimu addProduct. [Tockosbky nH-
Terpauysi ¢ MHTEJUIEKTYAIbHBIMH AaTYNKAMH, JUIS ONPEACICHUs
MECTOIIOJIOKEHHSI HCIIOJIB3YIOTCSl TIPOU3BOJIbHBIC JaHHBIE IIH-
POTHI 1 1oAr0ThL. Korza Ta ske yueTHas 3arich UCTIONb3yeTCs s
MOMBITKA 3aCTABUTh [TPOU3BOUTENS CEPTHHOUIIUPOBATE ceds, MO-
SIBIISICTCST OIIMOKa (puc. 5).

* 3anucb AaHHbIX O

nonb3oeatene B GnokueiH.

* CepTudmumMpoBaTL
npoussoguTenein

MonyyeHue AaHHbIX O
npoussoguTene

* 3anucb cBegeHWA o

NpoOUCXOXMAEHWW NPOAYKTa
* flocTynHoCTb AnA

napTHepoB Mo Lenouyxke

NocTasok M notpebutenei

Track and Trans

* YCTaHOBMWTb 3apaHee
onpepaeneHHble KPUTEPUM
ANA BLINONIHEHWA KOHTPaKTa
3anuch AaHHbIX 06
oTnpasKe rpysa 8 6/10K4eAH
3anucb JaHHbIX 0 NpUBbLITHMK
rpy3a B 6n10KYeiH
AsTOMaTHYecKoe
BbINOMIHEHUE MAAaTeXa B
TOKeHax 3a BbINO/IHEHHbIe
NOCTaBKKU
MonyyeHue MHpopMaL MK O
rpyse AnAa o6HoBNeHWA
craryca
PaccuuTaTh penyTauuoHHbIA
bann
[docTynHocTe gna
NapTHepoB MO Lenoyke
NOCTaBokK

Synopsis

* 3anuce MHpoOpMaLMK o
NocTaBLMKaX B GNOKYEH
MonyyeHne nHpopmaymm o
nocrasLyuKe
MonyyeHue cnucka Beex
nocTaelMKoOB
MonyyeHne oUEHKK
penyTaymm
O6HoBNEHWE OLEeHOK
penyTayumn
MoMcK NOCTaBLMKOB NO
TUNY TOBapoB
MoWcK NocTasUWMKoOB No
penyTauu1
DoctynHocTe gnAa
napTHepoB No LenoJyke
nocTaBoK

Puc. 4. Kpatkoe onucanne KOMIIOHEHTOB CMapT-KOHTPAKTa M HHTEPAKTUBHOCTH
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Exception during execution. (invalid opcode). Please debug the transaction

| Launch debugger

Puc. 5. Coobuienne 06 onmoOKe MpH MOMBITKE BBIIOIHUTH QYHKIIHIO,
JIOCTYITHYIO TOJIBKO JIMHHUCTPATOPY

OTo obecneunBaeT JIONOTHUTEIbHBIA YPOBEHD IPOBEPKH, I10-
CKOJIbKY TOJIBKO y4YeTHasl 3aluch aJMUHHCTparopa (Ta, KoTopas
UCTIONIB3YETCS JJISl pa3BEPTHIBAHUS KOHTPAKTa) MOXKET OBITH HC-
MOJIb30BaHa JUIs CEPTU(QHUKAIINHT TPOU3BOANUTEIS.

3arem Apyras ydeTHas 3alHCh MCHOJB3YETCs Ul MMUTALNH
MOTPEONTENS], KOTOPBIN MOXKET MOJYYUTh TTOAPOOHYI0 HHpOpMa-
muio o cBoeM mpoxaykra, A00001, wucmomb3ys QYHKIHIO
findProduct. OH MOXeT yBHIETh MyONUYHBINA aipec MPOU3BOIM-
TeJIsl, MECTO TPOUCXOXK/ICHUS TMPOAYKTA, a TaKKe BPEMEHHYIO
METKy, KOTJla TPOAYKT OBUT 3amucaH B OJIOKYEHH (BpeMeHHas
MeTKa orobpaxaercss B ¢opmare Unix epoch time, KOTOpbIii
MOXXHO JICTKO HpeOGpaBOBaTB B AaTy U BpEMs, YUTAEMBIC Y€JIOBC-
koM). Mimest myOauuHbIi agpec MPOU3BOANTENSA, OH MOXKET 3aTeM
ucronbs3oBath QyHknuio findProducer manst nmomyuenust noapoo-
HOU nH(OpPMANUK O TPOU3BOANTENE. Y UNTHIBAS TOJYYCHHYIO HH-
(hopmaryio, OH Tak e MOXET CBSI3aThCS C TIPOU3BOJUTEINIEM JUIS
TIOJTyYEHHs] TATbHEHIINX pa3bsiCHEHUH (PUCYHOK 38, TJe moka-
3aHBI pe3yJIbTaThl padoThl 00enx QyHKIuiT).

s mpoBepku cmapT-koHTpakTa Track and Trans O6pur cMo-
JIETMPOBAH CLEHAPUH, aHAJIOTMYHBIN OMMCAHHOMY Ha PUCYHKE 6.
CHauasla KOHTPAKT BBIIOJIHACTCS,, IPH 3TOM AJAMHUHHUCTPATOPY
nanmuanmupyercst 1000 toxenoB. Ha caiite aaMuHHCTpaTop
YCTaHABIMBAET MapaMeTphl KOHTPAKTa AJISl OTIPABKU Tpy3a OT
noctasumka A nocrasimuky B. Korna mocraBmuk A ornpasisier
Ipy3, OH 3alKChIBacT Jetanu B OokueliH. Korma nocramuk B
MOJIy4YaeT IPY3, OH TOXKE 3alUChIBACT HHPOPMAIIUIO B OJOKUCHH.

findManufacturer | “D00001”

Value: “0x00000000000000000000000000000007f51f2cf3fce 1c3ecbb01b8a9% 37 4c8ab5f9c4 802087
Transaction cost: 28647 gas.
Execution cost: 2176 gas.
Decoded:
1. address: “Ox3b0c44298fc1c149%fbi4c8996fh9242 Taed 1e”
2. uint256[): 658254, 855478
3.uint256: 1281785865

| launchdebugger |

| findManufacturer | “0x3b0c44298fc1c149afbf4c8996fb92427aed1e”

Value: “0x000000000000000000000000000000000000000000000000000000000000000005633657"
Transaction cost: 23874 gas.
Execution cost: 3475 gas.
Decoded:
1.string: China Trade
2.uint256: 5472215518
3. string: Shandong
4, string: China
5. bool: True

Puc. 6. Beixons! Gpynkimii findProduct u findProducer

[Ipennonoxum, 4To HEKOTOPIE TOBAPHI MPOTATH B MIPOIECCE
OTTPY3KH, TO KOJIMYECTBO, 3aMIMCAHHOE MTOCTABIIUKOM b, HE coB-
NajaeT ¢ KOJIMYECTBOM, 3alIICAHHBIM MTOCTAaBIIMKOM B, coBnagaet

T-Comm Vol.l6. #8-2022

NHOOPMATUKA

C KOJIMYECTBOM, 3aIlIMCAHHBIM MOCTABIIMKOM A, TO BKJIIOYACTCS
CUTHAJI TPEBOTH, YTOOBI MOXXHO OBIJIO MPOBECTH HEOOXOANMBIC
poBepKH (puc. 7).

Events

Success [
“Item shipped”,
“D0o0001 ",
“658254, 855478",
“1281785865",
“0Dx3b0c44298fc1c149afbf4c8996fb92427aedle”
]

Failure [
“Error in item/quantity”

]

Puc. 7. OnoBeienune cpabaTeiBaet, KOr/ia TOBap H/UIH KOJIHMIECTBO
HE COBIAJIAI0T

Teneps NPeaoNIokK|M, YTO TPy3 Lell, U YTO TO3UIUU U KOJIH-
4ecTBO coBMajaoT. OHAKO TOBApP JOCTABIISIICS JIOJIbIIE, YEM U3-
HAYaJbHO OBLJIO YCTAHOBJICHO AJMHUHHUCTPATOPOM (HAa OCHOBE
OJIOKYCHH BpEMEHHOI MeTKH). B 3ToM citydae, HeCMOTpsI Ha TO
YTO TOBap OBLI YCIICUTHO MOJYYCH, IUIATE)K HEe cpadaThIBaCT, IM0-
CKOJIbKY 3apaHee YCTAHOBJICHHBIC KPUTEPHUU HE OBLTH BHITTOJHCHBI

(puc. 8).

Events

Success [
“Item shipped”,
“D00001 ”,
“658254, 855478",
“1281785865",
“0x3b0c44298fc1c149afbf4c8996fb92427ae41e”

Success |
“Item received”
“D00001 ”,
“ 578247, 879524",
“1281786357",
“0x70d5f85a7b976419014e3087bcObd2d83af8b”

Failure [
“Payment not triggered as criteria not met”

]

Puc. 8. [lpenynpexnenne, cpadaTeiBaroiee Mpu HECOOTIOICHUN
3apaHee ONpPe/Ie/ICHHBIX KPUTEPUEB KOHTPAKTA

Tonbko Korjga 00a YpOBHS JIOTHKH YIOBJIETBOPEHBI, IIATEK
BBITIOJIHSETCA (T.€. TOBAp U KOJIMYECTBO COBNAIAIOT, IPEIONpee-
JICHHbIE KPUTEPUH BBHIIIOIHEHB). 3apaHee ONpeiesIeHHas CyMMa
TOKEHOB (50 TOKEHOB, B TAHHOM CITy94ae) aBTOMATHYECKH OTIPABIIS-
eTcs €O cyeTa aJMHHHUCTPATOpa Ha cueT nocrasiuuka A. [Iposepka ¢
nomoipio GpyHkuuy getBalance nonreepsknaer 31o (puc. 9).
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“0x3b0c44298fc1c145afbiAc8996b92427aed 16" Events

success |

Vadue:

Transaction cost: 24724 gas. “Item shipped”,
Execution cost: 687 gas. Y4ETHR JATHCH AAMHICTRATODS 00001,
Decoded: [nepaouaaantia 1000 TokeHaE) “B65B254, BS5ATE,
1 uint256 _balance: 950 “12B1785865",
“0uIb0cad 2964 101 49T ac8a96iba 242 Taed 10™
Launch debugger 1
Valus: Suceess|
Transaction cost: 24724 gas, =\tem receied”
xacction cces: S5 gas yoamuan s3rco MocTaswnea 1 “D00001",
Dacodad: [nepaowuasannha O rowsios] STE24T, BT9SHY,
1. uint256_balance: 50 *1281786357",
045485709
1
Payment [

“Payment sent”

“Ox3b0c4a7981c1c 149t 4cBI06b9242 Taed 16,
50"
|

Puc. 9. IloaTBepxeHne OIUIATH TOKEHA
P BBITIOTHEHUH BCEX YCIIOBUIL

ToT e cueHapuil NPUMEHSIETCs ISl OATBEPKICHUSI CMapT-
KoHTpakTa Reputation. OH BEI3BIBAaET TOT K€ CaMBIi OTCIICKIBA-
FOLIMH KOHTPAKT, KOTOPBIi ObLT Pa3BEPHYT B MPE/IbIIYIIEM TECTE.
Y4uThIBast, 4TO MOCTABIIMK A Cliesiall O/IHY OTIPY3KYy U OHa ObLia
YCHEIIHO TMOJIy4eHa, ero OIeHKa pemyTaruu Ternepb paBaa 100
(1 u3 1). [ocie noGaBuB Apyrue JaHHbIC MOCTABIIMKA A C TOMO-
uipto pyskiun addSupplier 1 0ToOpa3KUB UX € MOMOIIBIO (HYHK-
uuu findSupplier, MbI BUIMM, 4TO OIIEHKA eIy TaluK ObLIa BKITIO-
yeHa ycrerrHo (puc. 10). 3To Takke Mokas3pIBaeT, YT0 KOHTPAKTEI
CIIOCOOHBI B3aMMO/ICHCTBOBATH JIPYT C APYTOM, ITOKa Pa3BEPHYTHI
Ha OJIOKYCIHE.

| findvendor | “0x3b0c44298fc1c149afbfac8996fb92427aed1e”

Value: “0x00000000000000000000000000000000000000000000000000000000000000000563365 7"
Transaction cost: 25497 gas.
Execution cost: 4721 gas.
Decoded:

1.string: China Trade

2. uint256: 5472215518

3. string: Shandong

4. string: China

5. string: Smartphone

6. uint256: 100

Duewxa penyTaums Mocrasuiga 1

Puc. 10. PermyTaninOHHbIH KOHTPAKT, BBIBOASAIINI PEIyTal[HOHHBIH Oant
U3 KOHTPAKTa OTCIIEKUBAHUS

HUcnonesys ¢pynkuuto updateReputations, Mbl BUAUM, 4TO pe-
Iy Talys MOCTaBIIMKa A OblIa OOHOBJIEHA COOTBETCTBYIOIINM 00-
paszom (puc. 11).

| findVendor ] “0x3b0cd44298fc1c149afbfac8996fb92427aedle”

Value: “0x00000000000000000000000000000000000000000000000000000000000000000563365 7"
Transaction cost: 25497 gas.
Execution cost: 4721 gas.
Decoded:

1. string: China Trade

2.uint256: 5472215518

3. string: Shandong

4. string: China

5. string: Smartphone

6. uint256: 100 -

Launch debugger |

HEUANSHAR OUEHKE PEMYTALMH

Value: “0x0000000000000000000000000000000000000000000000000000000000000000056 33657
Transaction cost: 25497 gas.
Execution cost: 2721 gas.
Decoded:

1. string: China Trade

2.uint256: 5472215518

3. string: Shandong

4. string: China

5. string: Smartphone

€. uint256: 75 nocne o6HoBREHIA PEnyTaUMA

Puc. 11. OOHOBIIGHHAS eIy TaIMs [T0CIIE BBI30Ba (QYHKIINU
updateReputations

SR2609°,

JlBe dyHKIMU (UIBTPALNK TAKKE MOXXHO MPOTECTHPOBAT.
OunbTpys MO THITy TOBapa, MbI BHIHM, YTO Ha BBIXOIE OTOOpa-
KAIOTCS MyOnnuHbIe aapeca. OUIbTPAIHUS IO PEMyTAIUH TS JTFO-
0010 3HaUCHHMS OOJIBIIIC MIIK PABHO 75, MBI BUAKMM, YTO Ha BBIXOJIC
orobpaxaroTcs ImyOnn4Hble aapeca. TakuM oOpa3om, obe QyHK-
1K GUIBTPaLMK PadOTAIOT, KaK U 03KUAAIOCH (pHc. 12).

[ filterByReputation | 75

Value: “0x00000000000000000000000000000000000000000000000000000000000000000563365 7"
Transaction cost: 24846 gas.
Execution cost: 3995 gas.
Decoded:
1. address[]: 0x3b0c44298fc1c1
L

2427aedle, Ox0, Oxdbd5e101473af8d791c06257ecald16194101
J L J

| [
China Trade UTT Company

[ filterByGoodsType |5martphone

Value: “0x0000000000000000000000000000000000000000000000000000000000000000056 33657
Transaction cost: 28777 gas.
Execution cost: 5834 gas.
Decoded:
1. address]]

44298fc1e149afbf 127aedle, Ox0, Ox6815eTccToddefd8392c24b681d49317a9598d

L J | J
[ T
China Trade VCT Company

Puc. 12. Berxonsr ¢pynxnuii filterByReputation u filterByGoodsType

Bce Tpu cmapT-KOHTpakTa OBLIM BCECTOPOHHE MPOTECTHUPO-
BaHbI C MOMOIIbI0O Remix, 1 Bce X QyHKIMU pabOTAIOT TaK, KaK
66110 3a/1yMaHo. JlanpHEN IIas MPOBEpPKa MOKET OBITH BBITIOJTHEHA
¢ momotpio y3na testrpc Bmecte ¢ Truffle, uto mo3Bommino ObI
MIPOBECTH TECTUPOBAHNUE HA OOJIBIIEM KOINIECTBE AKKAyHTOB (J1e-
CSITh BMECTO IIATH). B KadecTBe abTepHATHBBI KOHTPAKTBI MOTYT
OBITH TIPOTECTHPOBAHBI B YACTHOM TECTOBOW CETH WM Pa3Bep-
HYTHI B IyOIM4HOM TecToBoi cetn Ethereum, Ropsten. Otu cetn
(DYHKIMOHHPYIOT TOYHO TaK e, KaK U peajbHasi, HO HCIOJIB3YIOT
"recroBblii" Ethereum, KoTOpbIit MOXKHO 100BIBaTH OeCIUIATHO, a
He Hacrosumi Ethereum.

[pennoxennas miuardopma MOBHIIIAET TPO3PAYHOCTH 33 CHET
3aIKCH IPOUCXOKICHHS TOBAPOB U CEPTH(UKAIINU TAPTHEPOB IO
LIETTOYKE MTOCTABOK B OJIOKYEHH, TaKUM 00pa3oM, YTOOBI 3Ta WH-
(hopmaryst ObUTa JIETKO JOCTYITHA BCEM CTOPOHAM, BKJIIOYAs T10-
Tpeburenei. 9To MOXKET 00eCIIeUNTh YBEPEHHOCTh B TOM, YTO TO-
Bapbl OCTYMAIOT U3 3aKOHHBIX HCTOYHNUKOB.

[Tnatdopma Taxke yiydmiaeT Mpo3pavHOCTb, TTOCKONIBKY Iie-
MOYKa MOCTaBOK TOBApOB MOKET OBITH OTCIIEKEHA IO Mepe hX
TPAHCIIOPTHPOBKH TI0 IeTI0UKe TocTaBoK. OOHOBIIEHHE HH(DOpMa-
LM Ha caiiTe, B pe)KUMe peasibHoro BpeMeHn. OOHOBIICHHUS B pe-
AJIbHOM BPEMCHH IMOMOTAIOT YIIPaBJIATbH pHUCKaMU, 06eCHe‘II/IBa${
'MOKOCTb IIETIN ITOCTaBOK M TOTOBHOCTh PEarnpoBaTth Ha JIFOObIe
coou.

WuTerpanus aBTOMaTHUECKHX TUIATEXKEH C yCIEeNIHOI 10cTaB-
KOM TOBapoB MOBBIMACT S(P(PEKTUBHOCTD IIEMOYKH ITOCTABOK.
Haxkoner, Hanmuie OTKpBITON 06a3bl TaHHBIX € 110IPOOHOH HH(DOP-
Malye U peryTanneil Bcex MapTHEPOB IO MU MOCTaBOK CIIO-
COOCTBYET yKpETIICHUIO JIOBEPHs B IieNH TocTaBoK. CTopoHaM He
MpUAETCS TPATHTh BPEMs W JCHBIH HA JIOTIOJHHUTEIBHBIC IPO-
BEPKH, U Yy HUX ITOSABIISIETCSI CTUMYJI padOTaTh HaJl MOJ/IepKAHUEM
Xoporien pemyraru [6].
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VYnpaBieHne STHMHA CMapT-KOHTPAaKTaMU Ha OJOKYEHH BBI-
TOJIHO, TIOCKOJIBKY OHO 00€CTeunBacT HEN3MEHAEMYIO 3aIHCh, KO-
TOpasi MOXKET OBITh JIETKO NMPOBEPEHA M OTKPBITO JOCTYITHA IS
COOTBETCTBYIOIIMX CTOPOH. B nonosHeHue Kk Xa1iel TpaH3akuui,
KOTOpBIE TEHEPHUPYIOTCS KaXIblil pa3, Korga TpaH3aKIus
YCICIUIHO 3aMKChIBACTCS B OJIOKYCHH, UCIIONIBb30BAHHE COOBITHI
MIOMOTaeT YeTKO YKa3aTh, KOT/Ia IPOU3O0LUIN COOTBETCTBYIOIUE
TpaH3akiyy. OHM TaKXKe 3aITyCKaloT OMOBEIIEHHsI, KOT1a orpe/ie-
JICHHBIE TPAH3aKIIUH OKa3bIBAIOTCSI HEYIaUHBIMH, YTOOBI CTOPOHBI
MOTJIH OBICTPO OIPEICIUTH MPoOIIeMy U padoTaTh HAJ €€ yCTpa-
HeHreM. D10 Ooree 3 (PeKTHBHO, YeM HCIOIb3yeMbIe B HACTOS-
mee BpeMsl pydHbIC CHCTEMBI, B KOTOPBIX OIIMOKH MOTYT OCTa-
BaThCS HE3aMEUYCHHBIMHU B TEUCHUE UTUTEIEHOTO BPEMEHH.

Hanmname cranmapTH3MpOBaHHOTO IIAOIOHA JOTOBOpA TAKKe
TapaHTHPYET, YTO BCE CTOPOHBI OOMEHHBAIOTCS WH(OpMAaIUCH
OJIMHAKOBBIM 00pa3oM. DTO CHMKAET PHUCK HEMPaBUIHBHOTO TOJ-
KOBaHUS WU TIOTepH MHPOPMAIHH, a TAKKe YCTpaHseT Heo0Xo-
JUMOCTH B MCTIOJIb30BAaHUH PA3IHMYHBIX METOZOB BBOJA JAHHBIX.
B nienom, a3pekTHBHOCTH BCEH 1ENOYKH OCTaBOK MOBBIIIAETCS,
TIOCKOJIbKY OOJIblIe HH(pOPMAIMU TepeaeTcsi U JIETKO ToTyda-
€TCsl, YTO MIOMOTAeT CTOPOHAM OCTaBaThCsl HA OJHOW BOJIHE.

Hecmotps Ha TO 4TO IPOOHBIN BapHaHT KOHIENIMH OBLT TIa-
TEJIFHO TPOTECTHPOBAH € MCIOJIb30BaHMEM Remix Juisi Mojenu-
poBanuss EVM, oH oHa He Oblla MPOTECTHPOBaHAa HA PEAILHOM
cetu Ethereum. 9T0 OBIIO OBI TOTHYHBIM CJIETYIONIIM IIIaroM Ba-
JUTAIIH, TIe BPEMs M CTOUMOCTD TPaH3aKIHiA CTaHYyT Oojee BaX-
HBIM (pakTopom. Eciu ornpeneieHHbIe TpaH3aKIUH TPeOyIOT 3Ha-
YUTEIhHOT0 KomndectBa Ethereum, oHE MOTYT OKa3aTbes CIHII-
KOM JIOPOTUMH IS 9aCTOTO BBIIOTHEHHUA. B aTOM ciydae, 6oee
3¢ GEKTHUBHBIN C BEIYUCIUTEIHHON TOYKH 3PSHUS CITOCO0 KOTUPO-
BaHUs (PYHKIIUH MOKET OKa3aThCs HEOOXOIUMBIM.

NHOOPMATUKA

Eme ogHuMM ycoBeplIeHCTBOBaHHMEM SIBIISIETCS pa3paboTka
nojp3oBarenbekoro uHTepdeiica (Ul), KoTopslil MO3BOISET CTO-
pOHaM JIETKO B3aMMOJICHCTBOBATh C Pa3BEPHYTHIMH CMapT-KOH-
TpakTaMu. DTO MOXET ObITh MOOWJIBHOE NPHIIOKEHHE WIN BEO-
Opay3ep, MCTIONB3YIONA MHTEp(ENc MPOrpaMMHUPOBAHUS TIPH-
noxkernii Web3 JavaScript naTepdeiic mpuKIagHOTO MPOTpaM-
mupoBanus (API).
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DEVELOPING SELF-EXECUTING SMART CONTRACTS ON ETHEREUM
FOR CONTAINER SHIPPING IN CHINA

Lee Bingzhang, Don State Technical University, Rostov on Don, Russia, runa666.6@mail.ru

Abstract Anton Mamoiko, Don State Technical University, Rostov on Don, Russia, ericozz@yandex.ru

Blockchain is a revolutionary new technology that facilitates peer-to-peer transfer of value without the need for a centralised intermediary. It uses cryp-
tographic hashing functions, consensus protocols and decentralised data storage to ensure security, decentralised trust, immutability and transparency of
business transactions. Blockchain technology paired with smart contracts is a reliable method of automating business rules in an efficient and trustworthy
mechanism. A smart contract is a self-executing piece of code that runs on a blockchain platform. Predefined rules between participating organisations
are translated into smart contract functions to establish trust. Blockchain is undergoing rapid development and has revolutionary potential for application
in Intelligent Transport Systems applications. Blockchain can be used to create a secure, reliable and decentralised autonomous system, creating the best
use of legacy infrastructure and resources. One of the most important issues is security, caused by the evolution of ITS towards centralisation. Fast-grow-
ing technologies, including the Internet of Things (IoT) and cloud computing, allow most data processing, analysis and decision-making to be done by cen-
tralised systems. The distinguishing factor of Ethereum is that it is programmed according to user requirements, rather than providing users with a set of
predefined transactions, such as Bitcoin transactions. As a result, it could theoretically be used to automatically and securely execute any transaction involv-
ing trust, security or persistence. Although Ethereum is a relatively new implementation of blockchain, it has sparked reaction because of its potential to
change the way many businesses operate.

Keywords: freight transport; blockchain; intelligent transport systems; Internet of Things; smart contracting.
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