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B cratbe paccMatpuBaerca npobnema AMHaMMYeCKOro ynpaefieHWA NapaMeTpaMu COBPEMEHHOW ceTu
CBA3M, KOTOpas 4acTo CTPOMTCA C UCMONbL30BaHWEM pa3HOpPoAHOro o6GopyAOBaHWUA M MPOTOKONOB
pabotul. Llene nccneposanna — noebicuth 3¢hPEKTUBHOCTL YNpaBfieHUA NapaMeTpaMU CETU CBA3MW.
lMpoBoautca onpepenenve 3ajady, NO3BONAIOWMX AOCTUYbL yKasaHHOW uenu. OcyulecTBneH aHanus
OrpaHUY4eHUn TPAAMLIMOHHBLIX METOAOB AMHAMMYECKOTO YMpaBneHUA napaMeTpaMu ceTed CBA3M.
UccneposaHa npuMMEHMMOCTL COBPEMEHHBbIX BbICOKOTEXHONOIUYHbIX METOJJ0B WU anropuTMoB,
No3BONAIOLWMX AWHAMUYECKHU YNPaBnATb NapaMeTpaMu cetn cBasu. OnpeaeneHbl KPUTEPUM OLEHKM
3 eKTUBHOCTU paccMaTpuBaeMbix anroputmoB. Bbino npoBeageHo cpaBHeHWe anropuTMOB Mo
oTo6paHHbLIM KpuTepuaM 3¢ deKTUBHOCTH, B pesynbTaTe 4ero onpefieneHbl Hanbonee noaxoaauine
anropuTMbl ANA AUHAMUYECKOTO yNnpaBiieHUA NnapaMeTpaMu ceTn CBA3W. TaKKe oCyliecTB/ieH aHanus
AVHaMUKN CXOAMMOCTU aNropuTMOB AnsA 06GOCHOBaHMA nNonyveHHbIX pesynbratoB. WccneposaHa
3¢ eKTUBHOCTL paccMaTpUBaeMbIX aJiFOPUTMOB MPU BAMAHMM Ha CETb CBA3MU pasnn4HbIxX ¢pakTtopos. B
3aKNIOYEeHUM cpaenaHbl BbIBOAbI O MPUMEHMMOCTM TOFO WAM WMHOTO anropuTMa AnA NOBbILIEHUA
3¢p(PEeKTUBHOCTM YynpaBneHUA NapaMeTpaMu CETU CBA3M, a TaKKe onpejefieH BEKTOp AanbHeALmnx
nccneposaHnin. OGLEKTOM MccneAoBaHWA ABNAIOTCA nNapaMeTpbl cetu cBAsu. [lpeaMetom
nccnenoBaHUA ABNAIOTCA anroputMbl, obecneunsaiowme acpeKTUBHOE AMHAMUYECKOE ynpasiieHue
napaMeTrpamMu cetu cBAsu. MeToponornyeckylo OCHOBY WCCNEAOBaHUA COCTaBAAIOT MeTOAbl
CPaBHUTENbHOTO aHanusa, MNpPOBeJeHUA 3IKCMEPUMEHTOB C MCNOJNIb30BAHMEM 3EKTPOHHbLIX
BbIYMCNIUTENbHBIX MALLWH, KPUTUHECKOMN OLIEHKM MOJTy4EHHbIX pe3ynbTaToB, a Takke MeTo 0606LwweHus.

NrHdopmauus o6 asmopax:

Jleoxun FOpuii JIbeoeu4, Mockosckuli mexHuU4ecKull yHueepcumem cea3u u uHgopmamuku, npocpeccop kagpedpol "Mamemamuveckas KubepHemuka u
uHgbopmauuoHHble mexHosoauu", npogpeccop, 0.m.H.,, Mocksa, Poccus. orcid.org/0000-0003-332 [-4497

Abimkoea Ceemnana CepzeeeHa, Mockosckuli mexHu4ecKull yHUsepcumem ceasu u uHpopmamuku, K.m.H., Mockea, Poccus. orcid.org/0000-0003-1945-9850
®amxynun Tumyp [xanuneeuy, Mockosckuil mexHudeckuli yHueepcumem cessu u uHgopmamuku, doueHm Kagedpnl "ViHmennekmyansHbil aHanus AaHHbIX",
doueHm, K.m.H., Mockea, Poccus. orcid.org/0000-0003-0998-1055

Kupeee Apmem AnekcaHdposu4, MockoscKull mexHu4ecKuti yHusepcumem cessu u uHgpopmamuku, kagpedpa "Mamemamudeckas KubepHemuKa u UHGOPMAUUOHHbIE
mexHosozuu", mazucmpanm, Mockea, Poccus. orcid.org/0009-0005-053 1-1830

Ana uuTupoBaHus:
Jleoxun 10. J1.,, Obimkoea C. C., @®amxynun T. ., Kupees A. A. iccnegoBaHne MeTOAOB AMHAMUYECKOrO YNPABIEHUA NapaMeTpaMu CETU CBA3U
/I T-Comm: TenekoMMyHukaumm n TpaHcnopt. 2026. Tom 20. Ne8. C. 44-53.

For citation:
Yu. L. Leokhin, S. S. Dymkova, T. D. Fatkhulin, A. A. Kireev, "Researching Methods for Dynamic Control of Communication Network
Parameters,” T-Comm, 2026, vol. 20, no. 8, pp. 44-53. (in Russian)

e

T-Comm Tom 20. #8-2026




BBenenne

B HacTosmiee Bpems HabIOgaeTCs yCIOKHEHNE HHYPACTPYK-
TypBI COBPEMEHHBIX T€TEPOTEHHBIX CETEeH CBSA3H, YTO 00yCIIOBIH-
BaeT IOBBIIEHHBIH MHTEPEC K 33Jade AMHAMUYECKOTO yIpaBiie-
HUA [IapaMeTpaMu ceTeBol MH(pacTpykTypsl. Kak ormedaercs B
pabore [1], HoBble apxutektypsl Internet of Things (IoT) u Tex-
HOJIOTMU BUPTYAIIM3AIMHU «JIENIAI0T PYYHYIO OPKECTPAIMIO CETH
HEBO3MOXKHOI». DTO CTaBUT 33/1a4y CO3/IaHUsI aBTOMAaTU3UPOBaH-
HBIX CHCTEM, CITOCOOHBIX ONEPATHBHO aIalTHPOBATh MapaMeTphI
ceTu (TOTOJIOTHIO, MapIIpyTU3alHIo, NpaBuia JOCTyNa, IMOJH-
tuku Quality of Service (QoS)) k mocTosIHHO MeHsOIMMCS (hak-
TOpaM, BO3JECHCTBYIOIIMM Ha CETH CBSI3H, 0€3 MPsMOTO ydJacTHs
orepaTopa, 0cob0 aKTyaJIbHOM.

TpanunuoHHBIE MTOIXOJBI K PEIICHUIO JaHHOW 3a1adl oOHa-
PYXHBaIOT CYIIECTBEHHBIC OTPAaHWYCHUS, a COBPEMEHHBIC Me-
TOJIBI TPEJOCTABIISIIOT YHUKAIbHBIE BO3MOXKHOCTH ISl aHAIHM3a
60X 00BEMOB TEIEMETPUH, MOJCINPOBAHUS IOBEJICHUS CeE-
TEH CBSI3U U IPHHSATHS ONTHMANBHBIX PEIICHUH B PEKUME peallb-
Horo BpemeHH [21-23]. Bmecte ¢ TeM BBIOOpP KOHKPETHOTO Me-
TO/a [T TaHHOH MIPEeIMETHON 00J1aCTH OCTAETCSI AUCKYCCHOHHBIM
BOIIPOCOM: JIUTEpaTypa JIEMOHCTPUPYET HEOAHO3HAYHOCTh Pe3YIlb-
TaTOB NP CPABHEHUU Pa3INYHbIX oaxo10B [11-16, 24-26].

Jnist nocTrKEeHUs yKa3aHHOH BBIIIE LETH TpeOyeTcs peleHue
CIIC/TyOLIMX 3a7a4:

® OIPEAEIUTh OTPAaHIUYCHNUS TPAJUIIMOHHBIX METOA0B KOH(H-
TYPUPOBaHUS CETEH CBS3H;

e 000CHOBATh MPHMEHEHNE METOAOB M aIrOPUTMOB MalllHH-
HOTO 00yUCHHS;

® OIIPEAEINTh METOABl M aITOPUTMBI,
HaCTOSIIETO HCCIIE0BAHUS;

® BEIOpATh KPUTEPUH OIICHKH 3P (EKTHBHOCTH AITOPHTMOB;

® [IPOBECTU CPAaBHHUTENIbHBII aHAJIM3 AITOPUTMOB IO KpHUTeE-
PHSIM OLIEHKH MX 3((HEKTUBHOCTH;

® IPUBECTH T'HIIEpIIApAMETPhl BHIOPAHHBIX aJTOPUTMOB IS
OIpe/ieICHUs JajbHEHIIero BEKTOpa NCCIeI0BaHMH;

® [IPOBECTH aHATN3 JUHAMHUKH CXOAUMOCTH HCCIIETyEMBIX all-
TOPUTMOB;

e yicciie1oBath dPQPEKTUBHOCTE PACCMATPUBAEMBIX allTOpPHT-
MOB TIpH 3aIUTE OT PA3INYHBIX THUIIOB YSI3BUMOCTEI;

e cZIenaTh BHIBOJBI O JATbHEHIINX HCCIICAOBAHMUIX.

TIPUMEHACMBIC I

1 AHanu3 orpaHuYeHU i TPAAUIIMOHHBIX METOI0B
KOH(UIYPHPOBaHHS ceTel CBA3H

CymecTByIOIIME METO/IbI THHAMUYECKOTO yIpaBIeHuUs mapa-
METpaMH CETU CBSI3M Pa3JeNIAIOTCs Ha TPH Kilacca: pPydyHOe KOH-
(dburypupoBaHie Ha OCHOBE CKPHUIITOB, METO/IbI HA OCHOBE TIPaBHUII
U ONTHMHU3AIUOHHBIC METOIBI [28, 29]. Kaxkapiii U3 HUX 00Jamact
NPUHIUIHATBHBIMA OTPAaHUYEHUSIMU, KPUTUUYHBIMU B YCIIOBUSX
JUHAMUYHEIX ()aKTOPOB, BO3JIECHCTBYIOIINX HA CETH CBSI3H.

1.1 Pyunoe konguzypuposanue

HHCcTpyMeHTHI aBTOMATH3aLMK Ha ypOBHE CKpuNToB (Ansible,
Netmiko, ma6inoHn3aTopsl KOHPUTyparyii) 00eCeYrBaIOT BHICO-
KYIO HHTEPIPETHPYEMOCTh U BOCIIPOU3BOIUMOCTE HacTpoek [17,
19, 20]. OpHako OHM TPHHLMIUAIBHO HE CIOCOOHBI aJanTHpPO-
BaThCs K HOBBIM yrpo3am 0e3 BMEUIAaTeNbCTBA OllepaTopa: Bpems
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peakuyy Ha MHIHUJAEHT COCTaBISAET OT HECKOJBKUX MUHYT J0 4a-
COB, YTO HEMpHUEMIIEMO JyIsl IpoTuBoAekcTBUs DDoS-atakaM u
zero-day skcrutoiitam [11, 14, 16, 19, 20].

1.2. Memoowt na ocnoge npagun

OkcnepTHble cucteMbl U onmuTHkn ACL no3Bossiror gopma-
JM30BaTh HAKOIUICHHBIC 3HAHUS B BUIE NMPEAONPENCIEHHBIX Ipa-
BwI. [IpUHIUNUANBHBIM HEIOCTaTKOM SIBIAETCS mpoOiiema
«B3pBIBa COCTOSHUIN (state explosion) [2, 20]: uucito mpaBuI pac-
TET HKCIOHEHLIMATIBHO C YHCIIOM TUIIOB Yrpo3 u ycrpoicTs. Iloa-
Jep>KaHUE aKTyaJdbHOCTH 0a3bl MpaBWII TPeOyeT 3HAUUTEIBHBIX
YeJI0OBEYECKHIX PECYPCOB M HE yCIIEBAET 3a TEMIIOM IOSBJICHHUS HO-
BBIX BEKTOPOB aTax.

1.3. Onmumuzayuonnvle Memool

MeTo/1pl TMHEHHOTO ¥ IEJI0YNCICHHOTO IPOTrPaMMHUPOBAHHUS
o0ecIieunBar0T MaTeMaTHIeCKH TOUHBIE PEIICHNS, OTHAKO HMEIOT
BPEMEHHYIO CII0KHOCTh O(2") B Xy/IIIEM CITydae IPH YHCIIC Y3JI0B
n > 50, 9TO MCKIIIOYaeT UX NPUMEHEHNE B peabHOM BPEMEHH B
ceTax Macmrada npennpusTus. MeTa’BpHCTHYECKHE allTOPUTMBI
— rederndeckue anroputmsl (I'A) u poit gactur (PSO) — cHu-
JKarOT BBEIYUCIUTENBHYIO CIOXKHOCTE 10 O(nkl), e k — pazmep
MOMYJISIIUK, [ — YUCIIO UTepaluii, OTHAKO He 00JI1aJIal0T MEXaHH3-
MOM OOyuYeHHs] Ha UCTOPHYECKUX AAHHBIX M TepsIOT 3P PeKTHB-
HOCTB TIpM CMEHE XapaKTepa ya3BuUMocTel cetu [3, 19, 20].

CpaBHUTENIbHBIE XapaKTEPUCTHUKH TPAJULIUOHHBIX METOJIOB
Npe/ICTaBIIeHbl B Tabuie 1.

Tabmuma 1

CpaBHeHI/Ie TpaAUIIMOHHBIX METOJ0B KOH(l)I/IprI/IPOBaHI/IH CCTHU

Merox Bpemss | Macmradupy- Kirouesoe
peaknuu eMOCTh orpaHuyeHne
Py4Hoe koHQUry- | MUHYTBI — HU3Kast OtcyTcTBHE ajanTa-
pHupoBaHuE Jachl MM K HOBBIM YTpo3aM
(Ansible, Netmiko) 0e3 yuacTus onepa-
Topa
Meroxs! Ha CEKYH[IBI — HU3Kas «B3pBIB cOCTOSTHUID):
OCHOBE IIPaBHJI MUH 9KCIIOHEHIMANbHBIH
(Expert Systems, POCT uKciIa IpaBUl
ACL) C YHCJIOM YIpo3
Jluneitnoe u o) oueHb HU3Kas | Henpumenumo B
HEJI0YUCIICHHOE peanbHOM BpeMEHH
IIPOrpaMMHUpPOBa- npu 1 > 50 ycTpoicTB
HHE
Merasspuctukue |  O(n-kl) cpenHss OTtcyTcTBUE MeXa-
(TA, PSO) HU3Ma 00y4eHHUs; T10-
Tepst 3G PeKTHBHOCTH
TIPU CMEHE yIpo3

Takum oOpa3oM, TpaAWIIMOHHBIE METOIBI HE 00ECIEeYHBAIOT
HeobxoanmMoro OaraHca MEXIy CKOPOCTBIO PearMpOBaHUs, Mac-
TabUPyeMOCThIO U aJaNTHBHOCTHIO K HOBBIM BHUJIAM yrpo3 U
ysa3Bumocreit cereid. [Ipumenenne RL B SDN (Reinforcement
Learning in Software Defined Networks) mo3Bosuiio cokpatutb
cpenHee BpeMs peakuuu Ha anomanuio ¢ 4,2 ¢ 1o 0,3 ¢ mo cpas-
HEHUIO C HKCIIEPTHBIMH CUCTEMaMH, YTO ITOATBEPKAAET HE00X0-
JMMOCTB IIepexo/ia K COBPEMEHHBIM METO1aM MalIMHHOTO 00y4e-
Hust (MO).




MHDOOPMATUKA

2 AHaJu3 NPUMEHMMOCTH MeTO0B U aaropurmos MO

3amaya NWHAMHYECKOTO YIPAaBICHHSA IIapaMeTpaMd CETH
CBsi3u (hOpMATH3yeTCs KaK 3a/jauya ONTUMHU3AIMUA C OTPAHUYCHH-
simu. [IycTh 3aaHO MHOXKECTBO CETEBBIX YCTPOUCTB V = {vi, Vs,
.., V!, MHOXKECTBO JIOMYCTUMbBIX KOH(MHUTYPAIMOHHBIX Mapamer-
pos C = {ci, cz, ..., Cu} T MHOXKECTBO HaOIIOJAEMBIX YS3BUMOCTEH
T={t ts ..., &}. KoHOUTYypaI¥s CeTH ONMUCHIBAETCS BEKTOPOM X
E€R™ a1enpio ABIACTCS HAXOKIACHUE BEKTOPa X *, MAKCUMU3HPY-
IOIIETO arperupOBaHHYI0 METPHKY 3aIUIIEHHOCTH:

x*=argmax F(x, T), x €C Oonycm, (1)

rae F(x, T) — B3BelIeHHas CyMMa YaCTHBIX ITOKa3arenei 3¢ dek-
THUBHOCTH 3auiuThl; C_0onycm — 0051acTh TOITyCTUMBIX KOH(HTY-
pauuii, 3aaHHAs OTPAaHUYCHUSMH Ha JOCTYIHOCTh CEpPBHCOB,
MIPOMYCKHYIO CITOCOOHOCTD M MOJUTHKY 0€30IaCHOCTH.

ATperupoBaHHas MeTpHKa OIpenesseTcs Kak B3BELICHHAsS
CyMMa YacCTHBIX ITOKa3aTeseil:

Fix, T) =wrFl(x) + wS(x) — wsA(x) + wel(x), 2)

rne F1(x) — F1-mepa koppekTHOro BbIOOpa KOHpUTYparum; S(x) —
MacmTabupyeMocTh; A(x) — moTepsi TOYHOCTH NIpU Jpeiide naH-
HBIX (concept drift); /(x) — UHTEPIIPETUPYEMOCTD; Wi, W2, W3, Wy —
BeCOBbIC KO3 ummeHTs! (O w; = 1).

[Jannas 3amaga (1) u (2) oTHOCHTCs K Kitaccy NP-TpymHbIX
KOMOWHATOPHBIX 3a/1a4 ONTUMHU3AIHH [ 16]: MPOCTpaHCTBO COCTO-
SIHUH pacTE€T HKCIIOHEHIIMAIBLHO C YUCIIOM YCTPOMCTB M Mapamer-
poB. B cBs3u ¢ »TiM mpuMmeneHue MetogoB MO sBisieTcs o0oc-
HOBaHHBIM — OHH ITO3BOJIAIOT CTPOUTH aNpPOKCHMANUH IIETICBOH
¢ynkun F(x, T) Ha OCHOBE NCTOPUYCCKHUX JAHHBIX U HAXOIUTh
cyOonTHMalbHbIE PEIICHNS 3a TOJTHMHOMHUAIBHOE BPEMsL.

IToMuMO BBIYMCIUTENBHBIX MpeUMyIiecTB, MeToasl MO
YCTPaHSIOT KIIOYEBbIE HEJOCTAaTKH TPaJULIMOHHBIX IOJIXO0JI0B
[11-16], Tak KaK y HUX €CTb:

— CrocoOHOCTh  00pabaThiBaTh BBICOKOpa3MEpHbBIE JaHHBIC
CETEeBOM TeJIEeMETPUH M OOHApPY>KMBATh CKPBHITHIE 3aKOHOMEPHO-
CTH B HUX;

— ajlanTanys K HOBBIM NaTTepHaM aTak 0e3 SBHOTO Iepernpo-
IpPaMMHUPOBAHUS IPABUIT;

— IPUHATHE PEIICHUH 32 MIJUIMCEKYHABI Oilaronaps npeaBa-
PHUTENBEHO 00YYEHHBIM MOJIEIISIM;

— BO3MOKHOCTh OHJIAfH-OOYYEHHUsI B 3aMKHYTOM KOHTYpE
YIpaBJICHUS CeThIO (MPUMEHUTENHHO K MeTonaMm RL).

3 O0ocHoBaHHE BHIOOPA METOA0B H AJITOPUTMOB
JJISI MCCJIeIOBAHUS

Jist uccnenoBanus 0TOOpaHkI mecTh MeTo10B MO, mpencTas-
JISIONIMX KIIFOUEBble TapaJurMel, IpUMEHsIeMbIE B 3a7a4ax ypas-
JIeHus ceTssMu cBsi3u [16, 19]. Kaxnplit Mmeton BEIOpaH Ha OCHO-
BaHWM aHAJM3a JUTEPaTyphl 1 0COOCHHOCTEN IpeIMeTHOH 00a-
cru [11-20].

3.1. I'pagposwie neiiponnvie cemu (GNN)

CeTp 1O cBOEH TpHpoOe ABISAETCA TpadoM: Y3IBI — YCTPOH-
cTBa, péopa — KaHaisI cBsi3u. GNN CIIOCOOHBI HEMOCPEICTBEHHO
00pabaTrIBaTh TPadOBYIO CTPYKTYPY, BBITIONHSS arperamuio mpH-
3HAKOB 10 COCEIHUM Y3JIaM 4Yepe3 MeXaHU3M IiepeJadn coooie-
HUIi (message passing). ITo Mo3BOJISIET MOJICIH YIUTHIBATH TOIIO-

JIOTHIO CETH NPH NPUHSATHH PELISHHUH 0 KOH(PHUTYPALUH — BO3MOXK-
HOCTb, HEJOCTIDKMMAsi IS CTAaHIAPTHBIX HEHPOHHBIX CeTeH.
GNN 3] (eKTHBHO TPUMEHSIINCH TS 3a/1a4 MapIIPYTH3AIHUA U
oOHapy KeHHs aHOManuii B ceTeBoM rpade [4, 5].

3.2. AutoML u Neural Architecture Search (NAS)

AutoML/NAS aBTOMaTH3HPYIOT BHIOOP apXUTEKTYPBI MOJICIIH
MO nox KOHKPETHYIO 3a/1a4y, HCIIOJIB3Ys CTPATEeruy IOUCKa (IBO-
monoHHEBIN monck, DARTS, ENAS) B nmpocTpaHCTBE apXUTEK-
Typ. NAS ncnosib3yer cTpaTerud MoUcKa B MPOCTPAHCTBE apXu-
TeKTYp A = {ai, az, ...}, MUHUMU3UPYS OLIHOKY BaJTHIAIIN
a* = argmin L _val(a), a € A, 4T0 NO3BOJISIET HAXOIUTH APXUTEK-
TypBIL, IPEBOCXOSIINE pa3paboTaHHble Bpy4HyIo [6]. KoHmenry-
anbHas OJIM30CTh K 3aJade aBTOMATHYECKOTO MOA00pa CETEeBBIX
rapameTpoB 000CHOBBIBAET BKIIIOUYEHHE JJAHHOTO METO/Ia B HCCIIe-
JIOBaHHE.

3.3. I'enemuueckue anzopummut (I'A)

I'A oTHOCATCS K KJIacCy HBOJIOLMOHHBIX BBIYUCICHUN U MO-
JIETUPYIOT TPOLEcC eCTeCTBEHHOro orbopa. [lomyssius kaHau-
JATHBIX KOHQUrypammid X(2) = {x1, Xz, ..., Xx} IBOJIONUOHUPYET
yepe3 OINepaTropbl CKPEIIMBAHWS M MYTAlMH, MaKCHMHU3UPYS
¢yHKIIMIO TpHICTIOCO0NIEHHOCTH f(X). ['A HEe TPeOYIOT BBIYNCIICHUS
IPagleHTOB, YCTOWYHUBBI K MHOTOMOJAIBHBIM (QYyHKIUIM F(x, T)
U 00JIalafOT BBICOKOW HHTEPIPETUPYEMOCTBIO Pe3yibTaTa, 4YTo
Ba)KHO JUISI AyAUTa CETEBBIX ITOJHTHK.

3.4. Particle Swarm Optimization (PSO)

Anroput™m pos gactur] (PSO) ontumusnpyer KoHOUTyparm-
OHHBIA BEKTOpP, MOAECIUPYS KOJUIEKTHBHOE NoBeneHue pos. O6-
HOBJIEHHE TO3UIIMU YaCTHUIIBI i OMUCHIBAETCS YPABHEHUSIMHU:

v_i(t+1) = wv _i(t) + crrri-(p_best i —x_i(t) +
+ c2r2r(g_best — x_i(1)), 3)
x_i(ttl) =x_i(t) +v_i(t+1),
I7i€ » — UHEPLIMOHHBIH BEC; 1, 2 — KOTHUTUBHBIN U COLIMAIbHBIN
kodpdunuentsr; i, r2 € [0,1] — ciydaiiasie BemmuuHbl. PSO
BKJIFOUEH KaK aJIbTEPHATHBHBIN METO/I POEBOr0 MHTEILIEKTA ¢ 00-
Jiee IPOCTOH peanu3aliied o cpaBHeHHIO ¢ ['A.

3.5. Obyuenue c nooxkpennenuem (RL, Deep Q-Network)

RL popmanuszyer 3aaqy Bp1OOpa KOHPHUTYPAIHH KaK MapKOB-
ckuit npouece npunsaTus pemwennii (MDP): (S, 4, P, R, y), tne S —
MIPOCTPAHCTBO COCTOSIHUMN C€TU; A — IPOCTPAHCTBO JASHCTBHIA (J10-
CTYNHBIX KOHGUrypauui); P(s'|s,a) — byHKIMs iepexonoB; R(s,a)
— (QyHKIMS BO3HArpakaeHus; y — KO3(QGHUIMEHT TUCKOHTUPOBA-
HUsl. ATeHT oOydaercsi MONUTHKE 7. S—A, MaKCHMHU3ZHPYIOIICH
KyMyJIITUBHYIO ~ JUCKOHTHpOBaHHyl0  Harpamxy: G ¢ =
2 {k=0Now} y™k - R(s_{t+k}, a {t+k}).

B peamuzannu DQN annpoxcnmarop Q-pyHKINN — HEeHpOH-
Has ceTs O(5,a,6), oOHOBIIIEMAas 110 TIpaBwTy bennmmana:

L(6) = E[(r + y'max_{a'} Q(s"a’0) — O(5,a,6))°],  (4)

rae 6 — Beca 1eneBoi (3aMOPOKEHHOI) CeTH.

RL siBrsieTcss €AMHCTBEHHBIM U3 PACCMATPUBAEMBIX METOJIOB,
CHOCOOHBIM K OHJIAHH-O0YUYEHHIO B 3aMKHYTOM KOHTYpE YIpaB-
JIEHUS CeThIO O€3 3apaHee pa3MeueHHBIX JaHHBIX [7].
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3.6. I'uopuonstii nooxoo (RL + GNN)

I'mbpunHas mMozenb OObEIUHSET MPEACTABICHUE COCTOSHHUS
ceru B Buze rpada (GNN) ¢ MexaHW3MOM MPUHSTHUS PEIICHUN
RL. Cocrostaue s_t komupyercs GNN /i v = AGG({f u : u €
N(v)}) depe3 arperanuo NpU3HAKOB [0 COCEJHUM Yy3Jam, Hoclie
4ero arperupoBaHHbIid BekTop i G = READOUT({th v :v € V})
nogaércsa Ha BXoA HeWpocetu noiautuku RL-arenta. JlaHHblit
IOJIXO/JT TO3BOJISIET YUUTHIBATh Kak Tomojoruto (GNN), Tak u nu-
HamuKy yrpo3 (RL). B pabore [8] rubpux RL+GNN c npuuns-
HBIM BBIBOJIOM ITPOAEMOHCTPHPOBAJ HAMIYUIINE PE3yJIbTATHI 110
QoS cpemu Bcex cpaBHHBaeMBIX MeTomOB B SDN-ceTsx, 4To
000CHOBBIBACT €r0 BKIIIOUCHUE B HCCIICAOBAHUE.

4 Kpurtepnu oneHku 3¢ GpeKTUHBHOCTH aJITOPUTMOB
M UX popmMann3anus

J11s 00BEeKTHBHOTO CpaBHEHUSI METOAOB cornacHo (1)-(4) paspa-
6oTaHa cucTeMa KpUTEpHEB OLIEHKH, OIMPAIOLIIasicsl Ha CTaHAAPTHBIC
METPHKH MaIlIMHHOTO 00y4YeHHs ¥ crieu(pHIECKUe XapaKTePHUCTUKH
cereBoi Oe3onacHoct. Kpurepuu Tounoctu (Ace, P, R, FI) siBns-
I0TCS CTAaHJAPTHBIMH B 33/1a4axX KJacCH(UKAIMK 1 MTO3BOJISIIOT OLle-
HHUTh KOPPEKTHOCTh BHIOOpA KOH(UTYpAIMH; KPUTEPUH MpaKTHIe-
CKOM MPUMEHUMOCTH (S, ¢, A) ONPEAEISAIOT IPUTOHOCTH METOIA IS
Pa3BEPTHIBAHMS B PEAIbHBIX CETSIX; KPUTEPHI HHTEPIIPETUPYEMOCTH
1 BakeH IS ayAUTa U IPUHSTHS PELLEHUH.

O6o3navyenus:: TP — 4YHCIIO BEpHO KJIACCH(HUINPOBAHHBIX
yrpo3; TN — BEpHO OTBEPrHYThIE JOKHBIE TPEBOTH; F'P — JI0)KHbIE
cpabatbiBanust; F'N — IpOMyIIeHHBIE peallbHbIE YTPO3El. MeTpuKu
1 uX (popMyIbl mpuBeIeHBI B Ta0OmuUIeE 2.

Tabnuua 2

Kputepnu oneHKr METOI0B MAIITMHHOTO O0yYEHHS

. Metpuxa / Juanazon
Kpurepuii Onpenesnenne . .
¢opmyJa pacuéra | 3HaAUEHMHId
Jons BepHO onpene- .
- T;ZI;Z;TZ_ n€HHBIX KoHpuUrypa- | Acc = (TP+TN)/ B(;mlléq:ng
p P uii k obmemy uucny | (TP+TN+FP+FN) i
BaHus (Acc) Jyd1e)
TIPUMEpOB
Jonst peneBaHTHBIX
TO‘-IHAOSZTL KOH(Urypamui cpean P = TP/TP+FP) 0-1
(Precision) MIpeJCKa3aHHbIX
MO3UTHBHBIX
Jons BepHO 00HApY-
Tomora KEHHBIX yrpo3 cpenu | R = TP/(TP+FN) 0-1
(Recall)
BCEX pealbHbIX
I'apmonuye-cxoe
Fl-mepa | cpennee rounoctu u | F1 = 2:P-R/(P+R) 0-1
TIOJTHOTBI
CoxpaHeHne Ipous-
Macuuragu- BoautensHocTd ipu | S(N) = T(1)/T(N)-N | Unean S=1
pyemocTsb (S)
pocte uncia y3i10B N
Ckopoctb | Bpems 1o cxomumo- o MeHbe —
oOyueHus (¢, | cTH Ha cTaHgapTHoM | ¢ =2(t i), i=1..E
" Jyuie
MHH) CTEHIe
Caumxenue FI npu _
Anantus- CMCHE DACTIDEICICHHSL A =F1 _before — | Menbme —
HOCTB (4) pactipen F1_after Jyqiie
JIAHHBIX -
Vinrepnpers- OKcnepTHas OLEHKa Mlxana 1-10 10 — monHO-
pyemocTs (/) TPOSPAAROCTH (ompoc 3KCTIepTOB) CTbIO TPO-
MOJIEIH 3payHa

*CraHaapTHBII cTen 1 Ut poseieHns skciiepumento: CPU Intel Core 17-12700
(12 simep, 2.1 TT1r), RAM 32 T'b DDRS, GPU NVIDIA RTX 3060 12 I'b, OC Ubuntu
22.04, PyTorch 2.1. Pa3mep oOyuatoreii Bb1oopku — 50 000 ceTeBbIX COOBITHIA.

E;
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Mertpuka macmrabupyemoctu S(N) = T(1)/(N-T(N)), rne T(1)
— BpeMs 00paboTKH oHOTO Y314, T(N) — cpenHee BpeMs Ha y3el
pu N y31ax ceTd. 3HaueHue S=/ COOTBETCTBYET UAeaIbHON JIH-
HEHHOI MacITabupyeMOCTH.

5 CpaBHHUTe/IbHBII aHAJIM3 ATTOPHTMOB
10 KPUTEPHUSAM OLECHKH UX d(PPeKTHBHOCTH

3HaueHHUs METPUK MOTy4YeHbl Ha Habopax naHHbeX NSL-KDD
(125 973 obygarommux nmpumepa) u CICIDS-2017 (2 830 743 mpu-
Mepa). Pe3ynbTaTsl ycpeHEeHbI 110 S5-KpaTHOIl Kpocc-BalnuAaluy;
s RL-metonoB — nocne 500 snu3on0B o0yuenus. CBOAHBIE pe-
3yJIBTATHI TIPEJICTABIEHBI B Tabnuie 3.

Tabnuua 3
CpaBHHTEIBHBIC XapaKTECPUCTUKH AITOPUTMOB
Ace, P, R, F1, t,
AJropurm % % % % S(N) . |
GNN 85 84 86 85 0.78 42 5
AutoML/
NAS 78 77 79 78 0.65 68 6
TA 72 71 73 72 0.55 25 8
Poit ua- 68 67 | 70 | 68 | 060 | 22 |8
cmuy (PSO) '
RL (DON) 88 87 | 89 | 88 | 080 | 55 |3
Tubpuo
(RL+GNN) 92 91 93 92 0.78 70 4

Ha PUCYHKC 1 OpeACTaBICHO CPABHCHUEC MCETPHUK TOYHOCTH
BCEX paCcCMATPUBACMBIX AJITOPUTMOB.

100

95

@ I ©
8 & 8

=
b

3HaveHme MeTPUKM, %

= Acc (%)
= precision (%)
Recall (%)
- F1(%)

GNN AutoML/NAS A PSO

RL (DQN) w6pua
(RL+GNN)

Puc. 1. CpaBHeHI/Ie METPUK TOYHOCTHU pacCMATPHUBACMBIX aJITOPUTMOB

I'6punnbrit mogxon RL+GNN, kak BuaHO M3 pucyHKa 1, ne-
MOHCTPHPYET HaWBBICIINE 3HAYEHHS MO BCEM METPUKaM TOYHO-
cti (Acc=92%, F1=92%), 9T0 OOBACHICTCS CHHEPTETHICCKHM
a¢ppexrom: GNN obecrieunBaeT KadeCTBEHHOE IPEICTABICHHE
TOTIOJNIOTHH ceTH, a RL — afanTUBHYIO MONHUTHKY pearnpoBaHus.
Anroputm RL (DQN) 3aHmMaer BTOpO€ MECTO MO TOYHOCTH
(Acc=88%).

Ha pucynke 2 oroOpakeHa CpaBHUTEIbHAs MacIITaOHpye-
MOCTH QJITOPUTMOB.




MHDOOPMATUKA

m6pua (RL+GNN)

RL (DQN)

PSO

—=- WpeanbHas MacwTabupyemocTs (S=1)

AutoML/NAS

0.0 0.2 0.4 0.6 0.8 10
KoadduumeHT macwtabupyemoctu S(N)

Puc. 2. MacirabupyemMocTb paccMaTpHBaeMbIX aJI'OPUTMOB

Aunroputm RL (DQN) neMoHCTpUpyeT HarTy 41y o MacIuTadu-
pyemocTsb (§=0.80), uTo nenaet ero HandoJee MePCICKTUBHBIM IS
KpymnHbIX ceTeil. ['enetnueckue anropurmsl 1 PSO xapaxtepusy-
I0TCs HanOoJIee HU3KOoM MacmrabupyeMocThro (S=0.55-0.60).

Ha pucynke 3 noka3zaHo COOTHOILICHHE CKOPOCTH 00yUYeHUS U
MHTEPIIPETUPYEMOCTH AJTOPUTMOB.

90 = - = — — - 12
= Bpemn 06yueHns, MH

= UHTepnpeTApyeMOCTs (1-10)
80

70

s @ 2
8 8 3

Bpems 0ByeHus, MAH

w
8

UHTepnpeTupyeMocTs (1-10)

GNN AUtOML/INAS Iy PSO RL (DON)

ALEEA)
Puc. 3. CkopocTs 00y4eHHs 1 HTHTEPIPETUPYEMOCTb PacCMaTpUBAEMBbIX
aJIrOPUTMOB

MacwTabn-
RYeMOoCTb

Acc

WATepnpeTu-
pyeMmocTb

Puc. 4. Pa;:[apHaﬂ JuarpaMma KOMIIJICKCHOT'O CpaBHEHUS aJITOPUTMOB

I'enernaeckue anroputmsl ¥ PSO obecrieunBatoT MUHIMAIb-
Hoe BpeMsi 00yueHus (25 u 22 MUHYTBI COOTBETCTBEHHO) U MaK-
CHMAJIbHYI0 MHTEPIIPETHPYeMOCTh (/=§), YTO OIpaBABIBaET HX
NPUMEHEHHE B CLIEHAPHAX C OTPAaHNYCHHBIMH BBIYHUCIUTEILHBIMU
pecypcamu.

KomriekcHoe cpaBHEHHE BCeX ajJrOPUTMOB IO TSTH KITIOYe-
BBIM KPUTEPHSIM NPEACTABIICHO HA pajlapHoii fuarpamme (puc. 4).

Pamapnas auarpaMma HarssITHO IGMOHCTPHPYET, YTO HU OJIUH
ITOPUTM HE SIBIISETCS ONTHMAIIBHBIM 10 BCEM KPUTEPHSIM OHO-
BpeMeHHO. Hanbomnpmmii pa3pbiB MEXy allrOpUTMaMH HaOJIro1a-
eTCsl 110 KPUTEPHIO aJalTHBHOCTH: THOPHIHBIM moaxox u RL ne-
MOHCTPHPYIOT notepio F/ MeHee 3% mpu concept drift, Torna kak
I'A u PSO — no 12%.

6 OnucaHue runepnapaMeTpoB BLIOPAHHBIX AITOPUTMOB

6.1 I'unepnapamemput zpagoevix neipounvix cemeit (GNN)

KagectBo pabotst GNN B 3HaYHTENBHON Mepe Onpenesercs
MIPaBIWIIBHBIM BBIOOPOM apXUTEKTYPHBIX THIEepHapaMeTpoB. B
tabnuie 4 npuBeieHbI KiroueBble runeprnapamerpsl GNN ¢ oboc-
HOBaHHEM HX BbIOODA.

Jliist HacTpOMKK THIIeprapaMeTpoB IIPUMEHsIETCst MeTo] Oaiie-
COBCKOM ONTUMHU3ALUH:

0% = argmin E[L val(6)], %)
YTO MO3BOJISET IPPEKTUBHO HUCCIIENOBATH IPOCTPAHCTBO TUMIEP-

TapaMeTPoB 32 MEHBIIEe YHCIIO UTEepaIlHii TI0 cpaBHEHHUIO ¢ grid
search mmm random search.

Tabunma 4
I'unepnapameTps! rpad)OBBIX HEHPOHHBIX CETei
I'unepnapa- | O6o3na- | Tunosoe
Ha3nauenue
MeTp YEeHHE 3HAYECHHE
Omnpenensier riyOuHy arperamun
Yucno I 34 nndopmanuu o cocemsix; L=k
cn0ée MO3BOJISIET YYUTHIBATh k-OKpECT-
HOCTb y371a
Pazmep-
BekTop mpu3HaKoB y3na Imocie
HOCb
dh 64-2 arperaiuu; 0oJjblIe — TOYHee, HO
CKpBIMOo2o -
JobIe o0ydaeTcs
cnost
Ilar rpagMeHTHOrO  CIIyCKa;
Ckopocmb le-3— Joq | CTHLIKOM OoubIION — pacxoau-
o0byuenus " MOCTb, CIHUIIKOM Majblii — MeJ-
JICHHAsI CXOIUMOCTh
Perynsipuzauust Ui IpenoTBpa-
Dropout 0.3-0.5 | meHus nepeoOydeHHUs Ha MaJbIX
rpadax cetu
Paswme, Uucno noarpadoB B OJHOM LIare
P B 32-128 Arpagos B o
bamua ONTHMH3ALIN
Crioco6 oObemuHeHHsT MpU3HA-
Tun azpe- mean / max
AGG KOB COCEIHUX Y310B (mean —
eayuu / sum .
YCTOHYUB K IIYMY)

6.2 I'unepnapamempuol memooa 00yuenus ¢ nOOKpenieHuem

(DON)

OOyuenne arenta DQN 4yBCTBUTENBHO K BBIOOpY THIlEpIa-
pameTpoB, 0COOEHHO K KOA(QQUIMEHTY NUCKOHTHPOBAHHS ) U
cTpateruu e-greedy. Tabnuia 5 coaepKUT MONHBIA EPEYCHb Ta-
paMeTpoB ¢ 000CHOBaHHEM TUIIOBBIX 3HAUCHHIA.
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Tabmuua 5
T'unepniapametps anroputma Deep Q-Network (DQN)

O0o3nave-| Tumosoe
I'unepnapamerp Ha3znauyenue
HHe 3HAYeHHe
Omnpenesnser  «TOPHU3OHT
Koadduipent 0.95.099 |[VIAHMPOBAHMS; y—1 -
ITUCKOHTHPOBAHHUS Y ’ ’ ATeHT YYUTHIBACT IOJIO-
CpOYHbIE HArpaJIbl
CkopocTb u le-d — le-3 [[lar oOHOBIEHHWS BECOB)
oOydeHus [HEHpPOCETH NONUTHKI
IHayansHOe 3HaueHHe U
e-KaHas IMHHHMYM; yHpaBiser 0a-
A ¢ 1.0 — 0.01 yM; yrp
cTpaTerus lmaHCOM UCCIIEI0BA-
[HHSI/9KCILTyaTalliH
Temn nepexoza oT ciyyaii-
ICxopocThb PEXOL yHay
& _decay 0.995  HBIX K ONTHMaJIBHEIM JIEH-|
[yObIBaHUS € -
CTBUSIM
[Uncno XpaHUMBIX HEepexo-
Pasmep Gydepa p 10000~ 100[ T5O fs) i femm
oIbITa 000 P U ooy
6e3 Koppesimii
Uucno cmy4aiiHO M3BIIEKa-|
Pa3zmep
B 32-64  |eMBIX TEpeXOJOB 3a OJWH|
MHHHOATYA
[mar OOHOBIICHHS
CHIDKaeT HecTaOWIBHOCTH|
HacroTa ..
100-1000 |oOyueHuss 3a cuér 3a
0OHOBJICHUS C 4
N IIArOB  [NEP>KKH OOHOBIICHUIA 11eJIe-
[[eTIeBOH CeTH
BBIX BECOB

OyHkuus Bo3HarpakaeHus R(s,a) 1uis 3aaa4u BpiOOpa KOHPH-
Typamuu CeTH:

R(s,a) = aAF1 — p-At — -AC_overhead, (6)

rne AF1 — npupoct F'/-Mepbl Ociie MPUMEHEHHsT KOHPUTYpaIin
a B COCTOSIHHH §; At — u3MeHeHue 3aaepxku cet; AC overhead
— M3MEHEHHE BBIYMCIUTEILHON HarPy3KH; a, f5, A — BECOBBIE KO-
5 QUIHEHTHI TPHOPUTETOB CUCTEMBI.

6.3 I'unepnapamempul I601I0UUOHHBIX ANOPUMMOE

JInsi TeHeTHYECKOro ajlroOphuTMa KIIFOUEBBIMH IapaMeTpamMu
SBISIFOTCS: pasMep nomyisituu k (50-200 ocobeit), BEpOsITHOCTD
ckpemuBanug p_c = 0.7—0.9, BeposaTHOCTh MyTaruu p_m = 0.01—
0.05, ancno nokonennit G = 100-500. Pazmep nomnyiasiuuu k Bbl-
Oupaercs U3 ycnoBus k > 5-m, riie m — pa3MepHOCTb BEKTOPA KOH-
¢urypanunm.

s PSO wHepIMOHHBIA BeC « IUHEWHO YOBIBaEcT OT
w_max=0.9 1o w_min=0.4, 94r0 00ECICUYNBACT IUPOKOEC HCCIIC-
JIOBaHHE Ha HAYAJIBHBIX UTEPALMAX H TOUHYIO CXOJJUMOCTh Ha (hu-
HanbHbIX. CTaHmapTHBIE 3HaUCHUS: c1=c2=2.0, |poii|=30—-100 qa-
CTHII.

7 AHAJIN3 TUHAMHUKH CXOAMMOCTH aJITOPpUTMOB

JlMHaMuKa CXOJUMOCTH XapaKTepU3yeT CKOPOCTh TOCTUXKE-
HUSI CTaOMJIBHOTO 3HaueHusi neneBoid merpuku [12, 16]. [ns
OLIEHKH cXoxuMocTu BBoanTcs merpuka C(e) — 3HaueHue FI-
MepHI Ha BAIMIAIIMOHHON BEIOOPKE TIocie e 31ox o0ydeHust. Kpu-
TepHUil OCTAaHOBKHU:

|Cle) — Cle—A4)| /4 < &_conv, 7

rae A=10 snox, & conv=0.001. KpuBpie CXOIUMOCTH METOJOB
IIPECTABIEHBI HA PUCYHKE 5.
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AN e P St == 092
09 r et VSN, .

— GNN
—— AutoMLINAS
A
PSO
—— RL(DQN)
== Tu6pua (RL+GNN)

20 40 60 80 100
3noxa obysienus

Puc. 5. [lunamMuka cX0QUMOCTH PacCMaTpUBAEMbIX alTOPUTMOB

T'ubpumasit nogxox RL+GNN nocturaet ypoHs F1=0.90 Ha
~50-# snoxe u crabwmsupyercs Ha F'1=0.92 x ~60-i snoxe. RL-
areHT (DQN) cxomures k F1=0.88 x ~70-i1 smoxe; xapakTepeH
BBIPQXCHHBIA «HCCIIEIOBaTeNbCKIi» mepuon (dmoxum 1-30) ¢
e=1.0, B xotopoM FI pactér memreHHO. GNN meMOHCTpUpYyeT
IUTABHYI0 MOHOTOHHYIO CXOTUMOCTH K F/=0.85 k ~80-i1 amoxe.
Opomonnonnsie MeToibl (I'A, PSO) cxoasarcs OpicTpee 1Mo 4ucty
UTEepanuii, HO K CyIIECTBEHHO MeHbIIUM 3HaueHusM F1 (0.68—
0.72).

CranpapTHOe OTKIOHEHHE o(F/) Mo 5 He3aBUCUMBIM 3aIryc-
kam: tubpun RL+GNN — ¢=0.008; RL — ¢=0.012; GNN —
0=0.006; TA — 6=0.018; PSO — 6=0.021, 9410 CBUJIETEILCTBYET
0 OoJiee BBICOKOI CTOXaCTUYHOCTH JBOJIIOIMOHHBIX aJTOPHUTMOB
10 CPaBHEHHIO C TPAJNCHTHBIMH.

8 Uccienosanne 3¢p(PeKTHBHOCTH PacCMATPUBAEMBbIX
AJITOPUTMOB IIPH 3aLIUTE OT PAa3IMYHbIX THIIOB YSA3BHMOCTeMH

[IpakTHueckas MPUMEHUMOCTh AITOPUTMA OIPEICISIeTCS He
TOJIbKO arperdpOBaHHBIMH METPUKAMU TOYHOCTH, HO M €ro 3¢-
(hEKTUBHOCTHIO P MTPOTHBOACUCTBHHM KOHKPETHBIM THIIAM YTPO3
[27]. B Tabnuiie 6 npencTaBiecHO COOTBETCTBUE HANOOIEE TIOAX0-
JUIIIAX aITOPUTMOB JUIS PA3JIMYHBIX THIIOB YSI3BUMOCTEH.

Tabnuma 6

CooTBeTcTBHE HanboIee MOAXOAIINX aJIrTOPUTMOB
IUTSL Pa3JINYHBIX TUIIOB yﬂSBHMOCTCfI

Tun F1, Bpems O0ocHoBaHHE
Auaroput™ |
YA3BHMOCTH % | peakuun BbIOOpa
HenpepsiBHas omn-
RL (DON), TUMHU3amus  Tpa-
DDoS-ataxu | Tubpna |92-94| <1c |PHuKad B peamsiom
RLAGNN Bpemenu; RL pea-
THpYyeT Ha H3MEHe-
HHE ITOTOKOB
I'pap  3aBucumo-
Buenpenue I'ubpun CTel  IMpOIEeCCoB;
BpenonocHoro | RL+GNN, | 88-91 2-5¢ |[GNN BBISIBIISICT
o GNN AQHOMaJIbHBIE CBS3U
MEX]TY y3IaMH
Brictpoe  mepeHa-
CereBble aTaku TIpaBJICHIE MapIIpy-
(MitM, RL,GNN [88-90| <1c |r1oB; RL — ympasne-
cy(uHr) HUE TIOJIUTUKON
MapHIPyTH3AHH




UHDOOPMATUKA

Okcruryaramus | [ubpug HaT;_MeHengIeHT

CVE-ysmssuvo- | RL+GNN, |85-89 | 5-15¢ |TPePyer rioobai-

ot RL HOU ONTHMH3AINU
KOHGHTYpaIu

AHanu3 TOBeeHHS

Hncaiinepexie GNN, I'n- TIOJB30BaTeNell  4e-

opun 78-86| 10-30c |pe3 rpad B3ammo-

Yrposel RL+GNN JIEACTBUIA;, BBISBIIC-
HHUE aHOMAJTHIA

TennoBas kapTa Ha pUCyHKe 6 BU3yalH3UpyeT F/-Mepy Kax-
JIOTO MeToja JUIsl KaXJOro THUMa YSA3BUMOCTHU, YTO IO3BOJISAET
HArJISIHO BBISIBUTD 00JIaCTH HAWITyUIlleH ¥ HauXy (el TpUMeHH-
MOCTH.

DDoS-ataku TpeOyrOT HEMEVICHHON aJanTalud IpaBHI
¢unpTpanmu. RL-areHT B 3aMKHYTOM KOHTYype ynpasierns SDN-
KOHTPOJUIEPOM CIIOCOOEH IepepactpeessiT Tpaduk 3a 1011 ce-
kyHabl. [uOpug RL+AGNN nomomHUTEIRHO YYUTHIBACT TOIOJIO-
THIO CETH NP MapIIpyTH3auuu, nocturas F1=0.94.

[Ipu anammse mHCcainepckux yrpo3 GNN 3¢ dekTnBHO BBISB-
JseT aHOMAJIbHBIE NMOArpadbl, COOTBETCTBYIOIINE HETUIIMYHBIM
MOCJIEI0BATENILBHOCTAM JOCTYyTa K pecypcaM. bornee Hu3kue 3Ha-
yenust £ (0.78-0.86) oOBbSCHAIOTCS BBICOKOW CTETEHbBIO Iepece-
YEeHHUS MATTEePHOB JIETUTUMHBIX U BPEIOHOCHBIX AEHCTBUH.

AUtoML/NAS

<
&
Fl-Mepa, %

ru6pua
(RL+GNN)

DDoS-aTakm Cetesble 3 Vcaiinepckue
aTaku YA38UMOCTY Yrpo3sl

(Mitm)

BpenoHocHoe
no

Puc. 6. TerutoBas xapra F'/-Mepbl: aITOPUTM VS THIIBI YA3BUMOCTEH

Taxum 06pa3om, HU OIUH U3 PACCMOTPEHHBIX AJTOPUTMOB HE
ABIIIETCS ONTUMAIIBHBIM ISl BCEX CLEHapHeB. PesynbTaThl noj-
TBEPIKAAIOT THIIOTE3Y O HEOOXOAUMOCTH pa3pabOTKH ClIeLUaIU-
3UPOBAaHHOTO TMOPUIHOTO MOAXO/A, aAaNTHPOBAHHOTO K MHOTO-
KPUTEPUATILHOMY BHIOOPY KOH(QUIYPAIMK CETU MPU HAJIMYHHU Pa3-
HOPOJHBIX TUIIOB Y3BUMOCTEH.

9 BeIBOABI

B pesynbTare npoBeA€HHOTO HCCIIEN0BAHNS IOy YEHBI CIIE/Y-
IOLI1€ OCHOBHBIE PE3YIbTATHL.

dopMan30BaHa MOCTAaHOBKA 33/1a41 JHHAMHYECKOTO YIpaB-
JICHUs] MapaMeTpaMHy CETH CBS3M KakK 33a4i ONTUMH3ALNH X * =
argmax F(x, T). IlokazaHo, 4TO 3aa4a OTHOCHUTCS K Kiaccy NP-
TPYZHBIX, YTO OOOCHOBBIBAET MPHMEHEHHE COBPEMEHHBIX AJIrO-
PUTMOB. BBISIBIIEHBI IPUHIMITHATBHBIE OTPAHUYEHHUS TPATUIIAOH-
HBIX METOJOB (9KCIOHEHIMAIbHBIA POCT YHCNa MPaBUIl, OTCYT-
CTBHE MEXaHW3Ma OOyueHHUs] Ha JJAHHBIX, HEIIPUEMIIEMOE BpeMsi
peaxIyn), KOTOpHIE MPEOI0JIEBAIOTCS COBPEMEHHBIMU aJITOPUT-
mamu. [IpoBeneno o0ocHOBaHKE BHIOOpA IECTH AITOPUTMOB IS
9KCHEPUMEHTAIFHON OLEHKH 3()(EKTHBHOCTH ITUHAMHYECKOTO
ynpasinenus napamerpamu cetr cBsizn: GNN, AutoML/NAS, TA,

PSO, RL/DQN, rubpung RL+GNN). [das KaKOoro ajaropurma
IpuBesieHa (opMaau3anysi U OIHCAHBl KIIOYEBHIE THIEpIapa-
MeTphl. Pazpaborana cuctema kputepues oneHku (Acc, P, R, F1,
S, t, A, I) ¢ qmana3oHaMu 3HaueHU M 0OOCHOBaHMEM BHIOOpA.
VKa3zaH cTaHIapTHBIN TECTOBBIN CTEHI.

[To pe3ynpraTaM CpaBHUTENBHOTO aHaiW3a OBIJIO yCTAaHOB-
neHo, 4ro ruOpumHei momxox RL+GNN  memoHcTpHpyeT
HaWIydmue 3Ha4eHus: TogHoctd (F/=0.92) m yCTOHYMBOCTH K
concept drift (A<3%), a RL/DQN — Hamtyumyto Macmrabupye-
MocThb (S=0.80). UccnenoBana cnenngpuka MpuMEeHEHHS aJTrOpUT-
MOB JUIs pa3jIM4YHbIX TUIIOB ys3BUMocTel. [lokazano yto RL u ru-
opun RL+GNN naubonee a¢dpexruBabl npu DDoS-arakax u ce-
TeBBIX BTOpXKeHUAX (F1=0.88-0.94); GNN — s mHCalIepcKux
yrpo3 u BpegonocHoro I10 (F1=0.85-0.91).

[NonyueHHble pe3yibTaThl MO3BOJISIOT CIEIAaTh 0OOCHOBAH-
HBIH BBIOOD B moink3y rudpuanoro Merona RL+GNN B kadecTse
6azoBoro I JanbHEHIMX Moan¢ukanny. OCHOBHBIM Harpas-
JICHWEeM JTabHEHIINX WCCIIeJOBAaHUHN sBIIsIETCs pa3paboTka crie-
OUAM3APOBAHHON (DYHKIIMK BO3HATrPaXKACHUS R(S,a), aganTHpo-
BaHHOM K MHOTOKPHTEPUAILHOMY BBIOOPY KOHOGUTYPALUH CETH
IIPY HAIWYIAN Pa3sHOPOJTHBIX THUIOB YSA3BUMOCTEH, U peann3arus
COOTBETCTBYIOIIETO aNTOPUTMHYECKOI0 M MPOrpaMMHOro obec-
TICUCHHUSI.

Jlutepatypa

1. Bringhenti D. et al. Automation for network security configuration:
state of the art and research trends // ResearchGate. 2023. URL:
https://www.researchgate.net/publication/373207011 (mara oOpameHwus:
28.06.2025).

2. Leokhin Y., Fatkhulin T. Development of a Mathematical Model
for Analysis of the Information Structure of a Software-Defined Optical
Network // 2023 Systems of Signals Generating and Processing in the
Field of on Board Communications, Moscow, Russian Federation, 2023,
pp- 1-10, DOL: 10.1109/IEEECONF56737.2023.10092172.

3. He Z. et al. Challenges in SDN scalability: a machine learning
perspective // Frontiers in Computational Neuroscience. 2024. URL:
https://www.frontiersin.org/journals/computational-
neuroscience/articles/10.3389/fncom.2024.1393025/full
obpamienus: 29.06.2025).

4. Jiang X. et al. Graph-based machine learning for network security
automation /l Applied Sciences. 2023. URL:
https://www.mdpi.com/2076-3417/13/23/12718  (mara  oOpamieHus:
29.06.2025).

5. Jaskierny W., Kotulski L. Automated network functions: a machine

(mata

learning  approach  //  Applied  Sciences.  2023.  URL:
https://www.mdpi.com/2076-3417/13/23/12718  (mara  oOpamieHus:
30.06.2025).

6. AutoML in cybersecurity: a systematic literature review //
Artificial Intelligence Review. 2024. URL:
https://link.springer.com/article/10.1007/s10462-024-11058-w (mata

obpamenus: 30.06.2025).

7. Rahman M. et al.]Software-defined networking for adaptive video
streaming: a machine learning approach // Frontiers in Computational
Neuroscience. 2024. URL: https://www.frontiersin.org/journals/
computational-neuroscience/articles/10.3389/fncom.2024.1393025/full
(mata obpamenws: 28.06.2025).

8. He Z et al. Optimizing network performance with machine
learning: a comparative study // Frontiers in Computational
Neuroscience. 2024. URL:  https://www.frontiersin.org/journals/
computational-neuroscience/articles/10.3389/fncom.2024.1393025/full
(mara obpamenust: 30.06.2025).

9. Hemuoos C.H., Jleguenxo B.A. Anroput™m aganTHBHOTO IOx00pa
CeTeBON KOH(UIYpalMu Uil YJAy4YIIeHHs POU3BOJUTEINLHOCTH //

-_—

T-Comm Tom 20. #8-2026




W3Bectust BeICIIMX y4eOHBIX 3aBefeHMi. DnekTpoHuka. 2021. Ne 2. C.
132-140.

10. Jlaspog A.B. MeToabl MHTEIUIEKTYyaIbHOW MOIISPHKKH TPUHSATHS
peuieHuid npu BbIOOpEe KOH(UIypaluu ceTeBoil MHPPacTpyKTYphl //
Vyénble 3anucku IleTpo3aBoACcKOro rocyJapCTBEHHOIO YHUBEPCUTETA.
2022. Ne 3. C. 98-106.

11. Fatkhulin T., Leokhin Y., Dymkova S. Researching the Efficiency
of Source Code Defect Prediction Using a Modified XGBoost Algorithm
// 2026 Wave Electronics and its Application in Information and
Telecommunication Systems (WECONF), St. Petersburg, Russian
Federation, 2026, pp. 1-6, DOLI:
10.1109/WECONF69969.2026.11553780.

12. Leokhin Y., Fatkhulin T., Dymkova S. Modification of the
XGBoost Machine Learning Algorithm for Sales Forecasting // 2026
Wave Electronics and its Application in Information and
Telecommunication Systems (WECONF), St. Petersburg, Russian
Federation, 2026, pp- 1-9, DOLI:
10.1109/WECONF69969.2026.11553841.

13. Jleoxun FOJI., /Jeimxosa C.C., @amxynun T.J[., 303yna U.C.
Pa3paboTka METOZOB M aIrOPUTMOB DELICHUS 3a1ad YIPABICHUS B
OpraHM3allMOHHBIX CHCTeMax TOproBeix kommanuit // T-Comm:
TenexommyHnukanuu u Tpacmnopt. 2026. Tom 20. Ne3. C. 43-52.

14. Jleoxun FO.JI., /Jvimxosa C.C., @amxyaun T /., Manuuesa A. A.
Mertonbl MPOrHO3HPOBaHUS AC(PEKTOB B MPOrPaMMHBIX MPOJIYKTaX Ha
OCHOBE pETPOCIEKTHBHON U Tekymed wuHpopmamuu // T-Comm:
TenexommyHnukanuu u Tpacnopt. 2026. Tom 20. Nel. C. 52-59.

15. Jleoxun FOJI., /Jeimxosa C.C., @amxynun T.J[., 303yna U.C.
MeToapl M aIrOPUTMBlI HHTEIUICKTYaJIbHOH TOJJEPKKA HPHHSTHA
YIPaBICHYECKUX PELICHUH B OPraHMU3al[MOHHBIX CHUCTEMaX TOPIOBBIX
komnanwuii / T-Comm: Tenexommynukauuu u Tpancnopt. 2025. Tom 19.
Nel2. C. 44-50.

16. Jleoxun [OJI., [Hvimxosa C.C., @amxyrun T.J]. Metonst
MaIlIMHHOTO OOy4YeHHsT B NPHKIAAHBIX 3a7adax [POTHO3UPOBAHHUS
JMHAMHYHO U3MEHsouXxcst nanubixX // T-Comm: TenekoMMyHHUKALMH 1
Tpancnopt. 2025. Tom 19. Ne8. C. 49-63.

17. Leokhin Y., Fatkhulin T., Boitsov K. Computer Vision Methods in
Applied Problems of Classifying Objects in Images // 2025 Wave
Electronics and its Application in Information and Telecommunication
Systems (WECONF), St. Petersburg, Russian Federation, 2025, pp. 1-10,
DOI: 10.1109/WECONF65186.2025.11017109.

18. Buwmnesckuii B.M., Jleoxun 10.JI., @amxynun T./]., 3anecun A.B.
Mertozpl MaIIMHHOTO OOYYEHHUsI B PEIICHHUM 3a/la4i HPOTHO3MPOBAHUS
crpoca Ha OTeNIbHbIe BUbI ToBapoB // T-Comm: TenekoMMyHUKAIMN H
Tpancnopt. 2024. Tom 18. Nel10. C. 34-43.

19. Leokhin Y.L., Fatkhulin T.D. Approach to Estimating the
Probability of Providing “Cloud” Services in the SDN // 2020 Systems of

T-Comm Vol.20. #8-2026

COMPUTER SCIENCE

Signals Generating and Processing in the Field of on Board
Communications, Moscow, Russia, 2020, pp. 1-9, DOIL
10.1109/IEEECONF48371.2020.9078593.

20. Leokhin Y.L., Fatkhulin T.D. Evaluation of Service Availability
in Software-Defined Optical Network // 2021 Systems of Signals
Generating and Processing in the Field of on Board Communications,
Moscow, Russia, 2021, pp- 1-6, DOI:
10.1109/IEEECONF51389.2021.9416122.

21. Joimrosa C.C. MeTozsl aHaIIM3a oKa3arenel myOnuKanuoHHON
aKTUBHOCTH YHHBEPCUTETOB IO JucuuiuinHe «Paguorexnuka» // B
coopuuke: 2022 Systems of Signals Generating and Processing in the
Field of on Board Communications, SOSG. 2022.

22. [oimxosa C.C. Paspaborka HH(GOPMAIIMOHHOW CHCTEMBI IS
NPOABWKEHHSI PE3yJbTaTOB Hay4HbIX wuccienoBanuii // T-Comm:
TenexommyHnukanuu u TpaHcropt. 2017. T. 11. Ne 7. C. 38-41.

23. Fayzullin R.R., Lerner I.M., Solodukho N.M., Dymkova S.S., Il'In
Kazan V.1 Formation of a competency model in teaching students of
technical universities with hearing impairment, which implements a
conveyor-based approach to learning // 2021 Systems of Signal
Synchronization, Generating and Processing in Telecommunications,
SYNCHROINFO 2021 - Conference Proceedings. 2021. C. 9488367.

24. Dymkova S.S., Dymkov A.D. Multifactorial methodology of
cycling routes time calculation based on 3D maps // B c6opauke: 2021
Systems of Signals Generating and Processing in the Field of on Board
Communications, Conference Proceedings. 2021. C. 9416046.

25. Dymkova S.S., Dymkov A.D. Synchronizing of moving object with
novel 3D maps imaging / B cGopuuxe: 2020 Systems of Signal
Synchronization, Generating and Processing in Telecommunications,
SYNCHROINFO 2020. 2020. C. 9166029.

26. Dymkova S.S. The increase 'visibility' of scientific research
results in the framework of international conference Synhroinfo / B
coopruke: 2018 Systems of Signal Synchronization, Generating and
Processing in Telecommunications, SYNCHROINFO 2018. 2018. C.
8456996.

27.Khadonova S.V., Ufimtsev A.V., Dymkova S.S. Wide application
innovative monitoring system with personal smart devices // B coopHuke:
2020 Systems of Signal Synchronization, Generating and Processing in
Telecommunications, SYNCHROINFO 2020. 2020. C. 9166115.

28. Pavlov S.V., Dokuchaev V.A., Maklachkova V.V., Mytenkov S.S.
Features of supporting decision making in modern enterprise
infocommunication systems // T-Comm. 2019. T. 13. Ne 3. C. 71-74.

29. Dokuchaev V.A., Maklachkova V.V., Statev V.Yu. Classification
of personal data security threats in information systems // T-Comm. 2020.
T. 14. Ne 1. C. 56-60.




MHDOOPMATUKA

RESEARCHING METHODS FOR DYNAMIC CONTROL OF COMMUNICATION NETWORK
PARAMETERS

Yuri L. Leokhin, Moscow Technical University of Communications and Informatics, Moscow, Russia, y.l.leokhin@mtuci.ru
Svetlana S. Dymkova, Moscow Technical University of Communications and Informatics, Moscow, Russia, s.s.dymkova@mtuci.ru
Timur D. Fatkhulin, Moscow Technical University of Communications and Informatics, Moscow, Russia, t.d.fatkhulin@mtuci.ru
Artem A. Kireev, Moscow Technical University of Communications and Informatics, Moscow, Russia, y.l.leokhin@mtuci.ru

Abstract

The article considers the problem of dynamic control of the parameters of a modern communication network, which is often built using heterogeneous
equipment and operating protocols. The objective of the study is to improve the efficiency of managing the parameters of a communication network. The
tasks that allow achieving the specified goal are defined. The limitations of traditional methods of dynamic control of the parameters of communication net-
works are analyzed. The applicability of modern high-tech methods and algorithms that allow dynamic control of the parameters of a communication net-
work is studied. The criteria for evaluating the effectiveness of the algorithms under consideration are defined. A comparison of the algorithms according
to the selected effectiveness criteria was conducted, as a result of which the most suitable algorithms for dynamic control of the parameters of a commu-
nication network were determined. An analysis of the convergence dynamics of the algorithms was also carried out to substantiate the obtained results.
The effectiveness of the algorithms under consideration was studied under the influence of various factors on the communication network Finally, conclu-
sions are drawn on the applicability of a particular algorithm for improving the efficiency of managing the parameters of a communication network, and a
vector for further research is determined. The object of the study is the parameters of a communication network. The subject of the study are algorithms
that provide effective dynamic control of the parameters of a communication network. The methodological basis of the study is made up of methods of
comparative analysis, conducting experiments using electronic computers, critical evaluation of the obtained results, as well as the method of generalization.

Keywords: Methods, algorithms, parameters, dynamic control, communication networks, efficiency.

References

[I] D. Bringhenti et al, *“Automation for network security configuration: state of the art and research trends,” ResearchGate, 2023. URL:
https://www.researchgate.net/publication/37320701 | (Date of access: 28.06.2025).

[2] Y. Leokhin and T. Fatkhulin, "Development of a Mathematical Model for Analysis of the Information Structure of a Software-Defined Optical
Network," 2023 Systems of Signals Generating and Processing in the Field of on Board Communications, Moscow, Russian Federation, 2023, pp. 1-10, DOI:
10.1109/IEEECONF56737.2023.10092172.

[3] Z. He et al., “Challenges in SDN scalability: a machine learning perspective,” Frontiers in Computational Neuroscience, 2024. URL: https://www.fron-
tiersin.org/journals/computational-neuroscience/articles/ | 0.3389/fncom.2024. 1393025/full (Date of access: 29.06.2025).

[4] X. Jiang et al., “Graph-based machine learning for network security automation,” Applied Sciences, 2023, Vol. 13, no. 23. URL:
https://www.mdpi.com/2076-3417/13/23/127 18 (Date of access: 29.06.2025).

[5] W. Jaskierny, L. Kotulski, “Automated network functions: a machine learning approach,” Applied Sciences, 2023, Vol. 13, no. 23. URL:
https://www.mdpi.com/2076-3417/13/23/127 18 (Date of access: 30.06.2025).

[6] “AutoML in cybersecurity: a systematic literature review,” Artificial Intelligence Review, 2024. URL: https://link.springer.com/article/10.1007/s10462-
024-11058-w (Date of access: 30.06.2025).

[7]1 M. Rahman et al., “Software-defined networking for adaptive video streaming: a machine learning approach,” Frontiers in Computational Neuroscience,
2024. URL: https://www.frontiersin.org/journals/computational-neuroscience/articles/ 1 0.3389/fncom.2024.1393025/full (Date of access: 28.06.2025).

[8] Z. He et al.,, “Optimizing network performance with machine learning: a comparative study,” Frontiers in Computational Neuroscience, 2024. URL:
https://www frontiersin.org/journals/computational-neuroscience/articles/10.3389/fncom.2024.1393025/full (Date of access: 30.06.2025).

[9] S. N. Demidoyv, V. A. Levchenko, “Algorithm for adaptive selection of network configuration to improve performance,” News of higher educational
institutions. Electronics, 2021, no. 2, pp. 132-140. (in Russian)

[10] A. V. Lavrov, “Methods of intelligent decision support when choosing a network infrastructure configuration,” Scientific Notes of Petrozavodsk State
University, 2022, no. 3, pp. 98-106. (in Russian)

[I'1] T. Fatkhulin, Y. Leokhin and S. Dymkova, "Researching the Efficiency of Source Code Defect Prediction Using a Modified XGBoost Algorithm,"
2026 Wave Electronics and its Application in Information and Telecommunication Systems (WECONF), St. Petersburg, Russian Federation, 2026, pp. 1-6, DOI:
10.1109/WECONF69969.2026.1 1553780.

[12] Y. Leokhin, T. Fatkhulin and S. Dymkova, "Modification of the XGBoost Machine Learning Algorithm for Sales Forecasting," 2026 Wave Electronics
and its Application in Information and Telecommunication Systems (WECONF), St. Petersburg, Russian Federation, 2026, pp. |-9, DOI:
10.1 109/WECONF69969.2026.1 1553841.

[13] Yu. L. Leokhin, S. S. Dymkova, T. D. Fatkhulin, I. S. Zozulya, "Development of Methods and Algorithms for Solving Management Problems in
Organizational Systems of Trading Companies," T-Comm, 2026, vol. 20, no. 3, pp. 43-52. (in Russian)

-_—

T-Comm Tom 20. #8-2026




COMPUTER SCIENCE

[14] Yu.L. Leokhin, S.S. Dymkova, T.D. Fatkhulin, A.A. Myalicheva, "Methods of predicting defects in software products based on retrospective and cur-
rent information," T-Comm, 2026, vol. 20, no. |, pp. 52-59. (in Russian)

[15] Yu.L. Leokhin, S.S. Dymkova, T.D. Fatkhulin, I.S. Zozulya, "Methods and algorithms of intellectual support for making management decisions in orga-
nizational systems of trading companies," T-Comm, 2025, vol. 19, no.12, pp. 44-50. (in Russian)

[16] Yu.L. Leokhin, S.S. Dymkova, T.D. Fatkhulin, "Machine learning methods in applied problems of forecasting dynamically changing data", T-Comm,
2025, vol. 19, no.8, pp. 49-63. (in Russian)

[17] Y. Leokhin, T. Fatkhulin and K. Boitsov, "Computer Vision Methods in Applied Problems of Classifying Objects in Images," 2025 Wave Electronics
and its Application in Information and Telecommunication Systems (WECONF), St. Petersburg, Russian Federation, 2025, pp. |-10, DOI:
10.1109/WECONF65186.2025.11017109.

[18] V.M. Vishnevsky, Yu.L. Leokhin, T.D. Fatkhulin, A.V. Zanegin, “Machine learning methods in solving the problem of forecasting demand for specific
types of goods,” T-Comm, vol. 18, no. 10, pp. 34-43. (in Russian)

[19] Y. L. Leokhin and T. D. Fatkhulin, "Approach to Estimating the Probability of Providing "Cloud" Services in the SDN," 2020 Systems of Signals
Generating and Processing in the Field of on Board Communications, Moscow, Russia, 2020, pp. -9, DOI: 10.1109/IEEECONF48371.2020.9078593.

[20] Y. L. Leokhin and T. D. Fatkhulin, "Evaluation of Service Availability in Software-Defined Optical Network," 202/ Systems of Signals Generating and
Processing in the Field of on Board Communications, Moscow, Russia, 2021, pp. -6, DOI: 10.1 109/IEEECONF51389.2021.9416122.

[21] S. S. Dymkova, “Methods of indicators analysing for universities publication activity by discipline "Radio engineering",” 2022 Systems of Signals
Generating and Processing in the Field of on Board Communications, SOSG. 2022.

[22] S. S. Dymkova, “Development of information system for promoting scientific researce results,” T-Comm. 2017. Vol. | 1. No. 7, pp. 38-41.

[23] R. R. Fayzullin, I. M. Lerner, N. M. Solodukho, S. S. ymkova, V. I. II'ln, “Kazan Formation of a competency model in teaching students of technical,”
202 Systems of Signal Synchronization, Generating and Processing in Telecommunications, SYNCHROINFO 202 - Conference Proceedings. 202 1. P. 9488367.
[24] S. S. Dymkova, A. D. Dymkoyv, “Multifactorial methodology of cycling routes time calculation based on 3D maps,” 202 Systems of Signals Generating
and Processing in the Field of on Board Communications, Conference Proceedings. 2021. P. 9416046.

[25] S. S. Dymkova, A. D. Dymkov, “Synchronizing of moving object with novel 3D maps imaging,” 2020 Systems of Signal Synchronization, Generating
and Processing in Telecommunications, SYNCHROINFO. 2020. P. 9166029.

[26] S. S. Dymkova, “The increase 'visibility' of scientific research results in the framework of international conference Synhroinfo,” 2018 Systems of
Signal Synchronization, Generating and Processing in Telecommunications, SYNCHROINFO. 2018. P. 8456996.

[27] S. V. Khadonova, A. V. Ufimtsev, S. S. Dymkova, “Wide application innovative monitoring system with personal smart devices,” 2020 Systems of
Signal Synchronization, Generating and Processing in Telecommunications, SYNCHROINFO. 2020. P. 91661 I5.

[28] S. V. Pavlov, V. A. Dokuchaey, V. V. Maklachkova, S. S. Mytenkov, “Features of supporting decision making in modern enterprise infocommunica-
tion systems,” T-Comm. 2019. Vol. 13. No. 3, pp. 71-74.

[29] V. A. Dokuchaey, V. V. Maklachkova, V. Yu. Statev, “Classification of personal data security threats in information systems,” T-Comm. 2020. Vol. 14.
No. I, pp. 56-60.

Information about authors:

Yuri L. Leokhin, Moscow Technical University of Communications and Informatics, Dpt. of MC and IT, Dr. Sc. (Tech.), Moscow, Russia. orcid.org/0000-0003-332 [-4497
Svetlana S. Dymkova, Moscow Technical University of Communications and Informatics, Candidate Sc. (Tech.), Moscow, Russia. orcid.org/0000-0003-1945-9850
Timur D. Fatkhulin, Moscow Technical University of Communications and Informatics, Dpt. of IDA, Docent, Candidate Sc. (Tech.), Moscow, Russia.
orcid.org/0000-0003-0998-1055

Artem A. Kireev, Moscow Technical University of Communications and Informatics, Dpt. of MC and IT, master's student, Moscow, Russia. orcid.org/0009-0005-
0531-1830

T-Comm Vol.20. #8-2026






