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The paper describes the main features of blockchain
technology, provides the main areas of use of this tech-
nology. Today, blockchain has evolved into a reliable and
secure way to store and record transactions across a
wide range of application domains. However, the impact
of existing solutions on the current network infrastruc-
ture needs to be considered. The authors propose to
create a system for generating and storing blockchain
traffic based on the JavaScript programming language.
This solution cannot be applied to cryptocurrencies, but
it allows you to evaluate the work of a distributed data-
base based on blockchain technology. The aim of the
work is to analyze the delays in the generation and dis-
tribution of traffic between various numbers of nodes
and the dependence of the speed of distribution and
block generation on the performance of computers. The
paper also considered the algorithm for joining a new
node to the cluster and sending a new block to the
blockchain, as well as the scheme of a node in a
blockchain cluster, and presented the results of an
experiment with a quantitative assessment of network
performance characteristics.

Information about authors:

Vasiliy S. Elagin, associate Professor of the Department of Infocommunication systems of SPbGUT, St. Petersburg, Russia
Vladimir I. Fedorovskikh, student, Department of Infocommunication systems of SPbGUT, St. Petersburg, Russia
Anastasia V. Spirkina, graduate student, Department of Infocommunication systems of SpbGUT, St. Petersburg, Russia

Ana untuposaHua:

Enazun B.C,, ®edoposckux B.M. Cnupkuva A.B. PaspaboTka u xapakTepucTuku 6rokyenH-cucteMbl Ha ssbike Javascript // T-Comm: TenekoMMyHuKaumm 1
TpaHcnopt. 2021. Tom 15. Ne22. C. 40-45.

For citation:
Elagin V.S., Fedorovskikh V.1., Spirkina A.V. (2021) Development and analysis of a blockchain system based on Javascript. T-Comm, vol. |5, no.2, pp. 40-45.
(in Russian)

T-Comm Tom |5. #2-2021




Introduction

Blockchain is a distributed database that consists of an ever-
growing list of structured data, and in this system, data storage
and processing devices are not connected to a common server [1-
3]. Blockchain is a chain of interconnected blocks formed ac-
cording to certain principles. Each block contains information
about the transaction, as well as additional information, including
information about the previous block. Due to this design of the
system, it becomes quite difficult to make changes to already
existing blocks, since you will have to make changes to the entire
subsequent chain [4]. Additionally, blockchain is a decentralized
system. This means that the network does not rely on any central
trusted authority that can manage the system like traditionally
centralized systems. Instead, trust is achieved as an emerging
property as a result of interactions between network nodes [5]. At
the same time, copies of chains are stored independently on
many different computers and servers, which introduces addi-
tional difficulties when forging blocks.

Let us present the advantages and disadvantages of this tech-
nology [1,6].

Advantages: decentralization; reliability and confidentiality;
consensus; transparency of the system and operations.

Disadvantages: scalability; fraud and irreversibility of opera-
tions in case of errors; transaction processing speed is lower than
in current systems; the possibility of illegal or shady operations.

Initially, the term "blockchain" was applied to the database of
the Bitcoin system, because of this, the blockchain is often re-
ferred to only for transactions in cryptocurrencies, and there are a
large number of them today. However, blockchain can be used in
many areas, consider various examples where this technology
can be used.

Areas of blockchain application

Today, any payments and transfers require the mediation of a
bank or payment system, which require a commission for trans-
actions and establish their own rules and procedures for han-
dling. At the same time, there is the possibility of fraudsters or
even the intermediary himself stealing funds from the account.
Also, clients may face various failures in the work of the inter-
mediary's information systems or the fact that the intermediary
will lose a license for its activities. The blockchain allows you to
avoid such situations, in this case all payments and transfers are
recorded by several participants in the chain, so that it will not be
possible to steal or spend money from the owner's account with-
out a digital signature of the owner himself [7,8]. And with the
help of these features of blockchain technology, it became possi-
ble to create various cryptocurrencies. Another feature of this
technology is the ability to make conditional payments. For ex-
ample, you can make a payment on the condition that it is made
if it is accepted by a user with a private key [9,10]. This, in par-
ticular, excludes the possibility of deception when working with
fully digital products, such as licenses, videos, music, any kind
of access: the buyer will not receive the product if he does not
pay, and the seller will not receive money if he does not give the
product back. In other variations of the conditions of use are
payments "to those who fulfill the conditions of the first", "to
someone who has the necessary resources", "to someone who has
a certain amount in the account," or other procedure that is easy
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to perform, but it's hard to fake. Another unusual feature is mi-
cropayments, such as time-based payments for watching videos
or listening to audio recordings, paying for every ad insert, every
click, like, or even emoji.

Blockchain works in bonus programs and loyalty systems.
Basically, bonuses work in the same way as money, so all the
benefits of blockchain applied to them are valid for bonuses. The
consumer can be calm: his savings will not disappear anywhere
and will not be spent without his knowledge. In addition, the
presence of records gives all participants the opportunity to see
the history of the use of bonuses by all participants in the system,
and users can be confident in the operation of the blockchain. As
for the companies distributing bonuses, they also benefit from
using the blockchain. For example, managing the transfer of bo-
nuses to third parties, or controlling and limiting their use for the
purchase of certain goods and services.

As mentioned above, the blockchain is highly reliable and se-
cure. Therefore, the technology is perfect for user authentication.
The check confirms that the user has an up-to-date and correct
key to access the system. Unfortunately, this technology will not
be able to protect the owner of the key from his theft more than
any other. As you know, the easiest way to get a key from a user
is not through hacking, but through social engineering. At the
same time, blockchain can protect against penetration into the
system and data theft by hacking or deceiving access systems.
The distribution of the system makes it practically impossible to
break it. An attempted falsification of records will also be quick-
ly exposed due to the fact that only confirmed blocks of records
are distributed between users. With the help of blockchain tech-
nology, it is possible to create an authentication system for bank
customers, which will allow them to securely enter the mobile
and Internet bank or perform particularly important transactions
in branches. Bank employees can be authenticated in the same
way when accessing corporate systems.

The same technology can provide partner banks and technol-
ogy companies with reliable access to banking systems and data.
Another area that requires user authentication and is gaining
popularity lately is the Internet of Things [11]. Gradually, it in-
creasingly penetrates into everyday life, and an extraordinary
task of authenticating with the participation of inanimate network
users appears. For example, the car owner should be given the
opportunity to connect to the car, just like the technical support
employee; an attacker, on the contrary, should not have such an
opportunity. In addition, the owner of the car must connect to his
own property, and not to someone else's. A variety of home au-
tomation controllers are now in widespread use that control the
climate and engineering infrastructure of a home. Many vehicles
have systems to monitor driver behavior.

Various sensors and automatic systems have become an inte-
gral part of production. However, it's not just humans or ma-
chines that need authentication. One of the most natural applica-
tions is document authentication. Licenses, rights, certificates,
diplomas, contracts, identity cards, reports, extracts, works of art,
inventions and discoveries - all this can be recorded in the
blockchain.

It is not uncommon for fraudsters to forge collateral assets
that do not exist in reality, sell credit cars and mortgage apart-
ments. The peculiarities of blockchain technology make it possi-
ble to prevent such vulnerabilities. The technology users have
access to the most current and reliable status of the asset, infor-
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mation about who owns it, along with a detailed history of the
change of owners, as well as in which existing contracts it partic-
ipates now and in which already executed contracts it participat-
ed in before. Of course, users have the ability to remain anony-
mous and hide their personal data.

At the same time, they can always check whether they are re-
ally dealing with the real owner of the asset and whether he has
all the proper rights. It is quite easy to implement this application
of the blockchain, since many assets have a unique identifier
(registration certificate number, cadastral number, serial number,
or even a set of numbers for key nodes and assemblies). This
makes even an incomplete ledger, used by only a few partici-
pants, useful and beneficial. And then it can be expanded and
new users can be easily connected.

An example of blockchain technology implementation
in javascript

To implement the blockchain, we need several devices (for
this implementation we will use two devices), since the
blockchain is, in fact, a distributed database supporting a grow-
ing list of blocks. Within the framework of this paper, the
blockchain will be created not for the formation of
cryptocurrencies or smart contracts, but for the sake of studying
the blockchain itself.

To organize a blockchain system, it is proposed to use the Ja-
vaScript language, the ECMAScript 6 standard.

Requirements for our system:

1. Control of nodes via HTTP interface;

2. Using Websocket between nodes for communication
(P2P);

3. "Protocols" for P2P communication should be simple;
4.  Data is not stored on nodes;

5. No proof of work performed.

Block structure

For clarity, and based on the purposes of the study, we will
add data, indices, timestamps, the hash of the block itself and the
hash of the previous block to the block [6-8].

var genNextBlock = (blockData) => {

var prevBlock = getLatestBlock();

var nextIndex = prevBlock.index + 1;

var nextTimestamp = new Date().getTime() / 1000;

var nextHash = calcHash(nextIndex, prevBlock.hash,
nextTimestamp, blockData);

return new Block(nextIndex,
nextTimestamp, blockData, nextHash);

3

prevBlock.hash,

class Block {
constructor(index, prevHash, timestamp, date, hash) {
this.index = index;
this.prevHash = prevHash.toString();
this.timestamp = timestamp;
this.data = data;
this.hash = hash.toString();

}
}

The hash sum is required to maintain the integrity of the
blocks and data contained in the blockchain. In this system, the
SHA-256 algorithm will be used for hashing.

var calcHash = (index, prevHash, timestamp, data) => {
return CryptoJS.SHA256(index + prevHash + timestamp +
data).toString();

I

To generate a block, we need to find out the hash of the pre-
vious block and add the necessary elements to the block structure
— data, timestamp, index and hash sum.

We will use an array to store blocks. The first block is created
by hand, its name is "genesis block".

var getGenesisBlock = () => {
return new Block(0, "0", 1590761001, "genesis block is
the first block", "
d4c5ff971e067e3233¢4¢2d0083286736b75¢25933e04a659¢3¢33
€9134a20f9");
35
var blockchain = [getGenesisBlock()];

Before receiving new blocks for storage from other nodes, it
is necessary to be able to confirm the integrity of the received
block (or block chain).

var checkValidNewBlock = (newBlock, prevBlock) => {
if (prevBlock.index + 1 !==newBlock.index) {
console.log("Wrong index');
return false;

} else if (prevBlock.hash !== newBlock.prevHash) {
console.log("Wrong hash of previous block');
return false;

} else if

newBlock.hash) {
console.log("Wrong hash: ' +
calcHashForBlock(newBlock) + ' ' + newBlock.hash);
return false;

}

return true;

}s

|=—=

(calcHashForBlock(newBlock)

In any case, the sequence of blocks in the chain must be spec-
ified explicitly, so that when a conflict occurs (for example, two
nodes simultaneously generate blocks with the same index), we
choose the chain containing the largest number of blocks.

var replaceChain = (newBlocks) => {
if (checkValidChain(newBlocks) && newBlocks.length >
blockchain.length) {
console.log('The accepted blockchain is valid. The cur-
rent blockchain is being replaced with a new one.");
blockchain = newBlocks;
broadcast(responseLatestMsg());
} else {
console.log('The accepted blockchain is not valid.");
}
}5
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An integral part of any blockchain is a distributed database.
To maintain this architecture, nodes must communicate with
each other. Let's define the rules for network synchronization:

1. When generating new blocks, the node must inform
the network about this event;

2. When connecting to a new node, information about
the last generated block is requested;

3. When a block comes to a node with an index greater
than that stored in it, then the block is either added or complete
information about the block is requested.

It should be noted that the search for nodes does not automati-
cally occur in the available network, all links are added manually.

Site owners should be able to control their site, this is solved
through the installation and correct configuration of the HTTP
server.

The following functions must be available to the user:

1. Viewing the list of blocks;

2. Generation of a block with content;

3. Viewing and editing the list of peers

The casiest way to communicate is with curl:

# list all blocks on a node
curl http://127.0.0.1:8080/block list

It should be noted here that the nodes address not one, but
two HTTP servers: one for user control over the node, and the
second for Websocket HTTP when establishing a P2P connection
between the nodes.

New node Node n a cluster

Last block request

Sending the last block

[y

Request all blocks

Sending all blocks

MNew node

Send, Send

Send

Node in a cluster MNode in a cluster

h

Node in a cluster

Fig. 1. A new node joins the cluster and sends a new block
to the blockchain
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(P2P connections)

HTTP interface
{node control)

Fig. 2. Scheme of a node in a blockchain cluster

Analysis of block transmission delays

One of the main disadvantages of P2P blockchain is the high
latency in the transfer of blocks when the number of nodes is
large enough. During the analysis, statistics were collected on the
delays between the transmission and reception of blocks in the
network.

The main tool for analyzing statistics is the histogram of the
distribution of the estimated random variable [15]. In the course
of the analysis, a network of local and remote nodes (10 local
and 1 remote) was created, the timestamps of sending and receiv-
ing blocks (at least 100) with data (in ms) were collected with the
simplest Bash scripts. Further, based on these time stamps, we
divided the obtained values into several intervals and calculated
how many packets from our sample fell into each range. By dis-
playing these values in the form of vertical “bars”, one can ob-
tain the distribution histograms shown in Figure 3 and Figure 4.

Local transmission delays
20

0,00 100 2,00 3,00 4,00 5,00 6,00 7.00 B.00 .00 10,00 1050

Fig. 3. A histogram of node latency distribution located locally
(on the same server as the block sender)

A histogram of latency distribution gives a good indication of
the health and performance of the network. Based on this data, you
can judge which levels of latency are more likely and which are
less. The more results we analyze, the with a higher degree of con-
fidence we can predict delays in a given network in the future.

Further, using statistical analysis and mathematical apparatus,
several main characteristics of the performance of the blockchain
network were calculated, and are presented in Table 1.
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Remote transmission delays
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Fig. 4. A histogram of node latency distribution located remotely
(on different servers with the block sender)

Table 1
Performance characteristics of the blockchain network
Local Remote
Average delay value, ms 3,49803 12,41991
Median, ms 3,28625 10,47415
Standard deviation, ms 2,02066 8,72470
(e el el ol 0,57765 0,70247
variation

Statistical analysis showed that for nodes located remotely in
relation to nodes located within the same local network, the values
of the mathematical component of the delay increased, the average
value was 3.5 times, the median was 3.2 times, the standard devia-
tion was 4 times, and the coefficient variations 1.2 times.

From the results in Table 1, we can conclude that the delay
values for both variants of the location of the nodes are a combi-
nation with a large fluctuation, and the spread of values is large.

Conclusions

Blockchain is a distributed ledger technology that has grown
in importance since its inception. In addition to cryptocurrencies,
it has also expanded its boundaries, inspiring various organiza-
tions, businesses or commercial institutions to implement this
technology using the most innovative security features. Decen-
tralized and immutable aspects were the key points that confirm
that blockchain is one of the most secure technologies at present
[16]. Since blockchain users cannot change the transaction histo-
ry, this requires changing the blockchain at each node. Of course,
any system is not without its drawbacks, like blockchain. For
example, the speed of data update. If we take the simplest struc-
ture, as in the presented blockchain, when each node accesses
each node (P2P), then the block propagation speed decreases
with an increase in the number of nodes in the network. In more
complex systems, much more complex algorithms for selecting
peers with ranking and so on are implemented. Another disad-
vantage is that each node must store the entire data chain. In
large systems, this is solved by the fact that there are data storage
systems where the entire volume of the database is stored, and

users who store only the amount they want, depending on the stor-
age time or volume. As a result, we get that the main idea of the
blockchain and the main area where it can be applied is confirma-
tion of facts (transactions, actions, etc.) in a situation where every-
one does not trust everyone. In these conditions, the blockchain
performs very well, because all transactions are transparent.

In this paper, the authors have developed a blockchain system
and conducted a number of experiments, the results obtained a
histogram of the distribution of delays at a node located locally
and a histogram of the distribution of delays at a node located
remotely. It should be noted that the results obtained in the
course of the current experiment coincide with the results in
studies that conducted full-scale controlled experiments, for ex-
ample, in [3]. That allows you to judge the correctness of the
model and the correctness of writing the code.

In further work, it is planned to refine the code and provide
broader and more unified possibilities of using the system, which
can be applied to all or limited types of blockchain at the user's
request. It is also planned to conduct a number of experiments to
assess the various characteristics of the system and the depend-
ence on various network situations.
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AHHOTaUuA

B faHHOM cTaTbe OMUCHIBAtOTCA OCHOBHbIE OCOBEHHOCTU TEXHONMOTMU GNOKYElH, MPUBOAATCA OCHOBHbIE Cepbl UCMOMb30BaHUA JaHHOM
TexHonorun. CerogHa 6noK4eiH NpeBpaTUICA B HaAEXHbIM U 6e30MacHbIM Cnocob XpaHeHUA M 3anUCK TPaH3aKLMWiIA B LUMPOKOM CMeKTpe
AoMeHoB npunoxeHuit. OaHako HeoBXOAMMO PacCMOTPETb BIMAHME CyLLECTBYHOLUMX PELLUEHUIA Ha TEKYLLYHO CeTeByto UHMPACTPYKTYpY.
ABTOpaMM MpejsiaraeTcsa CO3faHUe CUCTEMbl A1 FEHEpaLMM U XpaHeHus OnokyeiH Tpaduka Ha OCHOBE A3bika MPOrpaMMUPOBaHUA
JavaScript. [laHHOe pelueH/e He MOXET ObITb NMPUMEHMMO AJIA KPUNTOBAJIIOT, HO OHO MO3BOJIAET OLEHUTL paboTy pacrnpegenéHHol 6asbl
JAaHHbIX Ha OCHOBe TexHosioruu 6nok4entH. Lienbio paboTbl ABNseTCA aHanM3 3afepXXek Npy reHepauumn 1 pacrpeaeneHm Tpacduka Mexay
Pas/IM4HbIM KOJIMHECTBOM Y3/10B U 3aBUCMMOCTb CKOPOCTb pacrnpefeneHns U reHepauumn G610KoB OT NMpOM3BOAUTENIbLHOCTU KOMIMbIOTEPOB.
PaccMoTpeH anroputM npucoeiuHeHUs HOBOTO y3fia K KNacTepy M OTMpaBKM HOBOrO 6r1oka B GIOKYeliH, a TaK e cXeMa y3na B Knactepe
61oK4elH U NpeAcTaBfieHbl pe3yNbTaTbl 3KCMEPUMEHTA C KOJIMHECTBEHHOW OLIEHKOM XapaKTepUCTUK NPOU3BOAUTENBHOCTU CETH.

Knio4yeebie cnoea: 610kyeliH, JavaScript, pacnpedenenHble bJ], cemu nepedayu daHHbiX, deueHMpanu308aHHbIE CUCMEMBI.
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