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The paper considers the problem of ensuring the security of the critical infor-
mation infrastructure of the Russian Federation in terms of computer based
systems (CBSs) of autonomous shipping. These systems still use foreign hard-
ware and software, information and telecommunication technologies, auto-
mated (automatic) control and artificial intelligence technologies. Due to sup-
ply chain disruptions, unfixable vulnerabilities and undeclared capabilities,
trust in foreign tools and technologies has been undermined. Their use in
autonomous shipping systems creates additional risks to the security of the
critical information infrastructure and national security in general. This study
is aimed at reducing these risks through the use of trusted secure hardware
and software platforms, software and hardware complexes, tools and tech-
nologies in the creation and operation of CBSs of autonomous shipping on
inland waterways. The paper implements a systems approach, uses methods
of analysis and synthesis of complex systems, information protection, creation
of automated systems in a secure design, ensuring the security of the critical
information infrastructure, and the theory of law. The article presents the
basic configuration of autonomous shipping systems on inland waterways and
reflects the features that affect their safety. The composition of typical
objects of critical information infrastructure operating as part of autonomous
shipping systems on inland waterways is determined, a model of relations
between their safety areas is given. The basic principles of creating a trusted
environment for the development and implementation of computer based
autonomous shipping systems on inland waterways are outlined. The
obtained results allow increasing the safety of critical information infrastruc-
ture by reducing the risks associated with dependence on imports. The basic
principles of creating a trusted environment for the development and imple-
mentation of CBSs of autonomous shipping have common features, which
allows them to be extended to other types of transport.
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Introduction 

Computer based systems (information, corporate manage-
ment and technological control, telecommunications, communi-
cations, artificial intelligence) of autonomous shipping are part 
of the critical information infrastructure of the Russian Federa-
tion1 [1-3]. This imposes increased security requirements for the 
software, hardware and information processing technologies 
used in them [4-6]. For a long time, a significant part of the tools 
and technologies used in autonomous shipping systems (ASSs) 
were supplied from abroad. Their technical support, elimination 
of vulnerabilities and undeclared capabilities were carried out in 
the same way. However, in 2022, there were mass terminations 
of concluded contracts and refusals to conclude new ones. Previ-
ously supplied high-tech computer based systems (CBSs) were 
left without copyright support and technical support. This created 
new challenges for the Russian Federation associated with the 
emergence of new types of information security threats in the 
field of development, creation and use of CBCs [7-9]. 

In response to the challenges, emergency measures were tak-
en. In March 2022, the obligation to use only trusted hardware, 
software and technologies, primarily of domestic origin, at sig-
nificant critical information infrastructure objects was intro-
duced2. In November 2023, rules were approved establishing the 
procedure for using trusted hardware and software platforms, and 
software and hardware systems at significant critical information 
infrastructure objects3. In February 2024, the National Strategy 
for the Development of Artificial Intelligence was clarified and 
significantly supplemented4, 5. In June 2024, the Priority Direc-
tions of Scientific and Technological Development of the Rus-
sian Federation6 and the List of the Most Important Science-
Intensive Technologies7 were approved. 

Technologies for creating trusted secure software, as well as 
transport technologies for various areas of application, are 
among the priorities. Technologies for ensuring the security of 
receiving, storing, transmitting and processing information, as 
well as technologies for intelligent transport and telecommunica-
tion systems, autonomous vehicles are classified as critical. 
However, the development and implementation of these technol-
ogies is hampered by the insufficient development of domestic 
solutions in the field of hardware and software platforms soft-

1 Federal Law "On the Security of Critical Information Infrastructure of the 
Russian Federation" dated July 26, 2017 No. 187-FZ. 
2 Decree of the President of the Russian Federation of March 30, 2022 No. 166 
"On measures to ensure technological independence and security of the critical 
information infrastructure of the Russian Federation".   
3 Rules for the transition of subjects of the critical information infrastructure of 
the Russian Federation to the preferential use of trusted software and hardware 
complexes at significant objects of the critical information infrastructure of the 
Russian Federation that belong to them (approved by Decree of the Government 
of the Russian Federation of November 14, 2023 No. 1912). 
4 Decree of the President of the Russian Federation of 15.02.2024 No. 124 "On 
Amendments to the Decree of the President of the Russian Federation of October 
10, 2019 No. 490 "On the Development of Artificial Intelligence in the Russian 
Federation" and the National Strategy Approved by this Decree.". 
5 National Strategy for the Development of Artificial Intelligence for the Period 
up to 2030 (approved by the Decree of the President of the Russian Federation of 
10.10.2017 No. 490). 
6 Priority areas of scientific and technological development (approved by the 
Decree of the President of the Russian Federation dated 18.06.2024 No. 529). 
7 List of the most important science-intensive technologies (approved by the 
Decree of the President of the Russian Federation dated 18.06.2024 No. 529).

ware and hardware compresses5, which fully applies to autono-
mous shipping systems [2, 10]. 

1 Autonomous shipping systems 

Let us define the term "autonomous shipping system". By an 
autonomous shipping system we mean a “distributed control 
system that integrates modern information, telematics, telecom-
munication technologies, artificial intelligence, and is designed 
for automated search and adoption for implementation of the 
most effective scenarios for managing a water transport complex, 
a shipping company, a vessel or a group of vessels, and water 
infrastructure objects in order to ensure the specified mobility of 
the population, maximize the use of waterways, improve the 
safety and efficiency of shipping, transport processes, and com-
fort for navigators and users of water transport” [11]. 

Autonomous shipping systems are characterized by a com-
plex system of relations and connections of objects, as shown in 
Figure 1. The objects of autonomous shipping systems are auto-
mated corporate management and technological control systems 
[2, 10], located in the offices of state bodies and water transport 
organizations, private shipping companies, on infrastructure and 
ships. 

Fig. 1. Basic configuration autonomous shipping systems 

The objects may simultaneously include elements of corpo-
rate networks, information systems and automated (automatic) 
control systems. They can process publicly available, confiden-
tial and secret information [2, 10]. Reliance on radio channels 
creates high susceptibility of autonomous shipping systems to the 
impact of electronic warfare systems, which can disrupt the con-
trol of ships [4, 12, 13]. Having a high level of computerization, 
autonomous shipping systems objects may have a negative im-
pact on other critical information infrastructure objects [1, 14, 
15].  

Objects of autonomous shipping systems are exposed to high 
risks of computer attacks (Table 1), which can cause a variety of 
computer incidents. 
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Table 1 

Statistics of the implementation of computer attacks on objects 
of the transport complex of the European Union (based on [16]) 

Types of acts of unlawful  
interference 

Frequency of implementation  
in year 

2021 2022
Complex attacks 35% 25%
Ransomware 13% 25%
Data-related attacks 21% 9%
Malware 11% 6%
Denial of service attacks 2% 13%
Phishing 7% 3%
Supply chain attacks 3% 7%
Disruption functioning attacks 4% 4%
Source spoofing 3% 2%
Vulnerability exploitation 4% 1%

In Table 1, complex computer attacks include attacks that 
have caused not one, but several consequences. These are, for 
example, attacks with simultaneous substitution of the source 
and source data of the global navigation satellite system. 

In 2023-2024, the overall landscape of computer attacks did 
not undergo significant changes [17, 18]. In 2024, in the global 
landscape, the largest number of computer attacks were commit-
ted against objects in the public administration (19%), transport 
(11%) and finance (9%) sectors [17]. The bulk of these attacks 

were distributed denial of service (DDoS) attacks. Of the total 
number of computer attacks committed against the transport sec-
tor, 21% were DDoS attacks. 

However, the most serious consequences are caused by com-
plex computer attacks, examples of which are given in Table 2. 

One of the latest public cases is a computer attack on the 
website of the Taiwanese sea container carrier Wan Hai Lines 9, 10. 

As a result of the DDoS attack, the site was down for several 
days. According to the administration, this act of illegal influ-
ence did not have a significant impact on the company's opera-
tions, no data leaks were detected and no ransom was paid. 
However, we note that such events may indicate that attackers 
are taking the first step in preparing new attacks to penetrate the 
victim's computer infrastructure with the aim of subsequently 
stealing or encrypting information, disrupting technological pro-
cesses, demanding a ransom, etc. [3, 15]. Given that Taiwan's 
ocean container carrier Wan Hai Lines is the 11th largest in the 
world, it cannot be ruled out that a complex cyber attack was 
started on this carrier on April 18, 2025. 

The information in Table 2 shows that computer incidents at 
autonomous shipping systems can cause negative consequences 
on a national scale. This is due to the interconnectedness of the 
security areas of autonomous shipping systems11. The system of 
relationships between security areas is three-dimensional.  

Figure 2 shows its vertical projection. 

Table 2 
Computer incidents at water transport objects (based on8) 

Port (company) / 
country 

The role of the port (com-
pany) in the economy 

Date (period) / method /  
target of attack

Consequences Amount of damage 

Taiwanese Wan Hai 
Lines /  
Taiwan 

the world’s 11th largest con-
tainerline 

18.04.2025 / DDoS / information 
theft, advancement through infor-
mation infrastructure

blocking the site  
for 2 days 

No information 
available 

Croatia the largest seaport in the 
country 

06.12.2024 / encryption / data theft theft of accounting 
documents and  
personal data 

No information 
available 

Nagoya / Japan 10% of Japan's total trade 
volume, averaging 10,000 
units of cargo per day 

07.05.2023 / encryption of information 
of the automated control system by 
cargo operations / receiving ransom

2 days of downtime  
at cargo terminals 

No information avail-
able, national level of 
danger is recognized

Sydney, Melbourne, 
Brisbane, Fremantle / 

Australia 

40% of Australia's total cargo 
volume 

11.10.2023 / encryption of ACS  
information by cargo operations / 
receiving ransom

3 days of downtime  
at cargo terminals 

No information avail-
able, national level of 
danger is recognized

Durban / South Africa over 60% of South Africa's 
cargo turnover, the second 
largest container port in 
southern Africa

07.22.2021 / encryption of infor-
mation of the automated control sys-
tem of cargo operations / 
receiving ransom

7 days of downtime  
at cargo terminals 

Ransom over 
$200,000, incident  
is considered transna-
tional

Rotterdam / 
Netherlands 

First and second place among 
European ports in terms of 
cargo turnover in 2023 

2011-2013 / substitution of data on 
containers with drugs and weapons / 
smuggling 

change of location 
and delivery time  

of containers 
200,000 euros for 
countermeasures 

Antwerp / Belgium 

8 Maritime Cyber Attack Database» (MCAD). https://maritimecybersecurity.nl/ (accessed 29.04.2025). 
9 Wan Hai Hit By Cyberattack. The Maritime Executive. April 21, 2025. https://maritime-executive.com/article/wan-hai-hit-by-cyberattack (access date 29.04.2025). 
10 Wan Hai website targeted by hackers. Daily Splash Newsletter. April 21, 2025. https://splash247.com/wan-hai-website-targeted-by-hackers/ (access date 29.04.2025). 
11 List of typical industry-specific critical information infrastructure objects operating in the transport sector (approved by the Ministry of Transport of Russian Federa-
tion on 15.05.2023).
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Fig. 2. Communication of security areas of autonomous shipping 
systems 

Each horizontal layer uses its own set of security tools and 
technologies. The state of each layer located closer to the top of 
the pyramid can negatively affect the state of the adjacent layer 
located closer to the base of the pyramid. This corresponds to the 
"leaky bucket" model. Given this, reliable and complete security 
measures must be implemented at each layer to achieve security 
goals. These measures must provide for the neutralization of 
threats of both physical and non-physical origin. Previous ap-
proaches, dividing the spheres of physical and non-physical 
threats orthogonally, considering them as independent, create 
significant risks in modern integrated computer based systems of 
autonomous shipping. 

The specified model of relations between the areas of security 
of autonomous shipping systems integrates Russian approaches 
to the regulatory framework for protecting computer based sys-
tems from acts of illegal interference of a physical (arson, blast-
ing, vandalism, etc.) and non-physical (computer attack, failure 
to eliminate software and other vulnerabilities, etc.) nature. Its 
pyramidal form of presentation clearly reflects the complex na-
ture of threats, means and methods of ensuring security, as well 
as the impact of autonomous shipping systems on the security of 
critical information infrastructure and national security as a gen-
eral. 

2.. Typ al objects of critical information infrastructure of the
russian federation in the sphere of sea and river transport

The Ministry of Transport of the Russian Federation has ap-
proved the List of typical industry critical information infrastruc-
ture objects operating in the transport sector (“List of typical in-
dustry-specific critical information infrastructure objects operat-
ing in the transport sector”, approved by the Ministry of 
Transport of Russian Federation on 15.05.2023, and “Methodo-
logical recommendations for categorization of critical infor-
mation infrastructure objects operating in the transport sector”, 
approved by the Ministry of Transport of Russian Federation on 
24.01.2024) as well as methodological recommendations for cat-
egorizing such critical information infrastructure objects 
(https://mintrans.gov.ru/documents/10/13201?ysclid=lu2cx9gfse
525544140 (accessed 24.04.2025). The basic list of typical criti-
cal information infrastructure objects in the field of sea and river 
transport and the critical processes they perform are given in 
Table 3. 

Table 3 

Typical objects of critical information infrastructure in the 
field of sea and river transport (based on9-11) 

The list of typical critical information infrastructure objects is 
characterized by its evolving nature. Initially, it included 8 types 
of objects (lines 1-8 in Table 3). In 2024, 6 more types of objects 
were included in the list (lines 9-14 in Table 3).  
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Given the rapid development of autonomous shipping sys-
tems and intelligent transport systems, the introduction of the 
concepts of "autonomous vessel", "fully autonomous vessel" and 
"semi-autonomous vessel" at the legislative level 12, 13, "un-
manned vessel" and "unmanned vessels control center" in state 
standards 14, 15, the list of typical critical information infrastruc-
ture objects will continue to expand. 

3.. asic principles for creating a trusted environment
for the development and implementation of autonomous 

shipping systems 

The above circumstances have a significant impact on the 
creation and implementation of trusted solutions that are ac-
ceptable for use in autonomous shipping systems from the stand-
point of ensuring national security, critical information infra-
structure security, transport and information security. 

In relation to computerized autonomous shipping systems, 
the requirements of trust are inextricably linked with a set of 
measures to ensure information security based on domestic solu-
tions [6, 19], taking into account domestic experience [20-22], 
the results of international research [23-26] and foreign practices 
[27-29]. 

To create a trusted environment for the development and im-
plementation of automated shipping systems, it is necessary to 
comply with the basic principles below. This list contains links 
to sources that provide definitions for previously formulated 
terms. It also provides definitions and explanations for additional 
terms that have been formulated again. 

– “security” [6, 11] of hardware and software platforms and
complexes, software, equipment and technologies (further – plat-
forms, complexes, tools and technologies) of computer based 
autonomous shipping systems;  

– “protectionability” [6, 11] of platforms, complexes, tools
and technologies of computer based autonomous shipping sys-
tems; 

– controllability of platforms, complexes, tools and technolo-
gies of computer based autonomous shipping systems. This prin-
ciple establishes the mandatory availability of a complete set of 
documents for platforms, complexes, tools and technologies, 
including documentation on the compliance of their components 
and processes for achieving work results individually and jointly 
as part of computing systems with security requirements. A 
computing system is understood to mean a SHC or a set of SHCs 
that form a single infrastructure for solving problems; 

– “completeness” [6, 11, 30] of platforms, complexes, tools
and technologies of computer based autonomous shipping sys-
tems; 

– technological sovereignty in the field of platforms, com-
plexes, tools and technologies of computer based autonomous 
shipping systems. The principle of technological sovereignty 
assumes the preferential use of domestic solutions in the plat-
forms, complexes, tools and technologies of computer based 
autonomous shipping systems, as well as their independence 
from imports, transfer of information, including technological 

information, outside the Russian Federation. Technological sov-
ereignty is aimed at ensuring the completeness of platforms, 
complexes, tools and technologies of automated autonomous 
shipping systems under any external conditions; 

– «industrial level» [6, 11, 30] of platforms, complexes, tools
and technologies of computer based autonomous shipping sys-
tems; 

– “universality” [6, 11, 30] of platforms, complexes, tools
and technologies of computer based autonomous shipping sys-
tems; 

– “guarantees for the development and support” [6, 11, 30] of
platforms, complexes, tools and technologies of computer based 
autonomous shipping systems; 

– compatibility of platforms, complexes, tools and technolo-
gies of computer based autonomous shipping system; 

– flexibility of platforms, complexes, tools and technologies
of computer based autonomous shipping systems. Flexibility 
provides the ability to create a variety of computing system ar-
chitectures based on components of platforms, complexes, tools 
and technologies of autonomous shipping systems; 

– promptability of platforms, complexes, tools and technolo-
gies of computer based autonomous shipping systems.  Prompta-
bility ensures a reduction in the time required to move from sci-
entific or applied research to the creation of computing systems 

– continuity (inheritance) of platforms, complexes, tools and
technologies of computer based autonomous shipping systems. 
The principle of continuity (inheritance) is aimed at ensuring a 
gradual transition to domestic special software through the con-
sistent replacement of special software operating under the con-
trol of operating systems from unfriendly countries (inheritance 
software); 

– integrity of the innovation cycle of platforms, complexes,
tools and technologies of computer based autonomous shipping 
systems; 

– “support of competition” [6, 11] in the field of platforms,
complexes, tools and technologies of computer based autono-
mous shipping systems. 

The principles considered were developed taking into account 
the experience of developing and implementing national secure 
hardware and software platforms for critical information infra-
structure [6], the provisions of GOST R 56939-2024, the results 
of foreign research and practices (zero trust [26, 28, 29], multi-
level (echeloned) protection [27, 31], etc.). 

Conclusion 

The conducted research is aimed at reducing the security 
risks of critical information infrastructure caused by dependence 
on import of software and hardware platforms and complexes, 
software, equipment and technologies of autonomous navigation 
systems and incomplete consideration of risk factors. 

The research uses a systems approach using methods of anal-
ysis and synthesis of complex systems, information protection, 
creation of automated systems in a secure design, ensuring the 
security of critical information infrastructure, theory of law. 

_________________ 
12 Federal Law “Code of Inland Water Transport of the Russian Federation" dated March 03, 2001, No. 24-FL. 
13 Federal Law “Code of Merchant Shipping of the Russian Federation” dated April 30, 1999. No. 81-FL,  
14 GOST R 59298-2021. Unmanned inland navigation vessels. Terms and defini-tions. 
15 GOST R 59284-2020. Unmanned vessels of the technical fleet. General requirements. 
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The presented basic configuration of autonomous shipping 
systems takes into account the features affecting their security in 
the physical and non-physical areas of committing acts of illegal 
interference. Model of interrelations of security areas Russian 
approaches to regulatory regulation of the security of computer 
based systems of autonomous shipping on inland waterways 
from acts of illegal interference of physical and non-physical 
nature of origin. 

The obtained results make it possible to increase the security 
of critical information infrastructure through the use of trusted 
secure platforms, complexes, tools and technologies in the crea-
tion and operation of computer based systems for various pur-
poses. 
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Аннотация
В работе рассмотрена проблема обеспечения безопасности критической информационной инфраструктуры Российской Федерации (КИИ) в части
компьютеризированных систем автономного судоходства. В этих системах по-прежнему используются зарубежные аппаратные и программные
средства, информационные и телекоммуникационные технологии, технологии автоматизированного (автоматического) управления и
искусственного интеллекта. В связи с нарушениями цепочек поставок, не устраняемыми уязвимостями и недекларированными возможностями
доверие к зарубежным средствам и технологиям подорвано. Их использование в системах автономного судоходства создает дополнительные
риски безопасности КИИ и национальной безопасности в целом. Настоящее исследование направлено на снижение указанных рисков за счет
использования при создании и эксплуатации компьютеризированных систем автономного судоходства на внутренних водных путях доверенных
защищенных аппаратно-программных платформ, программно-аппаратных комплексов, средств и технологий. В работе реализован системный
подход, использованы методы анализа и синтеза сложных систем, защиты информации, создания автоматизированных систем в защищенном
исполнении, обеспечения безопасности критической информационной инфраструктуры, теории права. В статье приведены базовая конфигурация
систем автономного судоходства на внутренних водных путях и отражены особенности, влияющие на их безопасность. Определен состав
типовых объектов КИИ, функционирующих в составе систем автономного судоходства на внутренних водных путях, приведена модель
отношений областей их безопасности. Изложены базовые принципы создания доверенной среды разработки и реализации
компьютеризированных систем автономного судоходства на внутренних водных путях. Полученные результаты позволяют повысить безопасность
КИИ за счет снижения рисков, связанных с зависимостью от импорта. Базовые принципы создания доверенной среды разработки и реализации
компьютеризированных систем автономного судоходства обладают признаками общности, что позволяет распространить их на другие виды
транспорта.

Ключевые слова: автоматизированная система в защищенном исполнении, автономное судоходство, аппаратно-программная платформа,
импортонезависимость, информационная безопасность, компьютеризированная система, критическая информационная инфраструктура, объект
критической информационной инфраструктуры, система автономного судоходства, программно-аппаратный комплекс, технологическая независимость
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