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The paper considers the problem of ensuring the security of the critical infor-
mation infrastructure of the Russian Federation in terms of computer based
systems (CBSs) of autonomous shipping. These systems still use foreign hard-
ware and software, information and telecommunication technologies, auto-
mated (automatic) control and artificial intelligence technologies. Due to sup-
ply chain disruptions, unfixable vulnerabilities and undeclared capabilities,
trust in foreign tools and technologies has been undermined. Their use in
autonomous shipping systems creates additional risks to the security of the
critical information infrastructure and national security in general. This study
is aimed at reducing these risks through the use of trusted secure hardware
and software platforms, software and hardware complexes, tools and tech-
nologies in the creation and operation of CBSs of autonomous shipping on
inland waterways. The paper implements a systems approach, uses methods
of analysis and synthesis of complex systems, information protection, creation
of automated systems in a secure design, ensuring the security of the critical
information infrastructure, and the theory of law. The article presents the
basic configuration of autonomous shipping systems on inland waterways and
reflects the features that affect their safety. The composition of typical
objects of critical information infrastructure operating as part of autonomous
shipping systems on inland waterways is determined, a model of relations
between their safety areas is given. The basic principles of creating a trusted
environment for the development and implementation of computer based
autonomous shipping systems on inland waterways are outlined. The
obtained results allow increasing the safety of critical information infrastruc-
ture by reducing the risks associated with dependence on imports. The basic
principles of creating a trusted environment for the development and imple-
mentation of CBSs of autonomous shipping have common features, which
allows them to be extended to other types of transport.
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Introduction

Computer based systems (information, corporate manage-
ment and technological control, telecommunications, communi-
cations, artificial intelligence) of autonomous shipping are part
of the critical information infrastructure of the Russian Federa-
tion! [1-3]. This imposes increased security requirements for the
software, hardware and information processing technologies
used in them [4-6]. For a long time, a significant part of the tools
and technologies used in autonomous shipping systems (ASSs)
were supplied from abroad. Their technical support, elimination
of vulnerabilities and undeclared capabilities were carried out in
the same way. However, in 2022, there were mass terminations
of concluded contracts and refusals to conclude new ones. Previ-
ously supplied high-tech computer based systems (CBSs) were
left without copyright support and technical support. This created
new challenges for the Russian Federation associated with the
emergence of new types of information security threats in the
field of development, creation and use of CBCs [7-9].

In response to the challenges, emergency measures were tak-
en. In March 2022, the obligation to use only trusted hardware,
software and technologies, primarily of domestic origin, at sig-
nificant critical information infrastructure objects was intro-
duced?. In November 2023, rules were approved establishing the
procedure for using trusted hardware and software platforms, and
software and hardware systems at significant critical information
infrastructure objects®. In February 2024, the National Strategy
for the Development of Artificial Intelligence was clarified and
significantly supplemented® °. In June 2024, the Priority Direc-
tions of Scientific and Technological Development of the Rus-
sian Federation® and the List of the Most Important Science-
Intensive Technologies’ were approved.

Technologies for creating trusted secure software, as well as
transport technologies for various areas of application, are
among the priorities. Technologies for ensuring the security of
receiving, storing, transmitting and processing information, as
well as technologies for intelligent transport and telecommunica-
tion systems, autonomous vehicles are classified as critical.
However, the development and implementation of these technol-
ogies is hampered by the insufficient development of domestic
solutions in the field of hardware and software platforms soft-

! Federal Law "On the Security of Critical Information Infrastructure of the
Russian Federation" dated July 26, 2017 No. 187-FZ.

2 Decree of the President of the Russian Federation of March 30, 2022 No. 166
"On measures to ensure technological independence and security of the critical
information infrastructure of the Russian Federation".

3 Rules for the transition of subjects of the critical information infrastructure of
the Russian Federation to the preferential use of trusted software and hardware
complexes at significant objects of the critical information infrastructure of the
Russian Federation that belong to them (approved by Decree of the Government
of the Russian Federation of November 14, 2023 No. 1912).

* Decree of the President of the Russian Federation of 15.02.2024 No. 124 "On
Amendments to the Decree of the President of the Russian Federation of October
10, 2019 No. 490 "On the Development of Artificial Intelligence in the Russian
Federation" and the National Strategy Approved by this Decree.".

3 National Strategy for the Development of Artificial Intelligence for the Period
up to 2030 (approved by the Decree of the President of the Russian Federation of
10.10.2017 No. 490).

¢ Priority areas of scientific and technological development (approved by the
Decree of the President of the Russian Federation dated 18.06.2024 No. 529).

7 List of the most important science-intensive technologies (approved by the
Decree of the President of the Russian Federation dated 18.06.2024 No. 529).
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ware and hardware compresses®, which fully applies to autono-
mous shipping systems [2, 10].

1 Autonomous shipping systems

Let us define the term "autonomous shipping system". By an
autonomous shipping system we mean a “distributed control
system that integrates modern information, telematics, telecom-
munication technologies, artificial intelligence, and is designed
for automated search and adoption for implementation of the
most effective scenarios for managing a water transport complex,
a shipping company, a vessel or a group of vessels, and water
infrastructure objects in order to ensure the specified mobility of
the population, maximize the use of waterways, improve the
safety and efficiency of shipping, transport processes, and com-
fort for navigators and users of water transport” [11].

Autonomous shipping systems are characterized by a com-
plex system of relations and connections of objects, as shown in
Figure 1. The objects of autonomous shipping systems are auto-
mated corporate management and technological control systems
[2, 10], located in the offices of state bodies and water transport
organizations, private shipping companies, on infrastructure and

ships.
-
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Fig. 1. Basic configuration autonomous shipping systems

The objects may simultaneously include elements of corpo-
rate networks, information systems and automated (automatic)
control systems. They can process publicly available, confiden-
tial and secret information [2, 10]. Reliance on radio channels
creates high susceptibility of autonomous shipping systems to the
impact of electronic warfare systems, which can disrupt the con-
trol of ships [4, 12, 13]. Having a high level of computerization,
autonomous shipping systems objects may have a negative im-
pact on other critical information infrastructure objects [1, 14,
15].

Objects of autonomous shipping systems are exposed to high
risks of computer attacks (Table 1), which can cause a variety of
computer incidents.
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Table 1

Statistics of the implementation of computer attacks on objects
of the transport complex of the European Union (based on [16])

Types of acts of unlawful Frequency (1)11: ;125 rlementatlon

interference 2001 2022
Complex attacks 35% 25%
Ransomware 13% 25%
Data-related attacks 21% 9%
Malware 11% 6%
Denial of service attacks 2% 13%
Phishing 7% 3%
Supply chain attacks 3% 7%
Disruption functioning attacks 4% 4%
Source spoofing 3% 2%
Vulnerability exploitation 4% 1%

In Table 1, complex computer attacks include attacks that
have caused not one, but several consequences. These are, for
example, attacks with simultaneous substitution of the source
and source data of the global navigation satellite system.

In 2023-2024, the overall landscape of computer attacks did
not undergo significant changes [17, 18]. In 2024, in the global
landscape, the largest number of computer attacks were commit-
ted against objects in the public administration (19%), transport
(11%) and finance (9%) sectors [17]. The bulk of these attacks

were distributed denial of service (DDoS) attacks. Of the total
number of computer attacks committed against the transport sec-
tor, 21% were DDoS attacks.

However, the most serious consequences are caused by com-
plex computer attacks, examples of which are given in Table 2.

One of the latest public cases is a computer attack on the
website of the Taiwanese sea container carrier Wan Hai Lines > 1°,

As a result of the DDoS attack, the site was down for several
days. According to the administration, this act of illegal influ-
ence did not have a significant impact on the company's opera-
tions, no data leaks were detected and no ransom was paid.
However, we note that such events may indicate that attackers
are taking the first step in preparing new attacks to penetrate the
victim's computer infrastructure with the aim of subsequently
stealing or encrypting information, disrupting technological pro-
cesses, demanding a ransom, etc. [3, 15]. Given that Taiwan's
ocean container carrier Wan Hai Lines is the 11th largest in the
world, it cannot be ruled out that a complex cyber attack was
started on this carrier on April 18, 2025.

The information in Table 2 shows that computer incidents at
autonomous shipping systems can cause negative consequences
on a national scale. This is due to the interconnectedness of the
security areas of autonomous shipping systems'!. The system of
relationships between security areas is three-dimensional.

Figure 2 shows its vertical projection.

Table 2
Computer incidents at water transport objects (based on®)
Port (company) / The role.of the port (com- Date (period) / method / Consequences Amount of damage
country pany) in the economy target of attack
Taiwanese Wan Hai the world’s 11th largest con- 18.04.2025 / DDoS / information blocking the site No information
Lines / tainerline theft, advancement through infor- for 2 days available
Taiwan mation infrastructure
Croatia the largest seaport in the 06.12.2024 / encryption / data theft theft of accounting No information
country documents and available
personal data
Nagoya / Japan 10% of Japan's total trade 07.05.2023 / encryption of information 2 days of downtime | No information avail-

volume, averaging 10,000
units of cargo per day

of the automated control system by
cargo operations / receiving ransom

at cargo terminals

able, national level of
danger is recognized

Sydney, Melbourne,
Brisbane, Fremantle /
Australia

40% of Australia's total cargo
volume

11.10.2023 / encryption of ACS
information by cargo operations /
receiving ransom

3 days of downtime
at cargo terminals

No information avail-
able, national level of
danger is recognized

Durban / South Africa

over 60% of South Africa's
cargo turnover, the second
largest container port in
southern Africa

07.22.2021 / encryption of infor-
mation of the automated control sys-
tem of cargo operations /

receiving ransom

7 days of downtime
at cargo terminals

Ransom over
$200,000, incident

is considered transna-
tional

Rotterdam /
Netherlands

Antwerp / Belgium

First and second place among
European ports in terms of
cargo turnover in 2023

2011-2013 / substitution of data on
containers with drugs and weapons /
smuggling

change of location
and delivery time
of containers

200,000 euros for
countermeasures

8 Maritime Cyber Attack Database» (MCAD). https://maritimecybersecurity.nl/ (accessed 29.04.2025).
° Wan Hai Hit By Cyberattack. The Maritime Executive. April 21, 2025. https://maritime-executive.com/article/wan-hai-hit-by-cyberattack (access date 29.04.2025).
19 Wan Hai website targeted by hackers. Daily Splash Newsletter. April 21, 2025. https://splash247.com/wan-hai-website-targeted-by-hackers/ (access date 29.04.2025).

U ist of typical industry-specific critical information infrastructure objects operating in the transport sector (approved by the Ministry of Transport of Russian Federa-
tion on 15.05.2023).

e

T-Comm Towm 19. #4-2025




& o Physical acts of illegal
> §° P interference (arson,
A‘e“ @b ,55‘ & & explosion, ...)
& ‘«;Qé & /
S IS/ \ , .

.;&’ sq ‘$\"° 3 écp " Software Security \\_ 4 N?n—physl:n] acts of illegal

o &fo & (?3 S 2, interference (computer
S Q$ S L] L\ %, attack, non-respond to

$°\5 & & [ \ vulnerabilities, ...)
s & U Security of
o & B A
NI computing %,

hardware

Sy & Security of %
& & 5’&9#\ Internet-isolated Security of Interne 4041’
& S K £ devi (Internet Security, g,
& S systems (devices) / Cyb . 2.
o & ,53 ybersecurity) %
$‘<$ & Security of computer based systems (devices) "oo,
SF oL
.\jf & § Information security 0%\
>
«2&:&“ Security of Critical Information Infrastructure 41;,’ "
’ %,
Transport security /05
2,
Security of Critical Infrastructure %,
< 4 %

National Security

TRANSPORT

Table 3

Typical objects of critical information infrastructure in the
field of sea and river transport (based on®!!)

No.

Typical objects of CII

Critical processes carried out by a typical object of CII

Information  systems  designed o
control the activities of sea passenger
transport

Control over the activities of sea and inland water passenger
transpodt.

Control over the transportation of passengers in sea and coastal
waters, carried out according to a schedule or without a schedule.

Control over the activities of excursion, cruise or pleasure
boats.

Control over the transportation of passengers on ferries and
water taxis.

Control over the transportation of passengers on sea routes on
mixed (river - sea) navigation vessels.

Fig. 2. Communication of security areas of autonomous shipping
systems

Each horizontal layer uses its own set of security tools and
technologies. The state of each layer located closer to the top of
the pyramid can negatively affect the state of the adjacent layer
located closer to the base of the pyramid. This corresponds to the
"leaky bucket" model. Given this, reliable and complete security
measures must be implemented at each layer to achieve security
goals. These measures must provide for the neutralization of
threats of both physical and non-physical origin. Previous ap-
proaches, dividing the spheres of physical and non-physical
threats orthogonally, considering them as independent, create
significant risks in modern integrated computer based systems of
autonomous shipping.

The specified model of relations between the areas of security
of autonomous shipping systems integrates Russian approaches
to the regulatory framework for protecting computer based sys-
tems from acts of illegal interference of a physical (arson, blast-
ing, vandalism, etc.) and non-physical (computer attack, failure
to eliminate software and other vulnerabilities, etc.) nature. Its
pyramidal form of presentation clearly reflects the complex na-
ture of threats, means and methods of ensuring security, as well
as the impact of autonomous shipping systems on the security of
critical information infrastructure and national security as a gen-
eral.

2. Typ al objects of critical information infrastructure of the
russian federation in the sphere of sea and river transport

The Ministry of Transport of the Russian Federation has ap-
proved the List of typical industry critical information infrastruc-
ture objects operating in the transport sector (“List of typical in-
dustry-specific critical information infrastructure objects operat-
ing in the transport sector”, approved by the Ministry of
Transport of Russian Federation on 15.05.2023, and “Methodo-
logical recommendations for categorization of critical infor-
mation infrastructure objects operating in the transport sector”,
approved by the Ministry of Transport of Russian Federation on
24.01.2024) as well as methodological recommendations for cat-
egorizing such critical information infrastructure objects
(https://mintrans.gov.ru/documents/10/13201?ysclid=lu2cx9gfse
525544140 (accessed 24.04.2025). The basic list of typical criti-
cal information infrastructure objects in the field of sea and river
transport and the critical processes they perform are given in
Table 3.
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Information systems providing monitor
over the activities of sea and inland
cargo transport

Control over the activities of sea and inland freight transport.

Control over the transportation of goods in sea and coastal
waters, carried out according to a schedule or not according to a
schedule.

Control over the activities of foreign-poing vessels.

Control over the ac es of coastal vessels.

Control over the activities of river vessels.

Information  systems  designed o
suppaort shipping in marine and coastal
waters, including pilotage of vessels

Ensuring safe shipping in marine and coastal waters.
Providing pilotage for vessels.

Automated  systems  designed o
manage shipping support activities for
shipping on sea and inland waterway
transport

Provision of cartographic information.
Determining the location of sea and inland waterway vessels.
Route control outside the GSM-communication coverage area.

Automated  systems  for i

Coll and of information on the state of

loading stations in ports

PrOCESS parameters.

Detection, signaling and recording of emergency situations.

Access control to the main of warehouse premises.

Archiving the history of parameter changes.

F ion and i of 1 and archived data to
personnel.

Remote control of shut-off and control valves (gaie valves).

Remote control of pump units.

Control of the process of draining/filling of petroleum
products: automatic opening/closing of valves in order to ensure
the required route of draining/filling.

Diagnostics of the state of software and hardware control
tools.

Automated  systems  designed 1o
manage emergency rescue and ship-
lifting activities in marine transport

Monitoring distress signals from sea and inland waterway
vessels.

Automation of emergency rescue operations.

Carrying out work to lift sea vessels.

-

Automated systems for the control of
icebreaking vessels

Monitoring of icebreakers parameters.

Display of information on monitored parameters of
icebreakers to operators.

Provision of vessel pilotage in ice.

Providing route planning in ice

Provision of rescue operations in ice.

Management of distribution of electric power between
CONSUMEES.

Management of technical means and systems of habitability
and life support.

Management of technical means and systems of fire fighting.

Management of technical means and systems of cargo and

ballast systems.

o

Integrated systems
comprehensive  automation
vessel

providing
of  the

Ensuring safe navigation of river and sea vessels.

Management of dynamic positioning of river and sea vessels.

Management of diesel and electric installations of river and
sea vessels.

Management of distribution of electric power between
CONSUMEES.

Management of technical means and systems of habitability
and life support.

Management of technical means and systems of fire fighting.

Management of technical means and systems of cargo and
ballast systems.

Management of technical means and systems of ensuring

ecological cleanliness and ecological safety of the vessel.

w

Automated systems designed to control
conveyors

Control and management of the technological process of
cargo handling.

Automated systems designed to control
a wagon unloading station

12
signaling, centralization and blocking

Automated systems designed to control
ship loading machines

Control and management of the technological process of

unloading wagons.
Managing the process of loading onto a ship.

Automated systems designed to control

Information  systems  designed for
accounting and planning of loading and
unloading activities

Ensuring the safety of train and shunting operations during
the process of unloading/loading a vessel.
Accounting and planning of logistics operations of
organizations engaged in loading and unloading activities.
Accounting for technical maintenance of handling equipment |
Accounting for the availability of cargo in warehouses.
Conirol of the availability of handling
equipment. Visualization of cargo flow.
Exchange of information with other information and
automated systems of participants in the transshi PrOCesS.

Automated systems providing loading
and unloadi ;

Automation of loading and unloading operations.
Weighing of cargos.

The list of typical critical information infrastructure objects is

characterized by its evolving nature. Initially, it included 8 types
of objects (lines 1-8 in Table 3). In 2024, 6 more types of objects
were included in the list (lines 9-14 in Table 3).
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Given the rapid development of autonomous shipping sys-
tems and intelligent transport systems, the introduction of the
concepts of "autonomous vessel", "fully autonomous vessel" and
"semi-autonomous vessel" at the legislative level '> '3, "un-
manned vessel" and "unmanned vessels control center" in state
standards '* '°, the list of typical critical information infrastruc-
ture objects will continue to expand.

3. asic principles for creating a trusted environment
for the development and implementation of autonomous
shipping systems

The above circumstances have a significant impact on the
creation and implementation of trusted solutions that are ac-
ceptable for use in autonomous shipping systems from the stand-
point of ensuring national security, critical information infra-
structure security, transport and information security.

In relation to computerized autonomous shipping systems,
the requirements of trust are inextricably linked with a set of
measures to ensure information security based on domestic solu-
tions [6, 19], taking into account domestic experience [20-22],
the results of international research [23-26] and foreign practices
[27-29].

To create a trusted environment for the development and im-
plementation of automated shipping systems, it is necessary to
comply with the basic principles below. This list contains links
to sources that provide definitions for previously formulated
terms. It also provides definitions and explanations for additional
terms that have been formulated again.

— “security” [6, 11] of hardware and software platforms and
complexes, software, equipment and technologies (further — plat-
forms, complexes, tools and technologies) of computer based
autonomous shipping systems;

— “protectionability” [6, 11] of platforms, complexes, tools
and technologies of computer based autonomous shipping sys-
tems;

— controllability of platforms, complexes, tools and technolo-
gies of computer based autonomous shipping systems. This prin-
ciple establishes the mandatory availability of a complete set of
documents for platforms, complexes, tools and technologies,
including documentation on the compliance of their components
and processes for achieving work results individually and jointly
as part of computing systems with security requirements. A
computing system is understood to mean a SHC or a set of SHCs
that form a single infrastructure for solving problems;

— “completeness” [6, 11, 30] of platforms, complexes, tools
and technologies of computer based autonomous shipping sys-
tems;

— technological sovereignty in the field of platforms, com-
plexes, tools and technologies of computer based autonomous
shipping systems. The principle of technological sovereignty
assumes the preferential use of domestic solutions in the plat-
forms, complexes, tools and technologies of computer based
autonomous shipping systems, as well as their independence
from imports, transfer of information, including technological

information, outside the Russian Federation. Technological sov-
ereignty is aimed at ensuring the completeness of platforms,
complexes, tools and technologies of automated autonomous
shipping systems under any external conditions;

— «industrial level» [6, 11, 30] of platforms, complexes, tools
and technologies of computer based autonomous shipping sys-
tems;

— “universality” [6, 11, 30] of platforms, complexes, tools
and technologies of computer based autonomous shipping sys-
tems;

— “guarantees for the development and support” [6, 11, 30] of
platforms, complexes, tools and technologies of computer based
autonomous shipping systems;

— compatibility of platforms, complexes, tools and technolo-
gies of computer based autonomous shipping system;

— flexibility of platforms, complexes, tools and technologies
of computer based autonomous shipping systems. Flexibility
provides the ability to create a variety of computing system ar-
chitectures based on components of platforms, complexes, tools
and technologies of autonomous shipping systems;

— promptability of platforms, complexes, tools and technolo-
gies of computer based autonomous shipping systems. Prompta-
bility ensures a reduction in the time required to move from sci-
entific or applied research to the creation of computing systems

— continuity (inheritance) of platforms, complexes, tools and
technologies of computer based autonomous shipping systems.
The principle of continuity (inheritance) is aimed at ensuring a
gradual transition to domestic special software through the con-
sistent replacement of special software operating under the con-
trol of operating systems from unfriendly countries (inheritance
software);

— integrity of the innovation cycle of platforms, complexes,
tools and technologies of computer based autonomous shipping
systems;

— “support of competition” [6, 11] in the field of platforms,
complexes, tools and technologies of computer based autono-
mous shipping systems.

The principles considered were developed taking into account
the experience of developing and implementing national secure
hardware and software platforms for critical information infra-
structure [6], the provisions of GOST R 56939-2024, the results
of foreign research and practices (zero trust [26, 28, 29], multi-
level (echeloned) protection [27, 31], etc.).

Conclusion

The conducted research is aimed at reducing the security
risks of critical information infrastructure caused by dependence
on import of software and hardware platforms and complexes,
software, equipment and technologies of autonomous navigation
systems and incomplete consideration of risk factors.

The research uses a systems approach using methods of anal-
ysis and synthesis of complex systems, information protection,
creation of automated systems in a secure design, ensuring the
security of critical information infrastructure, theory of law.

12 Federal Law “Code of Inland Water Transport of the Russian Federation" dated March 03, 2001, No. 24-FL.
13 Federal Law “Code of Merchant Shipping of the Russian Federation” dated April 30, 1999. No. 81-FL,

14 GOST R 59298-2021. Unmanned inland navigation vessels. Terms and defini-tions.

15 GOST R 59284-2020. Unmanned vessels of the technical fleet. General requirements.

—
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The presented basic configuration of autonomous shipping
systems takes into account the features affecting their security in
the physical and non-physical areas of committing acts of illegal
interference. Model of interrelations of security areas Russian
approaches to regulatory regulation of the security of computer
based systems of autonomous shipping on inland waterways
from acts of illegal interference of physical and non-physical
nature of origin.

The obtained results make it possible to increase the security
of critical information infrastructure through the use of trusted
secure platforms, complexes, tools and technologies in the crea-
tion and operation of computer based systems for various pur-
poses.
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O AOBEPUU K CUCTEMAM ABTOHOMHOIO CYJOXOACTBA KPUTUYECKOMN
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AHHOTaUuA

B pabote paccMoTpeHa npobiema obecnieveHns 6€30MacHOCTU KpUTMHECKON MHPOPMaALIMOHHOM MHpacTpykTypbl Poccuiickoin ®eaepaunn (KU) B Hactn
KOMMbIOTEPU3NPOBAHHBIX CUCTEM aBTOHOMHOTO CyZOXOACTBA. B 3TMX cucTeMax mo-mpexkHeMy MCMOMb3yloTCA 3apybexxHble anmapaTtHble ¥ MpOrpaMMHble
CPeACTBa, MHPOPMALMOHHbIE U TENEeKOMMYHUKALMOHHblE TEXHONOrMM, TEXHONOTMM ABTOMATU3MPOBAHHOIO (ABTOMATUYECKOro) YMpaBneHWA W
UCKYCCTBEHHOTO WHTENNeKTa. B cBA3M ¢ HapyLIeHMAMM LiemoYek MOCTaBOK, He YCTPaHAEMbIMU YA3BMMOCTAMU U HeJeKNapUpOBaHHBIMU BO3MOXHOCTAMM
ZloBepue K 3apy6exHbIM CpefiCTBaM M TEXHOJNIOrMAM MofopBaHo. VX ncnonb3oBaHMe B CUCTEMaX aBTOHOMHOMO CYZOXOZCTBA CO3AAET JOMOSHUTESbHbIE
puckn 6esonacHoct KMM 1 HaumoHanbHoi 6e3onacHocTu B LiesioM. HacToslee nccnefoBaHWe HampaBieHO Ha CHUKEHME yKa3aHHbIX PUCKOB 3a cyeT
UCMOJb30BaHMA NPU CO3AAHUM U SKCMTyaTalMM KOMMbIOTEPU3MPOBAHHBIX CUCTEM aBTOHOMHOTO CyAOXOACTBA Ha BHYTPEHHUX BOAHbBIX MyTAX JOBEPEHHbIX
3aLLMLLIEHHBIX aMMapaTHO-MPOrPaMMHbIX MIaThOpM, NMpOrpaMMHO-anMapaTHbIX KOMMIEKCOB, CPEACTB U TexHosoruii. B paboTe peannsoBaH cuCTeMHbIN
NoAX0J, UCMOMb30BaHbl METOAbI aHaNM3a U CUHTE3a CJIOXKHBIX CUCTEM, 3alLuTbl MHPOPMALMK, CO3JaHNA aBTOMATU3MPOBAHHBIX CUCTEM B 3aLLMLLEHHOM
UCMosiHeHUM, obecneyeHns 6e30MacHOCTM KpUTUYECKON MHGOPMALIMOHHOW MHDPACTPYKTYpbl, TeOpuM npaea. B ctatbe npuBeaeHbl 6asoBas KoHUrypaLua
CHUCTEM aBTOHOMHOTO CyAOXOZCTBAa Ha BHYTPEHHUX BOZHbIX MyTAX W OTPaeHbl OCOBEHHOCTH, BhMAlOLME Ha X GesomacHocTb. OnpefeneH cocTas
TMnoBbix o6bekToB KMW, dyHKUMOHMpYIOLIMX B COCTaBe CUCTEM aBTOHOMHOTO CyAOXOACTBA HAa BHYTPEHHMX BOAHbIX MyTAX, MpUBeAeHa MoZenb
OTHOleHU obnacteit ux 6esonacHocTU. W3noxeHbl 6asoBble MPUHLMMBI CO3JaHUA [AOBEPEHHOW CpeAbl pa3paboTku U peanusauuu
KOMMbIOTEPU3UPOBAHHBIX CUCTEM aBTOHOMHOTO CYAOXOACTBA HA BHYTPEHHUX BOAHBIX MyTAX. [1ofly4eHHble pesynbTaThl MO3BONAIOT MOBLICUTL Ge30MacHOCTL
KMW 3a cyeT cHWKEHMA PUCKOB, CBA3AHHBIX C 3aBUCMMOCTbIO OT UMMOPTa. basoBbie MpUHLMMBI CO3aHNA AOBEPEHHOM Ccpefibl pa3paboTKu U peanusaLum
KOMMbIOTEPU3UPOBAHHBIX CUCTEM aBTOHOMHOIO CyAOXOACTBAa O6MaAaloT MPU3HaKaMM OBLLHOCTM, YTO MO3BOJNIAET PacrpOCTPaHWUTb MX Ha Apyrue BUAbI
TpaHcnopTa.

Knioyeebie cnoea: aemomamusupoeaHHAA cCUCMEMA 6 3AUWUULEHHOM UCNOJIHEHUU, d8MOHOMHOe Ccydoxodcmeo, annapamHo-npozpaMmHas nnameopma,
UMNOPMOHE3a8UCUMOCMb, UHOPMAUUOHHAA 6e30nacHOCMb, KOMNbIOMEPU3UPOBAHHAA CUCMEMd, KpUmMUYecKaa UHGOPMAUUOHHAA UHGpacmpykmypa, obbekm
Kpumuyeckoli UHGOPMAUUOHHOU UHGPACMPYKMYpbI, CUCMEMA AEMOHOMHO20 Cydoxo0Cmed, NPOPammHO-aNNAaPAMHbIL KOMNJIEKC, MEXHO/I02U4eCKas He3aeUCUMOCMb
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