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An analysis of the performance indicators multiservice telecommuni-
cation networks using the sixth technological order based on the NGN
(Next Generation Network) architectural concept and future FN
(Future Networks) networks was carried out to build high-perform-
ance steganographic systems with increased covert channels through-
put, ensuring the achievement of a certain level information security.
Comprehensive criteria for the efficiency the functioning stegano-
graphic systems are considered and the channel capacity of the
steganosystem as a communication system with packet switching is
selected. On the basis of the study, a new approach to constructing a
method for evaluating complex indicators of the quality of stegano-
graphic communication during embedding and extracting hidden data
is proposed. The quality of steganographic communication refers to
the properties stegano communication to ensure the efficiency of the
system, both timely and reliable transmission of messages. On the
basis of the proposed approach, the effectiveness steganographic sys-
tems in the construction of covert channels for the transmission secret
data transmitted over communication channels was studied. Taking
into account the new entropy approach, a method for calculating the
indicators of the latent throughput steganographic systems in packet-
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switched communication networks has been created. As a result of the
study calculation method, important analytical expressions were
obtained for evaluating complex indicators throughput steganograph-
ic systems, such as the throughput of covert channels, the maximum
possible value of the performance of a binary source packets, the aver-
age packet transmission time with the proposed coding scheme, and
the residual throughput of the communication channel. Based on the
results obtained, covert channel performance in steganographic sys-
tems was simulated using the Communications Toolbox package, an
extension of the standard Matlab environment designed for calculating
and modeling communication systems. The table contains indicators of
the residual throughput of the system and the parameters of covert
channel, taking into account the lengths of the headers of the network
and channel levels of the open systems interaction models. With the
considered method counteraction, a graphical dependence of the max-
imum value residual system throughput on the covert channel param-
eter is plotted. On the basis of the analysis, actual problems are iden-
tified, recommendations are developed to improve the efficiency of
the use steganographic systems architectures for multiservice
telecommunication networks.
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Introduction

The intensive development of multiservice telecommunica-
tion networks based on the concepts of the digital economy, the
Fourth Industrial Revolution and the sixth technological order
requires the construction steganographic systems with increased
capacity of covert channels, ensuring the achievement of a cer-
tain level information security.

The studies carried out in [1, 2, 3] show that multiservice tel-
ecommunication networks based on the architectural concepts of
the next NGN and future FN generations are today a particularly
vulnerable place for information security violations. In this case,
it is impossible to guarantee the safety of data during their pas-
sage through public media such as electrical and optical commu-
nication channels, the Internet, terrestrial, wireless, and space
channels. Therefore, messages transmitted over various tele-
communication channels using advanced technologies are in
particular need to protect information from unauthorized sub-
scriber and network access.

Currently, there are two main directions in solving the prob-
lem of protecting information from unauthorized access [1-5]:
cryptography and steganography. The purpose of cryptography is
to hide the content of a message through encryption. Steganogra-
phy hides the very fact of the existence and transmission of a
secret message through covert channels. In this case, not only is
the fact of forwarding some secret message from Alice to Bob
hidden, but Eve does not even know that Alice is communicating
with Bob.

The construction of covert channels and ensuring the security
of information using the methods, algorithms and tools ste-
ganographic systems is an extremely urgent task in telecommu-
nication systems [1, 4, 6].

Thus, steganography studies the methods by which the very
fact of the transmission multimedia type information is con-
cealed. The studied methods have shown [1, 4, 6, 7] that ste-
ganography allows not only covert transmission multimedia data

Lﬁu , but also to solve the problems of noise-immune authentica-

tion, protection of information from unauthorized subscriber and
network access, tracking the dissemination information over
multiservice telecommunication networks, information search in
multimedia databases.

The analysis of publications devoted to steganography allows
us to single out works [1-3] published in the territory of the CIS
(Countries of Independent States) and foreign countries as the
base ones both in terms time of their publication, the number
citations, the volume of the material presented, and in terms of
the number analyzed and systematized literature sources on se-
lected problem [4-8]. These works outline the approaches, prin-
ciples and tasks steganography and steganalysis as a communica-
tion system [9-12]. There are also known approaches to estimat-
ing the capacity of covert channels with noise using information
theory methods [6, 8, 13, 14]

In this paper, we consider the problem of studying the princi-
ple constructing covert channels in multi-service packet-switched
telecommunication networks with the introduction methods for
countering and estimating the indicators maximum throughput.
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Statement of the research problem.

It is known [1, 4, 6, 7] that information is presented in the
form messages and transmitted in the form of a sequence charac-
ters. From the source to the receiver, the message is transmitted
through some material medium, which is a communication chan-
nel. In steganographic systems, a discrete channel is widely used —
this is a communication channel used to transmit discrete messag-
es. Usually, a discrete channel is a set technical means that ensure
the transmission of a digital signal. On the basis of a discrete
channel, a covert communication channel is implemented to
transmit secret messages in the form of a container package [1].

It should be noted that a covert channel is a telecommunica-
tions communication channel that sends information using a dif-
ferent method and algorithm, which was not originally intended
for this [1, 8]. It is generally accepted that a covert channel is a
kind disguised, unauthorized transmission messages to a third
party that violates the system security policy. However, covert
channels can also be used by authorized users using ste-
ganographic methods and algorithms, which are based on the
features of the presentation messages transmitted to communica-
tion channels [1, 3, 4, 5].

In this case, a hidden message of a multimedia type means a
variety of methods that modify data and programs, text, audio
and video. Strictly speaking, this variant refers to hiding infor-
mation in text documents, hiding data in speech messages and
hiding information in video data or moving images (Data, Audio,
Video — D, A, V). Covert channel stegomethods use mainly text,
audio and video data as a container.

Due to the fact that the organization of hidden attachments is
possible mainly due to the redundancy of the type data that is
chosen by the carrier, the popularity of using audio and video
data for this task is obvious, as the most redundant. Then, when
using container packet technology, the length of the hidden mes-
sage multimedia type is expressed as

K _
Ly :Z Ly =Ly +L+L,, i=1K M

i=1

Based on (1), we assume that during the transmission of hid-
den information in voice messages 20ms , a packet is formed

from 160bayt, every time one information A¢, =125mks is writ-
ten to the container 1bayt . Therefore, instead of streams of traf-

fic packets, streams of container packets are considered [11].

In multiservice networks with packet switching, covert chan-
nels are widely used technologies and protocol stack MPLS
(MultiProtocol Label Switching) TCP/IP (Transport Control Pro-
tocol/Internet Protocol) and IP/MPLS(Internet Protocol/MPLS).
The IP/MPLS header consists of several labels, like a service
packet.

Research and evaluation of the effectiveness
steganographic systems

One of the important criteria for the effectiveness of the func-
tioning steganographic systems is the channel bandwidth of the
steganosystem as a communication system with packet switching
and is described by the following relationship:
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where £, (4;,L;)— functions that take into account the per-

formance indicators of the functioning steganographic systems as
communication systems, taking into account the rate arrival of
the incoming stream A; when transmitting the stream of the i-th

packet of the traffic container with the length of the hidden mes-
sage L, i=1,K; c*

ax (Li 5 » A ) — the maximum value of the

throughput covert channel steganographic packet switched sys-
tems, taking into account the speed of the incoming stream A, ,

when transmitting a stream i — th container packets with length

L, ,i=1,K . The latter is determined by three indicators of

the bandwidth of the channels of the steganosystem as a commu-
nication system:

Cra Lo 240 = o (A L) =G (A, L)~ G (A, L)
i=1,K, 3)

.nd

where C* (4,,L,)~ total maximum throughput of a commu-

nication system using packet-switched steganography systems,
taking into account the incoming flow rates A, when transmit-

ting the stream of the i —th packet with length L, i=1,K ;
C™ (4,.,L. ) and C (A,

max max

L, ) — respectively, the chan-

.n? .c?
nel capacity of the communication system using steganographic
systems (information or useful and service channels), taking into
account the speed of the incoming stream A, and A, when

transmitting the stream of the

L andlL, ..

Expressions (1), (2) and (3) characterize the general essence
of the efficiency of a steganographic system, taking into account
the parameters of the packets, indicators useful, service and cov-
ert communication channels, which make it possible to describe
the considered new approach to constructing a method for as-
sessing the quality of steganosystem when embedding and ex-
tracting hidden data.

i-th packet with length

Analysis of indicators residual system throughput

To build a covert channel, a counteraction method was used
based on changing the length of each transmitted packet (useful
and service), which has a uniform distribution on the set

Nay’ U{0}, which create an additional load on the common

communication channel. An important question that arises in this
case is the estimation of the residual throughput steganographic
systems when introducing a method for changing the field of a
useful and service packet of a hidden message and is equal to:

okc
Cn:f:x(L,-n) = M
. L..n + Lcny (ll)

1

(L,+L.).,i=1,K, 4

where Lmy (ﬂl)— the length of the service transmitted packet,

taking into account the protocol unit and the control field of the
information packet network and link level of the model.

Expression (4) characterizes the residual capacity ste-
ganographic systems with the introduction of the method chang-
ing the field of the useful and service packet of the covert mes-
sage and determines the potential of the covert channel.

Taking into account the uniform distribution of the symbol
transmitted over the covert channel (due to the largest uncertain-
ty — entropy) and the parameter of the counteraction approach

agb , expression (4) will take the following form [6, 8, 9]:
Cokc i L.
Cr:f;X(Lln): max( 12 l) _ 'E[Ll-],
' E[L ]+ L, (k)+0,5¢a,
i=1,K, (%)

where E[L,]— average length of total transmitted packets over a

communication channel; a,jb — the number of code element in

the implementation dummy bits per packet, determined by the
values of a random variable that has a uniform distribution on the

set Na U{0}.

Expression (5) determines the loss of the total throughput
network steganography as a communication system when using
the countermeasure method.

Among the ways to counter information leakage through
network covert channels, it is customary to single out detection,
elimination, and throughput limitation [3, 8].

Based on the entropy approach in the absence of restrictions

on the value of the variance o for a uniform distribu-

F(x)=1/(6—a) has the
= log,(6—a) . Given the last assumption and the dura-

tion maximum

H

tion of the transmission of one message i-th packets T (/11.) , the

entropy
V max
maximum possible value of the performance of the packet source
is determined as follows:

(ﬂz) = [HVmax /T(/?“l )] < Crflkax (Li.k ’/?“i.k) >
i=1,K (6)

[l’l. max

The fulfillment condition (6) means that the system has a
method for optimal coding and decoding data (an efficient meth-
od modulation and coding, a signal-code design) transmitted via
covert channels, in which the error probability is arbitrarily small

Py.—>0,H,(U)=0
Based on the new approach and using expressions (6), we ob-

tain in a compact form the formula for the maximum value of the
covert channel throughput:

log,L,, (k)
E[T, (4, L))

Cf:ax (Li.k’/li.k) = i=1,K (7

Expression (7) takes into account the indicators of covert
channel, the lengths of the network and link layer headers open
systems interaction model and is described in a very compact
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way in comparison with the works obtained by the formula for
the covert channel throughput [8, 13].
For engineering calculation, taking into account covert chan-

nel indicators ¢ and L, (k), and also with the considered

method counteraction, the residual channel throughput is as fol-
lows:

res 2CI:II;§( /11" Li

Cmax(Li.n) = ( )qg E[Lz]:
2E[L]+L, (k) af +1)

i=1,K ®)

Expression (8) determines the maximum value of the loss of
the total throughput communication channel. In addition, (8)
determines the capabilities of the steganography system in the
transmission secret data, the efficiency use and potential re-
sources of the covert channel.

Numerical results and interpretation

On the basis of the calculation method, a numerical assess-
ment was made by modeling covert channel indicators in ste-
ganographic systems using the Communications Toolbox pack-
age - an extension of the standard Matlab environment, R 2019b,
designed for calculating and modeling communication systems.
The results obtained are explicitly listed in table 1.

Table 1

Residual system throughput and covert channel parameters
for o =(16,...,500) bit

Parameters | £[L,], 64 [100 [ 128 [ 256 [ 328 | 400 | 512 | 640

of covert byte

channel and ™ (4,1,),| 64 [ 128 [ 512 | 1024 | 2048 | 4096 | 8192 | 16384

protocol max 17>

stack Kbyte /s

IPMPLS [ (k)- s 110152 ] 25 |30 | 32 35

steganogra- byte

phy system € (L, ),|35:35]91.43133099(736.36 146,69 292571 5637,51 [ 1133596
max 107 | 35,161 50,69 | 55,28 |199,58| 217,36 | 314,32 | 604,54 | 1114,62
Kbyte /s

Relative AO(L,,)- |63:52[35.44]16,70[15,10] 14,82 [10,74] 10,72 | 9,83

residual o,

capacity

The analysis shows that Table 1 shows the important values
of covert channel indicators, the total maximum value communi-
cation channel throughput for some values of the countermeasure

method parameter agb and the average length of the total trans-

mitted packets over the communication channel.

Thus, from numerical calculations it follows that with an in-
crease in the parameters of the covert channel and the IP/MPLS
protocol stack of the steganography system, the maximum value
of the residual throughput of the system increases, which meets
the requirements for the quality of steganographic communica-
tion.

Based on the results modeling covert channel indicators, Fig.
1 plots a graphical dependence of the maximum value of the re-
sidual system throughput on the covert channel parameter for a
given indicator of packet-switched communication networks.
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Graphical dependency analysis
cre (L) = F{C% (4,L),ef, E[L]} indicates that an in-

max max

crease in the covert channel parameter a,fb , leads to a decrease

C (L,)<(2000,...,1960) Kbps a system that meets the

max
quality requirements of steganographic communication when
using methods to counter the specified type covert of channels,
by randomly changing the parameters packets and
communication channels.
In addition, from Figure 1 it follows that the desired value

Co(L,,) and its noticeable change begins with the values

al > (100,..,150)  bit at  E[L,]>2000bit  and
oks
C% (4,L,) > 2048Kbps.
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Fig. 1. Graphic dependence of the maximum value of the residual
throughput system on the parameter covert channel packet switched
communication networks

Efficiency use and distribution throughput system resources
steganographic systems

Based on the method calculation and analysis (3), it is possi-
ble to determine the maximum value of the covert channel
bandwidth steganographic packet-switched systems:

Cr (Lijs i) = Coe (4> L) — Cra(Li)

max max max

i=1,K )

One of the criteria that allows one to compare the efficiency
allocating bandwidth resources of covert data transmission sys-

tems is the ratio C,.. (L, ,)to the total throughput communica-

tion systems C% (4., L.):

max

AQ(Lln) — 1_ C]Lmélx (LL11) ,
' Crax (AisLiy)

max

i=1,K, (10)
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Expressions (9) and (10) allow estimating the channel re-
sources, temporal and informative characteristics of the covert
channel of steganographic systems.

Thus, the performed analysis shows that the possible scenari-
os for the efficient use of covert channel resources in network
steganography are not limited to those described in this section.

Conclusions

As a result of the study, a new approach was proposed to cre-
ate a method for calculating the throughput of covert channel
steganographic systems, taking into account the performance
indicators packet switched communication networks, methods
counteraction control and distribution communication channel
resources.

On the basis of the calculation method, analytical expressions
were obtained for estimating the indicators of the residual system
throughput and the average packet transmission time, taking into
account the covert channel parameter and the IP/MPLS protocol
stack of the steganography system.

The indicators Table 1 and the graphic dependence of the
maximum residual throughput on the covert channel parame-
ter are analyzed.

It has been established that a strong dependence of covert

channel throughput C

ax (L, ) of the total number parameters

0{,‘5’ , E[L] and Lw(k) is the main disadvantage ste-

ganographic systems using a packet switched communication
network and this countermeasure method.

As a result, the throughput of the covert channel, the reliabil-
ity network operation and protection against unauthorized access
along the perimeter subscriber and network communication lines
are significantly reduced.
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AHHOTauuA

[NpoeeaeH aHanu3 nokasatenen 3¢pPEKTUBHOCTU MYNIbTUCEPBUCHBIX TENIEKOMMYHUKALMOHHBIX CETe C UCMOJIb3OBAHUEM LLIECTOrO TEXHO-
noruyeckoro yknaga Ha 6ase apxutektypHoi koHuenumn NGN (Next Generation Network) u 6yaywmx ceteit FN (Future Networks),
[N NMOCTPOEHUA BbICOKOI(DEKTUBHBIX CTeraHorpam4eckMX CUCTEM C MOBbILIEHHOW MPOMYCKHOW CMOCOBHOCTLIO CKPbIThIX KaHanos,
obecneunBatoLLie JOCTUXEHNE OMpeAeNneHHOro ypoBHA MHpOPMaLMOHHOM 6esonacHoCTU. PaccMOTpeHbl KOMMIIEKCHbIE KpuTepun 3¢-
peKTUBHOCTU PYHKLIMOHUPOBAHUA CTeraHOrpadpU4ecknx CUCTEM U BbiOpaHa NporyckHas CNOCOBHOCTbL KaHasa CTeraHOCUCTEMbI Kak CUC-
TeMbl CBA3M C KOMMyTalMel NakeToB. Ha ocHoBe ncceoBaHMA NpeAnoXeH HOBbIV MOAXOZ K MOCTPOEHUIO MeTOAA OLIEHKU KOMIMIIEKCHBIX
nokasarenei KayecTsa paboTbl cTeraHorpacu4ecKon CBA3M Mpyu BCTPAMBAHUM U MPU U3BMEHEHUN CKPbITbIX AaHHbIX. Ha 6ase npeanoxer-
HOro noaxoAa UccnefoBaHbl 3 PEKTUBHOCTU cTeraHorpacn4ecKMx CUCTEM MpU MOCTPOEHUM CKPbITbIX KaHAJIOB 1A Nepesadn CeKPETHbIX
JaHHbIX, NepeJaBaeMbiX MO KaHaiaM CBA3W. YUMTbIBaA HOBbIA SHTPOMUIMHBINA MOAXOA CO3/aH METOZ, pacyeTa MokKasaTtenei CKpbITON Mpo-
MyCKHOWM CMOCOBHOCTU cTeraHorpacu4eckMx CUCTEM B CETAX CBA3M C KOMMyTalumel nakeTos. B pesynbrate uccnegoBaHus MeToga pacye-
Ta MOMyYeHbl BaXKHbIE aHANIUTUYECKME BbIPAXKEHUSA, AIA OLIEHKM KOMIMIIEKCHbIX MOKa3aTesieil MaKCMMarnbHOM NpOrMyCKHOM CNocobHOCTH cTe-
raHorpagpu4eckmMx CUCTEM Kak MpOMyCKHas CMOCOOHOCTb CKPbITbIX KaHasIoB, MPU NPEAJSIOKEHHOM CXeMe KOAMPOBAaHUA TaK U OCTaTOYHas
MpOMycKHas CNOcoBHOCTb KaHasa cBA3W. Ha ocHoBe MomyyeHHbIX pe3y/bTaToB NMPOBEAEHO MOAEIMPOBAHME MOKa3aTenel CKpbITbIX KaHa-
NIOB B CcTeraHorpacuyecknux cucteMax ¢ ucrnosb3oBaHueM nakera Communications Toolbox - paclumpenune craHaapTHoW cpeabl Matlab,
npeAHa3Ha4eHHOe AJIA pacieTa U MOAENIMPOBaHUA CUCTEM CBA3M. B Tabnuuy BHeCeHb! MokasaTenu oCTaToO4HOM MPOMYCKHOWM cnocobHoCTM
CMUCTEMbI U MapaMeTpbl CKPbITOrO KaHasa C Y4eTOM /JJIMH 3aroJIOBKOB CETEBOTO U KaHaslIbHOrO YPOBHEN MOZesNei B3auMOAeNCTBUA OTKpPbI-
TbIX CUCTEM.

Knioyeeble cnoea: cmezaHozpaguyeckas cucmemad, CKpbimblli KaHas, 01UHA hakema, Ka4ecmeo cmezaHozpacpuyeckoll ceAsu,
npomusodeticmeue, 3¢pcheKmueHoCMb, 0CMAMOYHAA NPONYCKHAA CNOCOBHOCMb.
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