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An operating device has been designed for long term aggregating,
storing and visualizing climate records with a view to their further
publication in a cloud service. In order to address the given problem
a number of technical issues related to the device concept develop-
ment and its operating algorithms were solved. The device runs using
the MQTT protocol and a microcontroller unit based on ESP8266
chip which is designated for the application in Internet of Things (IoT)
devices. The designed system is based on open-source software and
allows providing access to the received data to all authorized users.
The system is expanded easily since the number of attached sensors
and peripheral units can change and the program can be transformed
so as to solve emerging tasks. The ability to connect the Internet
from any access point provides the mobility for the device and per-
mits to make measurements within the range of a Wi-Fi network. In
some instances, it is convenient to use smart phones or tablets that
have access to the Internet via cellular networks for research and sci-
entific experiments. In this case, mobile devices can act as monitors
to control the system operation. This device can be useful for carry-
ing out research work when data collection over a long period of time
and long-term storage of information with the possibility of its further
processing are essential. The examples are automatic monitoring of
the equipment, medical supervision of patients' health or gathering
and processing of various climate parameters. Undergraduate stu-
dents can also make use of the developed device when studying loT
technology.
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Introduction

Nowadays there is a large number of systems for remote data
control and display on the information technology market. Most
of them are quite capable of coping with industrial tasks, but
cannot always be applied to small tasks because of uneconomical
prospects for the installation of cumbersome software and hard-
ware systems. The work presents the developed functioning sys-
tem for aggregating climatic parameters (humidity, air tempera-
ture, atmospheric pressure, luminous intensity). These parame-
ters are sent to the cloud server for storage or further processing.
The structural diagram of this device is given as well as its con-
nection to the cloud service and its basic settings are described.
The relevance of the development of this device stems from the
growing need to use IoT technology and its application in all
areas of human activity [1].

Internet of Things Features

A. MQTT Protocol Operation in IoT Technology

The development of successful IoT applications [2] implies
several tasks: mobility, reliability and scalability. The first task
derives from the fact that the change of IoT device location re-
sults in the change of its IP address and, therefore, necessitates
that the work of routing protocols be organized. While ensuring
its high reliability, the system should collect and transmit data
from different devices without disrupting its operation.

The requirement for scalability originates from the possibility
of increasing the number of [oT devices connected to the net-
work. In the general case, the following model of device interac-
tion in the Internet of Things is adopted. Terminal devices, detec-
tors, sensors interact with each other (the so-called D2D or De-
vice to Device interaction). Information aggregated by the devic-
es is sent to a server for further analysis and processing (D2S or
Device to Server interaction). The server may comprise several
computing machines or objects which also need to communicate
with each other (S2S or Server to Server interaction) [2].

At the moment there is a variety of different types of applica-
tion layer protocols being used for IoT device interaction. The
most common protocol used in [oT technology today is MQTT.

MQTT (Message Queuing Telemetry Transport) is a net-
work protocol for messages between devices implementing the
Master/Slave model that are transported over low bandwidth
networks [3]. It was developed by IBM, which has its own ser-
vice, IBM Cloud, for building IoT networks. The protocol oper-
ates on top of TCP/IP stack that provides a simple and reliable
data stream. MQTT is aimed at stable transmitting information
aggregated from a large number of devices. It’s a credible
transport for the IT infrastructure. The protocol is designed for a
large network of small devices that need managing from the
cloud. It is utilized for “multicast” data transmission to many
receivers as well. The MQTT protocol is extremely easy to use;
it implies several control options. An example of this protocol
functioning is oil pipeline monitoring for leaks or acts of vandal-
ism. The protocol allows transferring the information which is
received from a thousand of sensors and is needed to be concen-
trated in one place to be analyzed. When the monitoring system
detects a problem, it is able to take actions to address it.

There are several reasons why the MQTT protocol was cho-
sen for the implementation of a device for climate data collec-
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tion. Firstly, it is aimed at efficient handling of multiple small
requests, which fully corresponds to the algorithm of the de-
signed device for collecting climatic parameters. Secondly, it is
well documented and doesn’t require large processor capacities
for data transfer organization. Thirdly, a sufficient number of
libraries for microcontroller platforms have been created for the
protocol.

MQTT represents an application layer protocol of the OSI
model. It runs over the TCP/IP protocol stack. MQTT is a proto-
col for exchanging messages according to the Publish-
er/Subscriber model [3]. Information exchange via this protocol

is illustrated in Fig. 1.
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Fig. 1. The scheme of interaction between the participants
of data exchange in the MQTT ideology

The communications system based on the MQTT protocol
consists of a publisher server, a broker server and some clients.
Every client publishing a message for the broker incorporates a
subject into the message. The subject represents routing infor-
mation for the broker. Every client wising to receive messages
subscribes to a specific subject, and the broker delivers all the
messages with corresponding subjects to the client. Therefore
clients don’t need to know each other, they communicate only on
the subject. Such kind of architecture allows to expand the solu-
tions not considering the relations between data sources and their
consumers.
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The MQTT protocol can be used for telemetry and remote
monitoring of various objects. This makes it possible to receive
data from different devices when some events occur. The ex-
change of messages in the MQTT protocol is carried out between
a client, a subscriber or the broker of messages. The publisher
sends information to the broker indicating a certain subject in the
message. Subscribers can receive different data from multiple
publishers according to the subscription for corresponding sub-
jects. The MQTT protocol features are described in detail in the
specification [3].

Thus, the MQTT protocol is one of the most commonly used
ones in the IoT sphere with the support for almost all cloud ser-
vices. The MQTT provides a scalable and efficient Publish-
er/Subscriber model for data transmission. Also, the protocol
does well in networks with unstable level of signal reception.
The minimum amount of service information, the availability of
classes of service and the hierarchical structure are the ad-
vantages of MQTT. This is confirmed by a great variety of both
client and server open source software. Moreover, this protocol
was specially developed for data transferring from devices of
low power consumption. It is aimed at the minimal amount of
time needed for data exchange between the devices since the
time spent for transmitting information between the devices af-
fects the duration of autonomous device functioning.

B. Overview of IoT Service for Data Receiving and
Processing

ThingSpeak [4] service is one of the possible options for or-
ganizing a data aggregation device. In addition to the HTTP pro-
tocol, it supports transmitting via the MQTT protocol.
ThingSpeak provides free access for non-commercial projects
with a limited number of channels and some frequency of data
updates. Messages cannot be received more often than once eve-
ry 15 seconds. It is a kind of protection from exceeding the limit
of 8,200 messages a day.

The principal features of ThingSpeak include aggregating da-
ta issued in real time by a publisher, storing it on a long-term
basis and their further in-depth analysis made by the power of
MATLAB integrated to the service. The analytics can also be
carried out by means of third-party applications. Data export is
provided through the ability to store information arrays in the
CSV database format.

ThingSpeak allows using various statistical methods for data
processing as well as programming actions when channel data
meets a certain condition. This is implemented by programming
algorithms in Python. The channels in which data is sent for stor-
age and visualization are central for the ThingSpeak platform.
The name of each channel is unique. It is comprised of eight
fields for any type of data.

After registering for an account in ThingSpeak it is possible
to create up to four channels, each of which contains eight data
fields. Once a channel is created, you can send data to it, process
and provide access to it through third-party applications by
means of GET or POST requests. Thus, ThingSpeak is the ser-
vice of choice for the implementation of the given task.

III. oject Implementation

A. Designing the Block Diagram for the Data Aggregation
Device

The MQTT Broker is a central node which is responsible for
receiving and sending all messages between publishers and sub-
scribers. A client is any device that connects to the broker and is
able to publish its messages or subscribe for subjects to access
information. Every subject contains routing data necessary for
the broker, i.e. the broker itself is an “address” like a file path in
the file structure. Every client (a Publisher) issues its messages in
a certain subject, and every client (a Subscriber) wising to get
these messages is to subscribe for them. The broker delivers all
the messages of a certain subject to the specified clients. The
block diagram of the interoperation of the climatic data aggrega-
tion device being developed with the ThingSpeak service and
subscribers is illustrated in Fig. 2.
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Fig. 2.The block diagram of the interaction of the designed device
with the ThingSpeak service and the subscribers

Nodemcu Lua unit was chosen to be the basic part of the de-
signed device; the unit has a 32-bitESP8266 microcontroller [5]
on it, which is shown in Fig. 3.
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Fig. 3. The physical appearance of the Nodemcu Lua chip

The Nodemcu Lua chip, where the microcontroller is placed,
contains all the necessary elements for the power supply and
programming of the latter. This platform allows optimizing the
process of small scale projects developing in the IoT sphere. Ac-
cording to the manufacturer’s specification, this chip combines a
microprocessor running at 80MHz and a Wi-Fi unit supporting
IEEE 802.11 b/g/n standards. The microprocessor supports the
TCP/IP protocols. It has ten available input-output (I/O) ports.
The current consumption of this device is up to 215 mA in
transmitting mode and 100 mA in receiving mode.

ESP8266 Wi-Fi unit is able to operate in Access Point mode
as well as in Transmitting Station mode or in both modes at the
same time. The station can be linked to only one access point at a
time. Software for the ESP8266 module is written in different
programming languages including C++.

Various climatic sensors have the possibility to connect to the
module. The block diagram of sensors connecting to the
ESP8266 module is illustrated in Fig. 4.
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Fig. 4. The block diagram of the data aggregation module

The device is powered by a 3.3V stabilized source. A linear
stabilizer located on the chip provides the required voltage to
power the ESP8266 microcontroller and sensors. There is also a
USB to UART interface converter which is needed for the ability
to quickly program the microcontroller. A large number of input-
output ports is not employed in the initial stage of the project
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implementation. This allows for great potential in increasing the
number of external devices and, therefore, addressing additional
problems.

B. Customization of the ThingSpeak Service Application

It is necessary to create information channels and perform
their setting on the ThingSpeak service page. This requires the
registration process to be completed and an account to be made.
After that a new channel and 4 data fields are created in the My
Channels tab on the main page of the website. Each channel is
assigned an identifier (Channel ID). The latter is necessary to set
up a connection of any device to the ThingSpeak database
through the Internet. Since four sensors are used, four channels
are required for receiving data. Once the ThingSpeak service is
configured, it is ready to accept and aggregate data. At the same
time, four data arrays will be formed on the cloud service accord-
ing to the given task. Some information can be added and placed
on the page of the service. The information may represent geo-
graphic coordinates where the measurements are held, a link to a
website page with the project description and some other auxilia-
ry information.

C. Software Development for the Data Aggregation Unit

The next stage in the system designing is to develop a pro-
gram algorithm for the microcontroller. It is necessary to survey
sensors and to transmit the data received from them to the server
in the mqtt.thingspeak.com format set by the MQTT protocol
standard. Fig. 5 shows a general flowchart for the program op-
eration. After the power supply is ON and the hardware of the
microcontroller has been reset, the process of linking up to a Wi-
Fi access point with the SSID parameters and password deter-
mined at the stage of program designing starts. When it is detect-
ed, the DHCP gateway server assigns an [P address to the device.
Upon a successful connection, the system begins to survey sen-
sors cyclically.

Otherwise it waits for setting up a connection. Serial protocol
supporting libraries are used to work with sensors. The applica-
tion of specialized libraries allows to accelerate the designing of
a program. Surveying of a luminous intensity sensor is carried
out by reading the analogue signal value at the input of an ADC.
In case of successful delivery of data to the broker, the infor-
mation being transmitted is displayed in the current value graphs
on the ThingSpeak webpage.

Sensor survey and data publication are made with a given
frequency. An interval equal to 20 seconds was set to update the
data. When the measured values of such climatic parameters as
temperature, atmospheric pressure and humidity are changing
slowly, this periodicity is sufficient. Provided the microcontroller
with an independent power supply is applied, the implementation
of an energy-efficient operation mode is possible. Use of a deep
sleep mode for the microcontroller between the sessions of data
exchange permits extending the operation of the independent
power supply.

D. Data Visualization in the Cloud Service Application

The ThingSpeak service provides the wide range of options
for visualizing the data accepted from sensors. Fig. 6 demon-
strates graphs based on the data being accepted by the channels.
The four graphs show the dynamics of measured parameters.




COMMUNICATIONS

s

I:: Initialzation _-)

~

b

Search for a network access
point with the specified
password 5510

no
Does the network

exizt?

Regiztering and getting an IP
address to access the Intermet

the broker established
“mgtt.thingspeak.com” ?

Generating the client 1D, creating a
topic for publishing data

Serding the registration |0 user narme

and password to the server
1

™

N

Y

Initializing the sensors and the
survey timer

Y

r

Getting data from sensars
and converting it to the required
range of values

'

Generating an array of data for
a payload block

Y

Publishing data on the broker
migtt.thingspeak.com

AN

yes Timer for sensor polling

frequency = 20 seconds?

J

Fig. 5. General flowchart for the program algorithm

Field Z Chart Z O £ %

sensor 2

Humidity
£ &
o [=3

12:00 29, Jul 12:00 30.
Date
ThingSpeak.corm

Field 1 Chart & o S %

sensor 1

Temperature
% & bl

12:00 29, jul 12:00 30. Ju
Date
TRingSEeak com

Field 4 Chart (r

0
b Y
x

sensor 4

Hlurmination

12:00 29, Jul 12:00 30.)
Date
Tingspeak.com
Field 3 Chart & o & =
sensor 3
4
S 7ss
g
£
12:00 29, Jul 12:00 30. Ju

Date

ThingSpeak.com

Fig. 6. Data flow visualization in the form of graphs in a 48-hour period

Moreover, the generation of graphs is carried out in real time
as data packets arrive. This is a standard form of graphic repre-
sentation for the results of measurements. In the settings of the
graph tab you can select the desired time period and the interval
between the values. Close integration of the service with the
MATLAB application provides more opportunities for the pro-
ject and transforms it into a powerful tool for an in-depth analy-
sis of all the data being received.

Despite the novelty of the concept of a device cloud, some
applications of this technology go without saying. Devices from
“the cloud” will allow real-time reception and interexchange of
measurement data accepted from objects and devices located all
over the world using widgets and webpages. The program fea-
tures provide the possibility to add widgets for current value vis-
ualization. Variants of displaying current climatic parameter val-
ues are presented in Fig. 7. Devices from “the cloud” facilitate
standardization of measurements, mutual exchange of tools, in-
formation and experimental results.
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The given version of the ThingSpeak service makes it possi-
ble to store the accumulated data on the server for a year. Data
can be exported to any application for further processing by sav-
ing it in the csv format. The data imported can be displayed by
third-party analysis and visualization programs [6]. This provides
great opportunities for statistical data processing, performing
additional calculations and in-depth analysis of aggregated data.

On-line indicator monitoring can be carried out by means of
accessing data through mobile applications. For instance, the
ThingView mobile application for Android OS allows generating
the graphs illustrated in Fig. 8.

The application enables generation of graphs for the selected
time period or current value tracking, acting as a subscriber to
the data published by the device. To connect the application to
the server, it is enough to specify the identifier (ID) of the chan-
nel assigned to it while being created.

There are quite a few mobile applications that act as sub-
scribers and allow customizing the interface depending on the
type of information displayed. The examples of such applications
for Android OS include ThingViewer, MQTT Dash, Mqtt Dash-
board, Virtuino MQTT. Each of them maintains the visualization
of data in their own graphical interfaces. Moreover, using the
ThingSpeak service gives you the possibility to embed graphs
into the pages of the site with the ability to scale to build your
own monitoring systems.
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The ThingSpeak service gathers daily statistics of received
data packages. The number of the packets accepted allows as-
sessing the transmission quality and the stability of the data con-
veyed.
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E. Areas for Further Study

The increase of incoming data flows by connecting additional
sensor arrays to the master device will significantly expand the
system's capabilities.

The implementation of the given scheme will necessitate the
microcontroller to be switched to a mixed Access Point — Client
operation mode. It allows connecting up to 9 clients in a Wi-Fi
network. The scheme makes it possible to spread sensors over
the Wi-Fi network coverage. Such location of sensors is relevant
if there are physical obstacles as well as if the measurement point
is changed frequently.

GPS module added to every measuring mobile device will
maintain the visualization procedure with displaying measure-
ment points in three-dimensional projections. Intermediate calcu-
lations and preprocessing of data received from a large number
of sensors will optimize the overall traffic from them.

Devices that enable blood pressure, temperature and heart
rate of a person to be measured can be utilized as sensors. Then
such a device may be employed to control a patient’s health at
home.

Conclusion

The operating device was designed to collect data from sen-
sors measuring temperature, humidity, atmospheric pressure,
luminous intensity and to send it a cloud service by means of the
IoT technology. The system has been proven to be operational in
the long-term. A data transfer method with the Publication-
Subscription mechanism was tested. Stable transmission of cli-
mate data to the cloud server was established, and some graphic
relations based on it were modeled.

At present, this device is being used to aggregate data for an
in-depth analysis of interdependences of different parameters.
The implemented model is a baseline one; it allows performing
various functions such as sending text messages, emitting sound
signals, and even conveying necessary correcting commands to
the sensors. It can act as an information and measurement system
which records power consumption at some checkpoints along the
spans of power supply lines as well as carries out automatic re-
mote monitoring of the equipment.

The work is partially supported by the Russian Foundation
for Basic Research (project Ne19-07-00525 A - Developing flow-
based models of routing problems in telecommunications net-
works).
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AHHOTauusa

PaspabotaHo peicTBytoLlee yCTPOMCTBO AJ1A JONTOBPEMEHHOrO COOpPa, XPaHEHWUA U OTODPaKEHUA KIMMATUHECKUX JaHHBIX C LIENbIo UX
JanbHeilel nybnukaumm B obnayHoM cepeuce. [1na peannsaumm nocTaBneHHOMN 3aaqn Obin pelleH pAzg TEXHUHECKUX BOMPOCOB, CBA3aH-
HbIX C pa3paboTKOI KOHLENLMM yCTPOMCTBA U anroputMaMu ero pabotsl. [laHHoe ycTpoicTBo paboTaer ¢ MCMOnb3oBaHUEM MPOTOKONA
MQTT 1 MUKPOKOHTPONNIEPHOrO MOZYyNA Ha OcHoBe MUKpocxeMbl ESP8266. [laHHaa MMKpOCXeMa OpUEHTUPOBaHa 1A MPUMEHEHUA B yCT-
poicteax Internet of Things (IoT). PaspaboTaHHas cucteMa nocTpoeHa Ha OTKPbITOM MPOrpaMMHOM obecrneyeHnn U No3BOJIAET NPeAoCTaB-
NATb JOCTYN K MOJTy4YeHHbIM JaHHbIM BCEM aBTOPU30BaHHbIM Mosb3oBateniaM. CucteMa nerko paclumpsieMa, MOCKOJbKY KONMYECTBO MOAKIIO-
YaeMbIX CEHCOPOB U NepudepuiiHbIX MOAYIE MOXET MEHATLCA, a MPOrpaMMa — MoAUMULIMPOBATLCA ANA pelleHna HOBbIX 3adad. Moaknio-
YeHwue K Nitoboit Touke JocTyna AnsA BbixoAa B VIHTEpHET AenaeT ycTpoMCTBO MOBUIbHBIM U MO3BOJIAET MPOU3BOAUTL U3MEPEHUs B Npeaenax
paguyca gevictena cetn Wi-Fi. B HekoTopbix cryyasx, Ans NpoBeAeHUA UCCNeOBaHUA U Hay4YHbIX SKCMEPUMEHTOB YA0OHO Mcnosnb3osarth
CMapTOHbI UMK NMaHLLIETbI, UMetoLne Bbixos B VHTEepHeT Yepes ceTn coToBoi cBA3W. B aToM cnyvae MOGUNBHBIE YCTPOMCTBA MOTYT BbICTY-
naTb B PONY MOHUTOPOB A/ KOHTPONsA paboTkl cucTeMbl. [laHHOE YCTPOMCTBO MOXET ObITb MOME3HbIM N1 NPOBEAEHUA UCCIIEA0BATENbCKUX
paboT, B KOTOPbIX Ba)KeH AONTOBPEMEHHbIN cOop 1 AnuTenbHOe XpaHeHue MHPOPMaLMM C BOZMOXHOCTLIO ee nocnedytoLeit obpaboTku.
STO MOXET BbITh AaBTOMATUHECKUI MOHUTOPUHT 3a COCTOAHUEM OBOPYA0BaHMA, HABNIOLEHNE 32 COCTOAHUEM 3JOPOBbA NaLMeHTa, cbop 1 06-
paboTka pasfinyHbIX KIMMATUYECKUX MapaMeTpoB. Takxe paspaboTaHHOe YCTPOMCTBO OyfeT nosiesHo AJiA CTYZEHTOB By30B MPpU U3yHYeHUM
TexHonorum loT.

Kniouyeebie cnoea: MHmeprem seweti, npomokon MQTT, dam4uku c6opa uHpopmauuu, 0671a4HbIl Cep8UC, MOHUMOPUHE,
modenb nepedadu daHHbIx usdamens/nodnucyuk, cepsuc ThingSpeak, mukpokoHmponnep ESP8266.
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