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A very promising area of computer network technologies is the
use of Software Defined Network (SDN). The principles of SDN
first emerged in the Stanford and Berkeley research laboratories
and are currently being developed as part of the Open Network
Foundation consortium and the European project OFELIA. The
openness of the OpenFlow standard and the introduction of con-
trol logic into a separate controller simplifies the software and
hardware of active network equipment, which will allow manu-
facturers to reduce its cost in the future, and therefore reduce
the cost of creating computer networks. Therefore, research in
this area is very promising. This work is devoted to the study of
the performance of SDN, namely, how the implementation of the
OpenFlow protocol affects the quality of data transfer between
network devices. Using a single stream, the maximum through-
put is estimated. To do this, three experimental installations of a
network with different network devices, a switch, a router and an
OpenFlow device, as well as a dedicated Linux server with sup-
port for the OpenFlow protocol, are assembled. The essence of
the experiments is to change the size of packets and the size of
the forwarding table to assess the performance of SDN with dif-
ferent network devices. The results of the analysis showed that
the implementation of OpenFlow on Linux systems is able to
offer very good performance. OpenFlow shows good perform-
ance with a large number of threads.
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Introduction

The needs of enterprises set the need for networks that can
adapt to constantly changing business, enterprise growth and ser-
vice development. Therefore, it is important to understand the
principles of what the corporate network is and how it is formed
and adapted to meet the needs of society. An enterprise network
is initially the interconnection of objects belonging to a specific
functional group or organization, which primarily ensures the
sharing of resources such as printers and file servers. Modern net-
works have practically exhausted their capabilities, increased rout-
ing time, and difficulties appeared in configuring the network and
managing flows in it. Network virtualization and routing, mapping
multiple logically isolated networks with independent resources,
do not help meet today's needs. The cost of deploying such net-
works is incomparably high.

Modern corporate networks are built on the basis of many net-
work devices, such as routers, switches, firewalls, etc. They can
work independently of other devices, independently determine the
rules for processing network packets on devices. Service infor-
mation between such devices is determined by rules, as well as its
application methods are determined by many different protocols.
Service protocols solve some network administration tasks.

However, complex architecture, modern design approaches and
service protocols do not make network administration easy. The so-
lution to the existing problems can be considered in the new concept
of software-configurable networks based on the open OpenFlow
protocol. The concept will speed up routing, switching, and improve
the ease of administration and maintenance of networks [1].

The main goal of organizing software-configurable networks
is the ability to manage data when sent and received using Open-
Flow. For the correct operation of the OpenFlow protocol, a net-
work operating system (NOS) is required, thanks to which all net-
work devices are combined into one whole. Also, NOS enables
applications to manage the network at different levels. Controllers
in such operating systems use common rules to send and receive
data packets, which is a centralized system.
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Fig. 1. SDN architecture
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According to generally accepted rules, in the architecture of
software-configurable networks [2] they represent three levels

(Fig. 1):

o the layer responsible for the network infrastructure. It
is a collection of switches and communication channels;
° the level responsible for network management. It is an

operating system that provides different services, as well as soft-
ware tools for managing the network and different network de-
vices;

° the level responsible for the correct operation of appli-
cations.

Visual representation of OpenFlow

OpenFlow is a protocol (technology) that controls the process
of processing and transmitting data, using routers and switches in
computer networks. The OpenFlow protocol enables rapid scaling
of networks, allowing a remote controller to change the actions of
different network devices using precisely set routing rules. Open-
Flow is a special feature of its kind for routers and switches from
different manufacturers (Fig. 2).
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Fig. 2. Visual representation of OpenFlow

Due to the fact that it is possible to directly manage the for-
warded data in the network, it is very profitable to use software-
configured networks in large LANs. SDN make it possible to im-
plement data transmission along several paths at once, as well as
build priorities, thanks to which flows can be controlled. They
support network virtualization and allow you to divide the load
into several nodes of the network without obvious loss.

Logically centralized network data management allows all net-
work management functions to be delegated to a single physical
server called a controller. The controller has the ability to control
one or more OpenFlow devices. Also, the controller has the prop-
erty of controlling the network operating system, which provides
various low-level services for managing the network, individual
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parts of the network, network components, including applications
that are carried out by high-level management of network data and
flows [3].

NOS provides programs with access to low-level and high-
level network parameters and constantly monitors the status of
network devices. NOS is interpreted as a system that provides con-
tinuous monitoring of the state of the network. It manages and has
full access to network resources [4].

An OpenFlow switch is an abstraction of a data link in the form
of a table in which each entry contains information about packet
flows, a port forwarding action, and a change or delete field. If a
previously unknown packet arrives on the switch and there is no
corresponding entry in the switching table, the packet will be sent
to the controller. After that, the controller will decide what to do
next with the new package.

It can accept the packet by adding an entry to the route table
or discard and ignore it. If a packet is received by the controller,
this route will be the forwarding rule for the following similar
packets.

Installing and Configuring the OpenFlow Protocol
on the Network Operating System

For the network operating system to support the protocol, it
must be installed.

Start by installing SSH. SSH is a protocol that allows you to
remotely connect to the operating system via TCP connections [5]:

*sudo apt-get -y install ssh

Installing Git, Distributed File Version Control [6]:

*sudo apt-get install git-core automake m4 pkg-config libtool

*git clone git://openflow.org/openflow.git

*cd openflow

* /boot.sh

Loading the necessary packages in order to compile the Open-
Flow protocol:

*sudo apt-get install gcc

Unpacking and installing the OpenFlow environment:

* /configure

*make

*sudo make install

After the operations, the virtual machine will support the
OpenFlow protocol and you can start installing other software.

After installing a special plug-in OpenFlow Wireshark Dissec-
tor, it will be possible to decode packets and present hierarchical
data in a readable form:

*sudo apt-get install wireshark libgtk2.0-dev

*cd utilities/wireshark dissectors/openflow

*make

*sudo make install

To conduct tests of the experiment, you need to put some pack-
ages. Installation:

*cd ~/<your openflow-dir>

*sudo regress/scripts/install _deps.pl

To prevent interruptions during testing, you need to disable
IPv6 support:

*sudo apt-get remove avahi-daemon

or

*sudo apt-get install sysv-rc-conf

*sudo sysv-rc-conf avahi-daemon off

*sudo nano /etc/sysctl.conf

*net.ipv6.conf.all.disable ipv6 =1

*net.ipv6.conf.default.disable ipv6 =1

*sudo vi /etc/modprobe.d/blacklist.conf

*blacklist net-pf-10

*blacklist ipv6

After successfully installing all packages, you need to restart
the VM:

*sudo shutdown -r now

It is important to update the OF ROOT:

*cd ~/

*cp <openflow-dir>/regress/scripts/env_vars .

*vim env_vars

At this point, the preparation of the virtual machine is com-
pleted. It is necessary to check the correct installation. This is done
using the superuser profile under which the OF ROOT is loaded:

*source ~/env_vars

To automatically load the environment variable when the sys-
tem starts, you need to add the ~/.bashrc command.

Virtual Ethernet connection:

*veth_setup.pl // the vethO list will appear... 7

*/sbin/ifconfig | more // Ethernet Connection Check

Wireshark launch:

*wireshark &

After starting Wireshark, on the top panel, click Filter and enter:

*of || tep.flags.reset == 1

To start generating packages, go to

*Capture->Interface u BeiOpats lo (Loopback).

Now you can start testing:

*of user veth_test.pl

After pre-configuration, packets will be generated in the net-
work between the switch and the controller. Each test, with a cer-
tain packet size, will be considered complete after all generated
packets have ended. Also, it is possible to view information about
packets in the OpenFlow logs of the switch.

Experiment using OpenFlow switch

A pilot installation was assembled. It consists of: a personal
computer (ATX motherboard, Intel Core i7 processor, 16 GB
RAM, Linux Ubuntu OS), a NIC with a bandwidth of at least 1
Gb/s, a gigabit switch (Fig. 3), a gigabit router (Fig. 4), an Open-
Flow device (Fig. 5).

LINUX OS

Fig. 4. Experimental installation with router

T-Comm Tom 17. #2-2023




LINUX OS

L

Fig. 5. Experimental installation with OpenFlow device

The throughput of the assembled experimental plant will be
measured using a single system flow. Since packets will increase
in size, performance should also increase. Since the system has
one single thread, then IP routing will use the internal cache in its
implementation. This means that the IP header testing process will
occur by testing the headers without the need to do any complex
search operations throughout the table.

Based on this, the difference between routing performance
without OpenFlow and routing with OpenFlow will be small. This
fact is explained by the fact that the OpenFlow device in the rout-
ing table will have an additional column with the field’s header.
The essence of the experiment will be to measure the performance
[7] of devices with different packet sizes.

Results of the experiment

Figure 6 shows the efficiency of the forwarding table size. Ta-
ble sizes are 8K (s), 64K (m) and 128K (1). OpenFlow mappings
are formed by accessing destination ports and UDP traffic sources.
The mapping table is created and populated automatically. New
entries are added to it thanks to the look-back algorithm, that is,
records from the table are deleted after the timeout has expired [8].
A stop time of 60 minutes is assigned to the forwarding table.
Packets are sent through the switch with different source ad-
dresses.
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Fig. 6. Flow Performance Results
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With small packet sizes, the performance of the switch and the
OpenFlow router is low [9]. The switch has the lowest perfor-
mance with a packet size of 96 bytes. The OpenFlow device and
router produce results that indicate a lack of performance. For
OpenFlow, it is 0.09%, 6.1%, 9.0%, and for router 0.59%, 4.8%,
12.2%. For comparison with the switch, these values are 14.1%,
71.5%, 90.3%. And the bandwidth of the switch is less than 10%.
As the package size increases, performance increases.
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The OpenFlow router requires a 256-byte packet for maximum
performance and a 1024 switch. Also, the performance is zero at:

° 256 and 512 bytes with 8k table size on OpenFlow and
Routing devices;

° 256 and 512 bytes with table sizes 64k and 128k on the
Routing device;

° 1024 and 1500 bytes with table sizes 8k, 64k, 128k on
OpenFlow and Routing devices.

Until now, only exact rule matches for OpenFlow have been
considered. If you organize mask matching rules in OpenFlow, the
key figures change [10, 11]. Let's consider two types of organiza-
tion of the hash table and with linear search in the form of rule
records (up to 100). OpenFlow is implemented on the basis of the
second type of tables. Figure 7 shows that there is a 33% perfor-
mance disadvantage on the 96-byte packet

00 entries m Hash: 128K entries = Offered Load

S

256 512

PACKET SIZE [BYTE]
Fig. 7. Results of the experiment on the rule of matching by mask

The principle of operation of the hash table: constant sending
of data, independent of the size of the table. Linear table: Sending
data and search operation depends on size [12]. Formula for cal-
culating the average time for processing a T;, packet:

T,=L-2(S/C+D) @)
where, L — packet transmission delay (measured by the router), S
— packet size, C — channel performance, D — propagation delay.

The results of the experiment calculation are presented in
Table 1:

Table 1
Results of the experiment

Hash Table Size
32k 64k 96k 128k

Linear Table Size

Packet| 1 25 50 75
Size
[byte]

100 | 1

96
128
256
512
1024
1500

2821 28,21 28,21 28,21 2821
29,19 30,05 29,19 29,19 29,19
28,73 29,73 29,73 30,29 29,73
28,64 28,64 28,64 28,64 28,64
28,44 28,44 2744 28,44 28,44
24,18 26,18 26,18 26,18 26,18

28,21 28,21 28,21 28,21 28,21
29,19 29,19 29,19 29,19 27,16
29,73 29,73 29,73 29,73 29,73
28,64 28,64 28,64 28,64 28,64
29,97 28,44 26,44 28,44 28.44
26,18 26,18 26,18 26,18 26,18

As you can see from the data obtained, the results of the cal-
culation for linear search and for hashes of the table are almost the

same.
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Conclusion

The implementation of OpenFlow on Linux systems is able to
offer very good performance. OpenFlow shows good performance
with a large number of threads. If you compare the results of dif-
ferent tables up to 128K and up to 100 rules with a large number
of threads, OpenFlow has better latency and performance.

It follows from this that it is better to use it in production net-
works. When switching the second layer, which is carried out in
Linux, the low throughput is described about 40% for the router,
and about 30% for the OpenFlow device.
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AHHOTauuaA

OyeHb NEpCneKTUBHONM OBGNACTbIO KOMMBIOTEPHBIX CETEBbIX TEXHOJNIOMMIA ABMIAETCA MCMOMb30OBaHWE MPOrpaMMHO-KoHbUrypupyembix ceteii (SDN).
MpuHumnel SDN 6binn Bnepeble paspaboTaHbl B Mccnefopatenbckux nabopatopuax CraHdopaa u bepkin, a B HacTosllee BpemA paspabatbiBatoTca
koHcopumyMom Open Network Foundation u esponeitckum npoektom OFELIA. Brnaropaps otkpbitoctv npotokona OpenFlow v nepeHoc noruku
YMPaBfieHNs Ha OTAENbHbIN KOHTPOJIIEP YNPOLLAET MPOrpaMMHO-annapaTHoe obecneyeHne aKTMBHOrO ceTeBoro obopyaosaHus. [aHHbIn pakT nossonser
Npou3BOANTENAM B OyAylleM CHU3UTb CTOMMOCTb Ha OGOpYAOBaHME, a 3HAYUT U CTOMMOCTb CO3/aHMA KOMMbIOTEPHbIX ceTeit. [osToMy uccnesoBaHuA B
[aHHOM obnacTu ABRAETCA BecbMa MepcrneKTMBHbIM. [laHHaa paboTa noceslleHa uccnefoBaHuto npoussoautensHoctn MKC, a MMeHHO Kak BAusAeT
BHezpeHue npotokona OpenFlow Ha Ka4yecTBO MmepechbiNKM AaHHbIX MEX/y CeTeBbIMU ycTpoicTBamu. [1py MOMOLLM eANHCTBEHHOTO MOTOKA OLieHMBaeTcA
MaKcMMasibHas MpOMycKHas CrnocobHocTb. [lnA 3Toro cobpaHbl TPU SKCMEpUMEHTanbHas YCTaHOBKA CETM C PasHbIMM CETEBbIMM YCTPOWMCTBAMM,
KOMMYTaTOpOM, MapLupyTu3atopoM u yctpoicteoM OpenFlow, a Takxe BbiaeneHHbIM cepeepom nog OC Linux ¢ nogaepxkoit npotokona OpenFlow. CyTb
SKCMEPUMEHTOB 3aK/IIOYAETCA B U3MEHEHWEe pa3sMepa MaKeTOB W pasMepa Tabnuubl nepeajpecauuu Ana oueHku npowussogmtensHoctn MKC ¢ pasHbiMu
ceTeBbIMU ycTpoiicTBaMu. PesynbTathl aHanusa nokasanu, 4to, peanusauma OpenFlow B cuctemax Linux B COCTOAHWM MPEANOXUTb OYEHb XOPOLLYIO
npoussoautensHocts. OpenFlow nokasbiBaeT XOpOLLyto MPOU3BOAUTENBHOCTb MPU GOMBLLIOM KONMYECTBE MOTOKOB.

Knroueebie cnosa: npomokon OpenFlow, npoussodumenHocmb, KoMMymamop, mapwpymusamop, cemesads onepayuoHHas cucmemad, xaw mabnuua, uHedHbIl Nouck,
2€HepauusA nakemos, 3KCNepUMeHMasnbHAs yCMaHoeKa.
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