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The trends in the open eNoteB/gNB base station interfaces utilization for both 4G/LTE and
5G/NR technologies are relevant not only for network interfaces of the signaling (Control
Plane) and user data (User Plane) planes, but also for management plane (Management Plane)
interfaces. WG4 working group of OpenRAN Alliance has done important work on standard-
izing these management interfaces and developed the O-RAN.WG4.TS.MP.0 "Management
Plane Specification" technical specification for managing Radio units (O-RU) of distributed
eNodeB/gNB base stations. However, the issue of further standardization of configuring the
distributed O-DU unit by the eNB/gNB base station in accordance with the operator's fre-
quency-territorial plan during deployment on the site is currently open. A solution to this issue
would allow for the unification of the EMS-RAN management system for OpenRAN network
modules when using multivendor radio access networks for building 4G/LTE and 5G/NR net-
works. The 3GPP defines possibility of managing and orchestrating for 5G radio access net-
work (RAN) using the NETCONF protocol and the YANG data modeling language as one of
technical solutions for 5G Service-Based Management Architecture (SBMA). The article is
devoted to the YANG model development of configuration data for eNodeB base station of
OpenRAN network of LTE technology using NETCONF network protocol, as well as the
development of sysrepo applications for applying configurations. 
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Introduction 

The trends in the open eNoteB/gNB base station interfaces uti-
lization for both 4G/LTE and 5G/NR technologies are relevant not 
only for network interfaces of the signaling (Control Plane) and 
user data (User Plane) planes [1], but also for management plane 
(Management Plane) interfaces. 

WG4 working group of OpenRAN Alliance [2] has done im-
portant work on standardizing these management interfaces and 
developed the O-RAN.WG4.TS.MP.0 “Management Plane Spec-
ification” [3] technical specification for managing Radio units (O-
RU) of distributed eNodeB/gNB base stations. However, the issue 
of further standardization of configuring the distributed O-DU unit 
by the eNB/gNB base station in accordance with the operator's 
frequency-territorial plan during deployment on the site is cur-
rently open. A solution to this issue would allow for the unification 
of the EMS-RAN management system for OpenRAN network 
modules when using multivendor radio access networks for build-
ing 4G/LTE and 5G/NR networks. 

The 3GPP defines possibility of managing and orchestrating 
for 5G radio access network (RAN) using the NETCONF protocol 
and the YANG data modeling language as one of technical solu-
tions for 5G Service-Based Management Architecture (SBMA) 
[22]. Key technical specifications in this area are (see Table 1): 

• TS 28.533 [4] defines a service-oriented SBMA architecture
in which management services (MnS) are represented by various 
protocols, including NETCONF/YANG; 

• TS 28.532 [5] defines general CRUD (Create, Read, Update
and Delete) management operations and options for their execu-
tion by standard NETCONF protocol operations, for example, 
<edit-config> ; 

• TS 28.541 [6] contains definitions of information Network
Resource models for 5G RAN (New Radio interfaces), including 
5G base stations gNB, Centralized Units (CU) and Distributed 
Units (DU), presented as YANG modules. 

Table 1 

Review of control tasks and protocols used [4] 

Management 
Feature 

Management 
Capability 

MnS definition Solution Sets 

Network and 
network  
slicing 
management 

NR 
Provisioning 

CRUD operations/ 
notifications (3GPP 
TS 28.532 [5]) + NR 
NRM fragment 
(3GPP TS 28.541 [6]) 

RESTFUL
NETCONF/ 

YANG 

5GC 
Provisioning 

CRUD operations/ 
notifications (TS 
28.532 [5]) + 5GC 
NRM fragment 
(3GPP TS 28.541 [6]) 

RESTFUL
NETCONF/ 

YANG 

Network 
Slicing 
Provisioning  

CRUD operations/ 
notifications (3GPP 
TS 28.532 [5]) + Net-
work Slicing NRM 
fragment (3GPP 
TS 28.541 [6]) 

RESTFUL
NETCONF/ 

YANG 

Network slicing  
provisioning service 
(3GPP TS 28.531 [7]) 

RESTFUL 

Analysis of the execution options for general CRUD manage-
ment operations for various solution sets (Table 1) will be deter-
mined by standard operations of the RESTFUL and 
NETCONF/YANG protocols. 

The advantages of a management approach using a combina-
tion of NETCONF/YANG are: 

• Interoperability – operators can manage equipment from dif-
ferent vendors within a single management environment; 

• Automation – programmability of data models reduces the
risk of manual configuration errors; 

• Security – using SSH/TLS to transmit NETCONF messages
ensures high security of management data. 

Authors presented a developed model based on the YANG data 
modeling language, which allows for the practical configuration 
of eNodeB in to LTE network in accordance with the operator’s 
frequency-territorial plan at all stages of the network life cycle. 

1. Management of eNodeB base stations at different stages
of the network life cycle 

LTE mobile network and, correspondingly, the base station 
eNodeB of Radio access network (RAN) must be managed 
throughout its entire lifecycle – from deployment to dismantling 
(Fig. 1). The eNodeB lifecycle includes a structured process of 
planning, deploying, operating, and updating RAN parameters by 
configuring it to ensure efficient LTE network operation. The final 
stage of the eNodeB lifecycle involves removing the eNodeB from 
the LTE network and dismantling its configurations as part of a 
network resource upgrade. 

During the development of the proposed configuration model, 
the following stages were considered as main stages of RAN LTE 
base station lifecycle, where eNodeB configuration is required in 
accordance with the operator's frequency – territorial plan: 

• Deployment and commissioning of eNodeB base stations;
• Monitoring the status and configuration parameters of

eNodeBs for subsequent optimization during network operation. 
• Network optimization during operation to improve key per-

formance indicators and service quality. 

Fig. 1. Configuration process eNoteB from deployment to dismantling 
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The developed YANG model and applications enable manage-
ment of eNodeB base stations at the following stages of the net-
work lifecycle: 

• during commissioning of the network deployment during the
commissioning of the base station; 

• during network optimization to improve key performance in-
dicators for both the base station itself and the radio access net-
work as a whole; 

• during monitoring of the base station status and configuration
parameters during operation. 

At the stage of commissioning work for network deployment, 
when the Base station is put into operation, the operability of the 
eNodeB base station equipment is checked, its operating parame-
ters are configured and its integration with the operator's network 
is ensured. 

During the network optimization stage, when improving key 
performance indicators of the eNodeB base station, it is config-
ured to improve coverage quality, increase cell capacity, connec-
tion reliability, and data speed. 

During the monitoring stage of status and configuration pa-
rameters for eNodeB base station, in operation continuous remote 
monitoring of equipment's performances, collection of telemetry 
data, and analysis of key performance indicators are carried out to 
identify traffic anomalies for subsequent configuration. 

Thus, the configuration of eNodeB base stations is a critical 
process that requires the development of a protocol for managing 
the configuration of LTE base station utilization, one of configu-
ration data models of eNodeB base stations applying specialized 
software that defines the Network protocols stack of Radio access 
networks. 

2. Capabilities analysis of NETCONF OpenRAN control
protocol and problem statement 

In accordance with the technical specification O-
RAN.WG4.TS.MP.0 [3], O-RU units are controlled using the 
NETCONF network configuration protocol (RFC 6241) [8]. The 
NETCONF protocol is a multi-layer basic protocol for managing 
network units, replacing the outdated SNMP protocol (RFC 3411) 
[9]. 

As shown in Fig. 2, the NETCONF protocol [9] is based on 
either the SSH (RFC 4253) [10] or TLS (RFC 8446) [11] transport 
protocol and contains four layers: 

1. “Content” level – management content containing config-
uration data or status data in XML format; 

2. “Operations” level is a service part that designates the type
of operation being performed, for example, <get>, <get-config>, 
<edit-config>, <сору-config>, <delete-config>, <lock>, <un-
lock>, <close-session> or <kill-session> for a given datastore: 

 "Running" datastore – storage of configuration data pre-
viously successfully applied by the network unit and currently 
running; 

 "Startup" datastore – storage of configuration data loaded 
by the network unit after it is turned on; 

 "Candidate" datastore – storage of valid configuration 
data that does not affect the operation of the network unit and can 
be overwritten in other data stores: running or startup. 

3. “Messages” level is a service part that forms the final mes-
sage transmitted between the NETCONF client and the 
NETCONF server within the framework of the operation being 

performed and corresponds to the standardized model of the re-
mote procedure call (RPC) (RFC 5717) [12], for example, re-
quests <rpc> or responses <rpc-reply>, <rpc-error>, <ok> or no-
tifications <notification>; 

4. “Secure Transport” level – SSH/TLS transport layer pro-
tocol, ensuring secure data exchange over the network. 

Secure Transport

Messages

Operations

Content

SSH, TLS, BEEP/TLS, SOAP/HTTP/TLS, ...

<rpc>,
<rpc-reply>

<edit-config>

Configuration 
data

<notification>

Notification
data

Уровень Пример

Fig. 2. Structure of the multi-layer architecture of the NETCONF  
protocol 

The main advantages of NETCONF protocol using are the fol-
lowing: 

  protocol openness, standardized by the IETF in the form of 
RFC technical specifications; 

 separation of configuration data and operational state data; 
 separation of configuration and configuration application 

operations; 
 configuration of a network element in one or more transac-

tions; 
 selective data retrieval with filtering; 
 streaming of notification data 
 validation of configuration data before use; 
 support for multiple data storage types, such as running, 

candidate, and startup; 
 simultaneous opening of multiple sessions by one or 

more users; 
 full or selective configuration of multiple parameters 

with a single <edit-config> operation; 
 querying configuration data and operational state data 

with a single <get> operation; 
 configuration application and rollback: commit and roll-

back, respectively; 
 provide a high level of security and a wide range of au-

thentication and cryptographic methods based on the properties of 
the SSH and TLS protocols [21]. 

A comparative analysis of existing control protocols for network 
units used by radio access networks 4G/5G is shown in Table 2. 

An important aspect of the management standardization devel-
opment in OpenRAN network is not only a messaging protocol 
development, but also management content unification itself 
based on the development of a configuration unified model and 
operational state data. For this purpose, NETCONF protocol uses 
the modern data modeling language YANG (Yet Another Next 
Generation, RFC 7950) [13]. 
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Table 2 
Network unit management protocols 

Protocol type SNMP NETCONF SOAP REST 

Developer of Standard IETF IETF W3C 

Identification of the data 
object 

OIDs Paths URLs 

Data model MIBs YANG WSDL WSDL, 
WADL, 

text 

Configuration 
operations 

SNMP NETCONF XML 
schem 

HTTP 
transac-

tions 

Data presentation BER XML XML XML, 
JSON 

Transport protocol  UDP SSH, TCP SSL, 
HTTP, 
TCP 

SSL, 
HTTP, 
TCP 

To unify the management of O-RU units, OpenRAN Alliance 
has developed approximately forty of its own YANG data models 
of various types [14], and has also adopted YANG data models 
from IANA, IEEE, and IETF. As an example, some of main 
YANG models of OpenRAN Alliance are: 

 Transceiver path configuration and status data models: o-
ran-uplane-conf and o-ran-uplane-conf-option8; 

 Performance measurement data model: o-ran-perfor-
mance-management; 

 Software management data model: o-ran-software-man-
agement; 

 CPRI interface control and status data model: o-ran-pro-
cessing-element; 

 Synchronization control and status data model: o-ran-
sync; 

 RET servo drive control and status data models: o-ran-
ald and o-ran-ald-port; 

 File management data model: o-ran-file-management; 
 Hardware data model: o-ran-hardware; 
 Performance and characteristics data model: o-ran-mod-

ule-cap. 
The analysis revealed that the main advantages of YANG data 

models are: 
 simple and understandable data modeling logic; 
 hierarchical data structure; 
 modularity and nesting of data; 
 reuse of data types; 
 use of structured data groups; 
 increase in data volume through augmentation; 
 formulation of data requirements and constraints for data 

validation purposes; 
 management of data model versioning. 
The models discussed above provide basic functionality man-

agement for O-RU units of eNodeB. However, in practice, radio 
modules from different manufacturers differ in so-called vendor-
specific functionality. For this purpose, each manufacturer can use 
its own YANG – models as an add-on, such as vendor-specific-
performance-management or vendor-specific-config-data. 

3 Realization of LTE base station configuration 
management protocol 

Using the above approach, the authors developed and imple-
mented a structural diagram of the control software and a YANG 
model of the LTE eNodeB base station softime-nodeb@2025-12-
16.yang, presented below on Fig. 3. The eNodeB base station,
complete with one of type specialized software [15], was used as 
a prototype. 

O-DU eNodeB

sysrepo

Netconf 
server

EMS-RAN

Netconf 
client

Running
Netconf 

client

LMT

LTE 
software 

Candidate

Startup

datastores

enb.cfg 

Upload or Download of 
the eNodeB 

configuration in  JSON

netopeer2-server

<rpc> over SSH/TLS

Note: The O-DU service is 
automatically restarted to apply the 

running configuration in upload 
case

Fig. 3. Structural scheme of the control software for the LTE eNodeB 
base station 

NETCONF server software includes three eNodeB base sta-
tion configuration data stores: "candidate," "running," and 
"startup." The directions for copying and committing configura-
tion data between these data stores are illustrated in Fig. 4. 

RunningCandidate Startup

copy copy

commit

Fig. 4. Directions for copying and committing configuration data  
between datastores 

Before making changes or copying data, it is possible to lock 
datastores to prevent other sessions from making data changes by 
parallel. To implement LTE eNodeB base station management via 
the NETCONF protocol, the following open-source software 
packages were used: 

 netopeer2-2.4.1 (netopeer2-server application); 
 sysrepo-3.6.11 (sysrepoctl and sysrepocfg applications – 

interfaces with the netopeer2-server application). 
In the Linux operating system (OS), the NETCONF server is 

implemented as a systemctl service as netopeer2.service as shown 
in Listing 1. 

# systemctl cat netopeer2.service 
# /etc/systemd/system/netopeer2.service 
[Unit] 
Description=netopeer2 NETCONF server 
After=network.targe 

[Service] 
#Type=notify 
ExecStart=/usr/local/sbin/netopeer2-server -d -v2 
Restart=always 
RestartSec=10 

[Install] 
WantedBy=multi-user.target 

Listing 1. Configuration of systemctl service by netopeer2.service 
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After installation and initial launch of netopeer2.service, the 
developed YANG model of the base station is loaded using the 
command "sysrepoctl --install softime-nodeb\@2025-12-16.yang 
-v3" in the Linux OS console, and the initial configuration of the 
eNodeB base station is imported from the enb.cfg file. To import 
the initial configuration, the authors developed sysrepo_reload ap-
plication in the C programming language (designated as "sysrepo 
app" in Fig. 2), which performs the following actions: 

1. Reads the original enb.cfg configuration file and converts it
to JSON (JavaScript Object Notation) (RFC 8259) [16, 17] by re-
moving macros and conditional statements (./json_util dump 
enb.cfg); 

2. Converts configuration data from JSON to eXtensible
Markup Language (XML) [18, 19, 20]; 

3. Adds a header to the XML data with the yang module name
and the namespace: "<enodeb xmlns=\"urn:softime:nodeb:1.1\" 
>…</enodeb>"; 

4. Validates the XML configuration data against the model,
forming a lyd_node data node in the libyang context based on it; 

5. Imports the configuration data as lyd_node into the "run-
ning" data store and applies the imported configuration to net-
opeer2-server application. 

Restoring the NETCONF server configuration after restarting 
netopeer2.service or rebooting the hardware platform of eNoteB 
distributed unit (O-DU) is ensured by copying the configuration 
data from the “running” data store to the “startup” data store, for 
example, using the command in the Linux OS console “sysrepocfg 
--copy-from=running --datastore startup”. 

A sample example of the hierarchical structure of the devel-
oped YANG model of the configuration data of the eNodeB base 
station with specialized software is shown in Listing 2: 

# pyang -f tree softime-nodeb@2025-12-16.yang 
module: softime-nodeb 
  +--rw enodeb 
     +--ro enb_type?       enb_type 
     +--rw enb_name?       string 
     +--rw enb_id?         union 
     +--rw com_addr?       string 
     +--rw log_options?    string 
     +--rw log_filename?   string 
     +--rw mme_list* [mme_addr] 
     |  +--rw mme_addr            string 
     |  +--rw gtp_ext_addr?       string 
     |  +--rw s1ap_bind_addr?     string 
     |  +--rw qci_dscp_mapping* [qci] 

 |     +--rw qci     uint16 
 |     +--rw dscp?   uint16 

     +--rw gtp_addr?       string 
     +--rw cell_list* [cell_id] 
     |  +--rw cell_id                   union 
     |  +--rw tac?          union 
     |  +--rw rf_port?                  uint16 
     |  +--rw n_id_cell?                uint16 
     |  +--rw root_sequence_index?      uint16 
     |  +--rw dl_earfcn?    uint16 

  uint16      |  +--rw ul_earfcn?              
     |  +--rw ncell_list* [cell_id] 

      -> /enodeb/cell_list/n_id_cell 
         union 

     |  |  +--rw n_id_cell?          
     |  |  +--rw cell_id          
     |  |  +--rw dl_earfcn?      
     |  |  +--rw rat?       
     |  |  +--rw tac?           

          -> /enodeb/cell_list/dl_earfcn 
   rat_type 

           -> /enodeb/cell_list/tac 
 … 

     +--rw cell_default 
 … 
  +--rw drb_config* [qci] 

           +--rw qci                       uint8 
           +--rw ims_dedicated_bearer?     boolean 
           +--rw rlc_config 

 … 
           +--rw pdcp_config 
           |  +--rw discardTimer?           uint16 
           |  +--rw pdcp_SN_Size?           uint8 
           |  +--rw pdcp_SN_Size_v1130?     boolean 
           |  +--rw pdcp_SN_Size_v1310?     boolean 
           |  +--rw statusReportRequired?   boolean 
           |  +--rw headerCompression 

 |     +--rw maxCID?          uint16 
           |     +--rw profile0x0001?   boolean 
           |     +--rw profile0x0002?   boolean 
           |     +--rw profile0x0004?   boolean 
           +--rw logical_channel_config 

  +--rw priority?  uint8 
  +--rw prioritisedBitRate?    int16 
  +--rw bucketSizeDuration?    uint16 
  +--rw logicalChannelGroup?         uint8 
  +--rw logicalChannelSR_Mask?       boolean 
  +--rw logicalChannelSR_Prohibit?   Boolean 

Listing 2. Example of the developed YANG model of eNodeB base  
station configuration data 

The conformity assessment of the developed softime-
nodeb@2025-12-16.yang model and the configuration file of the 
specialized software “enb_full.xml” for eNB in XML format was 
performed and confirmed using the yanglint utility. 

The conformity assessment of the developed softime-
nodeb@2025-12-16.yang model and “enb_full.xml” configura-
tion file of the specialized software for eNoteB in XML format 
ware performed and confirmed using by yanglint utility. 

# yanglint -t data enb_full.xml softime-nodeb\@2025-12-31.yang -f 
json | jq '."softime-nodeb:enodeb"'. 

To development of the YANG model were imposed following 
requirements: 

 Full compliance of data structures with enb.cfg configu-
ration file; 

 Optimal model description by grouping data contained in 
multiple objects, such as cell_list and cell_default objects; 

 Model parameters description of in description fields; 
 Units measurement indication for model parameters and 

their permissible values/ranges of change in "range" fields; 
 Indication of permissible values for string text parame-

ters in the enumeration fields; 
 Separation of parameters by operation type: read and 

write or read-only ("rw" and "ro", respectively); 
 Separation of data into mandatory and optional (manda-

tory true or false, respectively); 
 Key model parameters (key) contained in "list" node 

must be unique in enb.cfg configuration file across all base station 
configuration scenarios; 

 specifying multiple key fields in the "list" node when one 
key field is not unique; 

 establishing dependencies between different data, if nec-
essary, when the value or mandatory presence of one data depends 
on other data in the model; for example, different sets of data for 
cell configurations in frequency FDD and time duplex TDD [23]. 
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Command diagram explaining procedure of the eNodeB base 
station configuration change is shown in Fig. 3. To monitor 
changes in the "running" data storage, the sysrepo_sub-
scribe_and_upload application was developed in the C program-
ming language (designated as "sysrepo app" in Fig. 3), which per-
forms the following actions: 

 The sysrepo_app application subscribes to notifications 
about changes in the running datastore; 

 Receives notifications about changes in the running datastore; 
 Reads the current configuration from the running datastore; 
 Converts data to JSON notation (RFC 8259) [17] and writes 

it to the enb.cfg configuration file, while saving (backing up) the 
previous configuration; 

 Automatically applies the generated configuration file by re-
starting the O-DU unit service. 

The sysrepo_subscribe_and_upload application is designed 
for the x86 CPU architecture and requires a minimal number of 
libraries, as shown in Listing 3: 

# ldd sysrepo_subscribe_and_upload 
        linux-vdso.so.1 (0x00007ffcb1eea000) 

=> /usr/local/lib/libsysrepo.so.7         libsysrepo.so.7 
(0x00007f1b191ce000) 

=>         libyang.so.3 
(0x00007f1b19026000) 

=>         libjson-c.so.5 
(0x00007f1b19013000) 

        libc.so.6 => 

/usr/local/lib/libyang.so.3 

/lib/x86_64-linux-gnu/libjson-c.so.5 

/lib/x86_64-linux-gnu/libc.so.6 
(0x00007f1b18dea000) 

/lib/x86_64-linux-gnu/libm.so.6         libm.so.6 => 
(0x00007f1b18d03000) 

  libpcre2-8.so.0 => /usr/local/lib/libpcre2-8.so.0 
(0x00007f1b18ca1000) 

        /lib64/ld-linux-x86-64.so.2 (0x00007f1b192a5000) 

Listing 3. The sysrepo_subscribe_and_upload application 

An example of changing the configuration by sending a 
NETCONF rpc <edit-config> message, which provides for the fol-
lowing actions with the data in the datastore, is shown in Fig. 5: 

 The "merge" action (nc:operation=”merge”, the default 
action) merges the provided data with the existing data in the cor-
responding yang model path. If the data does not exist, it is cre-
ated; 

 The "replace" action (nc:operation=”replace”) replaces 
the existing data in the corresponding yang model path with the 
provided data. If the data does not exist, it is created; 

 The "create" action (nc:operation=”create”) adds data ac-
cording to the yang model path only if it does not already exist. If 
it does exist, the NETCONF server returns an error message; 

 The "delete" action (nc:operation=”delete”) deletes the 
specified data according to the yang model path. If the data does 
not exist, the NETCONF server returns an error message; 

 The “erase” action (nc:operation=”remove”) – deletes the 
specified data according to the path of the yang model; unlike the 
“delete” action, if the data does not exist, the NETCONF server 
does not return an error, but simply reports successful completion. 

Fig. 5. An example of changing the configuration by sending a NETCONF rpc <edit-config> message 
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An analysis of the command diagram of the eNodeB base sta-
tion configuration (Fig. 5) shows that as a result of transmitting 
the rpc <edit-config> control command and sequentially execut-
ing the steps by the sysrepo app application, the data is converted 
into the JSON notation format and the generated configuration file 
is applied by restarting the O-DU module service. 

Conclusions 

An analysis of the OpenRAN Alliance technical specifications 
revealed opportunities for implementing management of O-RU 
and O-DU units of the eNodeB base station in the management 
plane when using multivendor radio access networks for building 
4G/LTE and 5G/NR networks. 

The developed YANG data model for configuring the eNodeB 
base station with LTE technology, based on specialized Amarisoft 
software, enables eNodeB management and configuration. 

The NETCONF server deployed on the eNodeB base station 
in the LTE network enables the use of the YANG data model for 
base station management, and the developed datastore status mon-
itoring applications in the C programming language can be used 
to configure the LTE base station in accordance with the operator's 
frequency and territorial plan. The developed YANG model's com-
pliance with the standard LTE network eNodeB configuration file 
using the Amarisoft protocol stack was verified in practice. 

The open nature of the developed YANG model and the 
NETCONF network management protocol allows any developer 
to create new EMS-RAN management systems for Open RAN 
base stations. 
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Аннотация
Статья посвящена разработке YANG – модели данных с использованием протокола NETCONF для конфигурирования базовой станции eNodeB в
комплектации со специализированным программным обеспечением Amarisoft в сети радиодоступа OpenRAN технологии LTE, а также разработке
приложений < sysrepo_reload> на языке программирования C в целях применения предложенных конфигураций. Конфигурирование базовой станции
eNodeB сети радиодоступа OpenRAN требуется на различных этапах жизненного цикла сети LTE, которые рассмотрены в статье. В основу разработки
YANG – модели данных используемой для конфигурирования базовой станции eNodeB положены возможности управления и оркестрирования
сетью радиодоступа 5G RAN (Management and Orchestration), стандартизованные Партнерским проектом 3GPP и реализуемые посредством
протокола NETCONF применяемого для внедрения технических решений на сервисно-ориентированной архитектуре SBMA (Service-Based
Management Architecture). Представленные авторами листинги программ демонстрируют выборочный пример иерархической структуры
разработанной YANG-модели конфигурационных данных базовой станции eNodeB со специализированным программным обеспечением Amarisoft.
Разработанная YANG-модель и сетевой протокола управления NETCONF позволит лю-бому разработчику архитектуры сети создавать новые
системы управления EMS-RAN базовых станций Open RAN.

Ключевые слова: O-RAN, YANG, NETCONF, LTE, JSON, XML.

Литература

1. Тихвинский В.О., Терентьев С.В., Коваль В.А., Девяткин Е.Е. Развитие сетей мобильной связи от 5G Advanced к 6G: Проекты, технологии, архитектура. Издание 2-е доп.
М.: Изд-во Техносфера, 2024. 528 с.

2. Governance of O-RAN ALLIANCE e.V. in Compliance with WTO Principles. White Paper, July 2023.
3. O-RAN ALLIANCE O-RAN.WG4.MP.0: "Management Plane Specification".
4. 3GPP TS 28.533 Management and orchestration; Architecture framework.
5. 3GPP TS 28.532 Management and orchestration; Generic management services.
6. 3GPP TS 28.541 Management and orchestration; Network Resource Model
7. 3GPP TS 28.531 Management and orchestration; Provisioning.
8. Schonwalder J., Bjorklund M., Shafer P. Network configuration management using NETCONF and YANG // IEEE Communications Magazine, 48(9): October 2010, pp. 166-173,

DOI: 10.1109/MCOM.2010.5560601 
9. Schonwalder J. et al. SNMP Traffic Analysis: Approaches, Tools, and First Results, Conference: Integrated Network Management, May 2007, DOI: 10.1109/INM.2007.374797
10. Satish Kumar Jangid and al. Evaluating the Role of Secure Shell (SSH) in Securing Wireless Networks // 3rd International Conference on Smart Generation Computing,

Communication and Networking (SMART GENCON), December 2023 DOI: 10.1109/SMARTGENCON60755.2023.10441924
11. Krawczyk H., Paterson K.G., Wee H. On the Security of the TLS Protocol: A Systematic Analysis, January 2013 // Lecture Notes in Computer Science, DOI: 10.1007/978-3-

642-40041-4_24
12. Hollosi G., Ficzere D., Pal Varga, Generative AI for Low-Level NETCONF Configuration in Network Management Based on YANG Models // 20th International Conference

on Network and Service Management (CNSM), October 2024, DOI: 10.23919/CNSM62983.2024.10814410 
13. Nataf E., Festor O.  End-to-end YANG-based Configuration Management // IEEE/IFIP Network Operations and Management Symposium - NOMS 2010, IEEE/IFIP, Apr 2010,

Osaka, Japan, pp. 674-684. 
14. Abderrahim Amlou and al. Automated Network Programmability Using OpenConfig YANG Models and NETCONF Protocol // 20th ACS/IEEE International Conference

on Computer Systems and Applications, December 2023, DOI: 10.1109/AICCSA59173.2023.10479244.
15. Fabbryccio A.C.M. Cardoso et al. A case study on protocol stack integration for 3GPP LTE evolved node B // 2014 IEEE Latin-America Conference on Communications (LAT-

INCOM), DOI: 10.1109/LATINCOM.2014.7041860
16. Changxia Sun at al. Research and Application of Data Exchange based on JSON // 2020 Asia-Pacific Conference on Image Processing, Electronics and Computers (IPEC),

DOI: 10.1109/IPEC49694.2020.9115155
17. Dunlu PENG, Lidong CAO, Wenjie XU. Using JSON for Data Exchanging in Web Service Applications // Journal of Computational Information Systems 7: 16 (2011) 5883-5890
18. Mohsen Shekarriz et al. Query processing optimization in broadcasting XML data in mobile communications // Journal of Supercomputing (2021), 77(2014), pp. 1-27,

DOI:10.1007/s11227-020-03479-5
19. Javani M., Mirabi M. An efficient index and data distribution scheme for XML data broad-cast in mobile wireless networks // J Inf Sci Eng 2017, 33, pp. 159-182
20. 3GPP TS 28.550 5G; Management and orchestration; Performance assurance.
21. Фокин Г.А., Аль-Одхари А.Х. Позиционирование подвижных источников радиоизлучения разностно-дальномерным методом // T-Comm: Телекоммуникации и

транспорт. 2017. Т. 11. № 4. С. 41-46.
22. Бакулин М.Г., Бен Режеб Т.Б.К., Крейнделин В.Б., Панкратов Д.Ю., Смирнов А.Э. Технология NOMA с кодовым разделением в 3GPP: 5G или 6G? // T-Comm:

Телекоммуникации и транспорт. 2022. Т. 16. № 1. С. 4-14.

Информация об авторах:
Терентьев Сергей Васильевич, к.т.н., доцент МГУ им. М.В. Ломоносова, Заместитель директора департамента разработки радиоподсистемы (R&D) ООО
"Софтайм", Москва, Россия 
Тихвинский Валерий Олегович, профессор МГТУ им. Н.Э. Баумана и Севастопольского государственного университета, д.э.н., Главный научный сотрудник ФГАУ НИЦ
Телеком, Москва, Россия 
Девяткин Евгений Евгеньевич, к.э.н., Директор Центра исследований перспективных беспроводных технологий связи (ЦИ ПБТС) ФГАУ НИЦ Телеком, Москва, Россия
Фокин Григорий Алексеевич, д.т.н., доцент, заведующий кафедрой беспроводных технологий и систем (БТС), Санкт-Петербургский государственный университет
телекоммуникаций им. Бонча-Бруевича, г. Санкт-Петербург, Россия

T-Comm Tом 20. #3-2026
72

CCOOMMMMUUNNIICCAATT IIOONNSS




