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The efficiency indicators of the functioning critical information infrastruc-
tures in the communication system are analyzed based on the architec-
tural concept of future networks. The object of the study is hardware and
software complexes of security management systems for communication
systems critical information infrastructures for special purposes. Critical
information infrastructure represents information and telecommunica-
tion communication systems, the maintenance, reliability and security of
which are necessary for the safe operation important facilities when per-
forming various business processes. In order to avoid the occurrence of
various security and reliability incidents, the studied critical infrastruc-
tures communication systems require constant analysis and updating
operating rules. In this work, using the example of a communication sys-
tem based on modern technologies, the sequence actions for analyzing
threats to the security of a critical information infrastructure facility is
considered. The purpose of the study is to develop a new approach for
creating methods for calculating efficiency indicators communication sys-
tems of important objects critical information infrastructure when per-
forming business processes. Based on the analysis of the work, a method
for calculating efficiency indicators critical information infrastructures of
communication systems is proposed and important analytical expressions
for further research are obtained.
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Introduction

Intensive development of the infrastructure digital economy
based on promising end-to-end technologies requires new
approaches to the study of critical information infrastructures in the
communication system based on the architectural concept of future
networks (FN, Future Networks) with increased efficiency, security
and reliability [1-3].

These include primarily promising technologies such as SDN
(Software Defined Networking), NFV (Network Functions
Virtualization) IMS (Internet Protocol Multimedia Subsystem),
mobile technologies LTE (Long Term Evolution) & 5G/IMT-2020,
Internet of Think [4-7].

It is known that critical information infrastructure is information
and communication systems, the maintenance, reliability and
security which are necessary for the effective functioning of special-
purpose enterprises, and in some cases, for the security of the
country as a whole [1, 4, 8].

In [1, 2, 5], security management systems are considered, the
category security is defined as an element of their effectiveness, and
models processes for managing the information security system
critical information infrastructure objects are studied.

Therefore, the tasks of research and analysis performance
indicators critical infrastructures in the communication system
based on the architectural concept of future networks to ensure the
protection government and commercial special-purpose facilities
using advanced methods, algorithms and technologies are the most
relevant [9-12].

This paper examines the solution to the problem formulated
above — the study methods for increasing the security
communication systems important objects of critical information
infrastructure when performing various business processes.

General statement of the research problem

The analysis showed [2, 4, 6, 13] that a modern strategy for
ensuring network security and stability of critical information
infrastructures in the communication system based on the
architectural concept of future FN networks based on SDN, NFV
and multimedia IMS technologies should take into account a number
of such factors:

— ensuring the efficient functioning of critical information
infrastructures for special purposes;

— increasing the reliability hardware and software systems of
critical information infrastructures;

— effective management of the security of service and
information communication channels;

— a system of protection against constantly evolving threats and
new types of cyber attacks.

It is worth noting that some sources provide a clear distinction
between critical information infrastructure and information
infrastructure in a telecommunications system. Information
infrastructures are technical, social and political structures
encompassing people, technologies, algorithms, tools and services
used to facilitate the distributed sharing content over time and
distance [2, 14, 15].

o

However, critical information infrastructure represents
information and telecommunication systems, the maintenance,
reliability and security which are necessary for the quality of
functioning of enterprises.

Based on the study [1, 6, 8], it was established that the key
content definitions of the critical information infrastructure in the
communication system are characterized by many important
characteristics to ensure its efficiency, reliability and security.

Taking into account the constituent technical components of the
quality vector for the functioning of critical information

infrastructures in the communication system B[K(A,)], it is

functionally described by the following relationship:
BIK(2,,0] = W[K 4 (A;,1),S,,(4,)]. i=Lk, M

where S (A4,)— is the degree sustainability critical information
infrastructures in communication systems, taking into account
activity and security threats A, , which characterizes the criteria

confidentiality, integrity and availability each asset; K, (A,,1)—

accordingly, single and complex indicators of the reliability
hardware and software complexes communication systems when
performing i — multimedia services with a failure A, rate at time

t,i=1,k.

Expressions (1) define the essence of the new approach under
consideration for analyzing complex indicators quality of
functioning critical information infrastructures in communication
systems in the provision of telecommunications services and
applications.

Development methods for calculating the efficiency
of important critical objects

To solve the problem under consideration, a calculation method
is proposed, based on simplifications in the description of the
important object under study, where complex indicators of the
quality of functioning critical information infrastructures and the
cost of the communication system are selected as the objective
function [1, 2, 4, 7, 8]. The mathematical formulation of the problem
of the proposed calculation method for assessing complex indicators
of efficiency, reliability and information security hardware-software
systems and communication system equipment is described by the
following objective functions:

O(A.1) =W {Argmax BIK(2,,0)]},  i=1Lk, @

under the following restrictions

X (A1) 2 Y (A751) Aapk A< Aapk.all.(ﬂ’i) )
i=Lk, 3)
where 4, (1,) —economic efficiency and cost of hardware and

software integrated communication systems A, , taking into account
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when servicing i — the flow of traffic packets in the provision of
multimedia services and applications i = I,_k ;

X (A, 7,t) —the information security coefficient of the
functioning of hardware and software systems of the communication
system, taking into account the intensity A, when servicing i — the

flow of traffic packets, 7 = l,_k and taking into account the risks of

information security of important objects of critical infrastructure r
at a time ¢,

At (Ai) s Xinalhs7:1)— accordingly, the permissible values

economic efficiency and cost, the information security coefficient of
the functioning hardware and software systems communication
system, taking into account the intensity 1, , when servicing [ — the

flow of traffic packets at time ¢, i = I,_k .

Expressions (1), (2) and (3) define the essence of the new
approach under consideration when studying the intensity flows of
useful and service traffic packets, on the basis of which a method is
proposed for calculating quality indicators of the functioning critical
information infrastructures in communication systems when
providing telecommunication services and applications.

Research information security system with information risks

This subsection discusses the assessment of information risks
taking into account threat factors, which are an important criterion
for the information security of the functioning software and
hardware communication systems in critical information
infrastructures. The task arises - to develop a model for their
assessment, taking into account the security indicators of the
business process oriented telecommunications company, which will
be based on mathematical methods for assessing the effectiveness of
the information protection system critical infrastructures
communication system with risks [3, 8, 15].

To assess risk, the proposed calculation method is used [8, 9, 11],
which is based on the use of the following algorithms and criteria,
which as a functional dependence are described as follows:

Ko (st ) = WP (4,,7),8,,(r,1),P, (t,1)]. i=Lk, (5)

where P (4,,7,t)—is the probability of a threat in important

objects of critical infrastructures of communication systems, taking
into account the intensity A, when servicing i — the flow of traffic
packets and the risks of information security  at the moment of time
t,i=Lk: S, (r,t) — the cost of loss in important objects critical
infrastructures of communication systems, taking into account the
risks of information security r at the time 7, i = 1,k ; P, (t,r)— the

probability of vulnerability in important objects critical
infrastructures of communication systems, taking into account the

risks information security 7 at the time ¢, i =1,k .
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Expressions (5) describe a method for calculating the
effectiveness of an information security system with information
risks based on the proposed new approach [1, 3, 14].

Thus, in the general case y,, (A,,7,t) it can be calculated by

summing the products of the possible values of damage S, (r,7) as
a result of the impact of threat factors P (4,,r,f) on the

probabilities of the implementation of these factors for each hazard:
K

2 Goors) = DS, (10 P (Aurt), 1=1,2,3,,K . (6)
i=1

where K — is the total number hazards potentially leading to damage
in important facilities critical infrastructures of communication
systems.

Formula (6) is the mathematical expectation of the information
security value functioning software and hardware systems in
important objects critical infrastructures communication systems.

In this case [7, 8, 9, 11], if statistical data are limited in volume
and time samples of probability and damage values, or forecast

indicators, statistical risk assessment can be used ;(,fb 4,710,

which is based on an assessment of the value of damage SCSI (r,t) and
S

the frequency occurrence of threats P (4;,7.1) -

Taking into account (6) the analyzed value is found as follows:
oA ) =K-Sy(r,0)- Po(A,r0), i=1,2,3,..,K . (7

Expression (7) defines a statistical assessment risks and
characterizes the information security coefficient in important
objects critical infrastructures of communication systems.

In this case, from the last expressions (6) and (7) it follows that
the risk y,, (4,,r,t) can be calculated as the product of the

probability of threat P, (4;,r,t), probability of vulnerability
P,,(t,r)and cost of loss §  (r,t), which is described by the

expression:
(A, 1,t) = Ppt A,r,t)-S,,(r,t)- va (t,r) . ®)

Based on the calculation method, the resulting formula (8) is a
formulation of the general problem in important objects of critical
infrastructures communication systems in the case using qualitative
scales.

Analysis of simulation results

Let's consider the case when the characteristic time change in
activity is much less than the time 7, and the activity of the threat

changes abruptly from O to A7, and continues for some
characteristic time greater than 7, . Then (8) has the following

analytical solution:

(@51 0) =7, - AT, {1-exp[-(t-t,)/7,]} ©
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Where 7, —

aKTHBHOCTH; f, — random start time of the threat; AT L=

BpeMs pellaKkcallud YIrpo3bl B OTCYTCTBHU €€

compensated threat activity by taking counteraction measures in
control systems.

Expressions (9) take into account the activity of the threat (a
single threat to the security of confidentiality, integrity and
availability) and the risk measure for the asset component ( 4, ) of

communication network management systems in critical facilities,

where specific assets can be servers, hardware and software systems
and local networks connected to telecommunication systems

A,n=123,.,N.

We will assume that in a communication network management
system, the risks of confidentiality, integrity and availability are not
independent, and we will take into account the risk for each asset

A, , which consists of three components, n =1,2,3.

In the latter expression for AT — AT then formula (9) will

max

take the following form:
X (T, 1 t)=1-exp[-(t-t,)/7,], max[y,, (r,,r,t)] =1, (10)
According to the results of the study (10), the value
1-y,(z,,rt) =exp[-(t-t,)/7,],

will be considered as the degree resistance to threats. From the
latter it follows that as the degree of threat realization increases, the
degree stability decreases.

Next, by analogy with (10) and using (8), we consider S (A4,)

the degree sustainability to threats of each asset
A,,n=1,2,3,..,N and is found as follows:
Scia(An):l_Zkb(Ta’rit) (11)

From (11) it follows that the failure of one asset communication
network management systems leads to a loss of stability of critical
information infrastructures.

In accordance with (9), (10) and (11), the output of the subsystem
S_..(v) is related to its input S (x) by an equation, which is

expressed as follows:

Seia(P) = S (P {1 =k [1= 8, (P)]} (12)

where k ; — feedback coefficient and k < 1.

Expressions (12) characterize the degree resistance of critical
information infrastructures to threats to information security using
an elementary subsystem with feedback (feedback) and determine
the quality of communication network. In addition, from (12) it
follows that feedback increases the stability of the critical
information infrastructure subsystem.

Using an application package in the standard Python
environment, the importance of system stability criteria was
calculated.

o

Python program:
import matplotlib.pyplot as plt
import numpy as np
plt.figure(figsize=(10, 10))
S cia_x =np.arange(0.1, 1, 0.1)
k £=0.50
S cia y=(S _cia x)/(1-k f*(1-S cia x))
plt.plot(S_cia x, S cia y, color="b", marker="0",
label="k f=0.50")

for x, y in zip(S_cia x, S cia y):
plt.annotate(str(round(y, 3)), xy=(x - 0.05, y + 0.02))
plt.legend(loc=2)
plt.grid(True, which="'major', axis='both',

color="#d3d3d3', linewidth=0.8,

linestyle="-.")
plt.xlim([0, 1.0])
plt.ylim([0, 1.2])
plt.title('Function: S_cia y =(S_cia x)/(1 -k f*(1-S_cia x))")
plt.xlabel('x-axis")
plt.ylabel('y-axis'")
plt.show().
Based on the numerical values in Fig. 1, a graphical dependence

of the response S, (y) this subsystem to the input S _ (x)

influence is constructed for different feedback coefficients & I

Analysis of the graphical dependence shows that in the event of
a risk to the threat of a technical impact of a communication
network, with an increase in the feedback coefficient from the input
impact, meeting the requirements for the stability -critical
information infrastructures with the effective use of the feedback

subsystem for a given indicator k& Iz the magnitude of the response
increases. Its noticeable change begins S, (x)>0,40 with values at a
given k, >0.90. In this case, the relative error is 5[S(x)]=4.250%.

The dependency graphs shown in Figure 1 clearly demonstrate
the improvement in the degree of resistance to information security
threats in critical objects as the coefficient increases &k, = 0.55

Furchian: §_cia_y — (S_cia_x) /{1 - %_f* (1 -5_cia_x))

0.989

10 an
.23

TE59

—»— kf=cs0
—&— k. f=0.20

o 0z 04 Sap () 06 0s 10

Fig. 1. Graphical dependence of the response feedback subsystem
on the input influence at given feedback coefficients

T-Comm Towm |8. #6-2024




Nom-6-2024.gxd

24.07.2024 13:41 Page 65

Conclusions

As a result of the study, a method was proposed for calculating
indicators effectiveness of critical information infrastructures
communication systems, taking into account the criteria reliability,
information security and business processes important objects.

Based on the calculation method, analytical expressions are
obtained for assessing various categories risks that affect the
provision of the required quality of information, which are based on
the use of the following important quantities: the probability of a
threat, the probability vulnerability and the cost losing the system.

Using the proposed calculation method, numerical calculations
were carried out with the help of which a graphical dependence of
the response of a given subsystem to the input influence was
constructed for different feedback coefficients and the importance
system stability criteria was calculated.

The results of the study can be applicable when developing or
troubleshooting  information  security systems of  public
communication networks critical information infrastructure facilities.
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UNCCNEAOBAHUE METO/ OB NMOBbLIWWEHUA SALLIMLLIEHHOCTU CUCTEM CBA3U BAXHbIX
OBbEKTOB KPUTUHECKON MH®OPMALIMUOHHOMN MH®PACTPYKTYPbI

N6parumos banpam MNaHumar ornel, AsepbatdxaHckull TexHudeckul YHueepcumem, baky, AsepbaiiocaH;
YHueepcumem HauuoHansHou O6oporsl, baky, Asepbatidxan, i. bayram@mail.ru
Mawmegoe Typan lNyceitH ornbl, YHusepcumem HauuonansHot O6opoHsi, baky, AsepbatidxxaH

AHHOTauuA

[NpoananusanpoBaHbl nokasateny 3PpPeKTMBHOCTU (DYHKLMOHUPOBAHUA KPUTUHECKMX MHGPOPMALMOHHBLIX WHPPACTPYKTYp B CUCTeMe CBA3M Ha 6ase
apXWUTEeKTYpHON KoHUenuun Oyayumx ceteit. OBGBLEKTOM MCCNeAOBaHUA ABNAETCA annapaTHO-MPOrPaMMHbBIX KOMMIEKCOB CUCTEM CBA3M KPUTMYECKUX
MHPOPMALIMOHHBIX UHPPAcTPyKTYp. Kputnieckas MHpOpMaLMOHHAA UHPPACTPyKTypa MpeACTaBnAeT cO60M MHPOPMALIMOHHbIE U TENEKOMMYHUKALMOHHbIE
CUCTEMbI CBA3M, TEXHUYECKOe 0BCyKMBaHWUE, HAZIEXKHOCTL M 6e30MacHOCTb KOTOPbIX HeO6X0ANMbI 17 6e30MacHOro yHKLMOHUPOBAHMA BaXKHbLIX O6BbEKTOB
TPV BbINOJIHEHNUM Pa3fMyHbIX BusHec-mpoLeccos. MccnesyeMble BaXKHbIX KPUTUHECKMX MHPACTPYKTYP CUCTEM CBA3M BO M3bBeXaHMe peannsaLmmn pasinmyHbIX
VHLUMAEHTOB 6e30MacHOCTU U HAaIeXKHOCTU HY>KAAIOTCA B MOCTOAHHOM aHanm3e U OGHOBNEHWUN NpaBun paboTsl. B aaHHO paboTe Ha NpuMepe cUCTEMbI CBA3N
Ha 6a3e coBpeMeHHbIX TEXHONOIUIN PaCCMOTPEHa NOCNeJ0BaTeNlbHOCTb JeMCTBUIA MO aHanM3y yrpo3 6e3onacHocT obbekTa KpUTUHECKON MHOPMALIMOHHOM
nHpacTpykTypsl. Llens nccneposanmna — paspabotka HOBOro nNoAxoAa A CO3AaHMA METOZIOB pacyeTa nokasateny 3¢eKTMBHOCTU CUCTEM CBA3N BaXKHBIX
06BLEKTOB KPUTUHECKOM MHPOPMALIMOHHOM UHPPACTPYKTYpbI MPU BbINONHEHUM Gr3Hec-npoLeccos. Ha ocHoBe aHanuse paboTbl NpeasioxeH MeTo pacyeTa
nokasateneil 3pheKTUBHOCTU KPUTUHECKUX WMHPOPMALIMOHHBIX WMHGPACTPYKTYp CMCTEM CBA3M U MOJMyHYeHbl BAXKHbIX AHANIUTUYECKUX BblpaXkeHue Ana
JanbHeNnx uccnesioBaHne. B pesynsTate nccneaoBaHus nomyyeHbl HOBbIE BbIBOAbI, KOTOPble MOXET GbITb Peann3oBaHbl U UCMOML30OBaHbI B KPUTUHECKUX
MHPACTPYKTYpaxX CUCTEM CBA3MU [NA aHanM3a Ka4ecTBa GyHKLMOHUPOBAHUA KOMMbLIOTEPHbIX U 6eCcrpoBOAHbIX CeTell ObLLero nosib3oBaHus.

Knioueebie crnoea: kpumudeckas uHpOpMayuoHHas uHppacmpykmypa, eeposmHocmb y2p0o3d, puck, Ccucmema 3auwumsbl UHGOPMAauuu, 8epoOAMHOCMb
yA38UMOCMU, OUEHKA 3¢ppekmueHOCmU.
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