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The widespread connection of medical infrastructure to networks car-
ries risks. Insufficiently protected Automated Process Control and
Dispatching Systems may be vulnerable to cyberattacks. Automation
of engineering systems in hospitals allows maintaining optimal condi-
tions for the treatment and stay of patients, ensuring the continuity of
vital services of the healthcare facility. This emphasizes the need to
develop a secure infrastructure for dispatching and automation of engi-
neering systems of medical facilities. The article describes a project of
a secure infrastructure for dispatching and automation of engineering
systems at healthcare facilities. The architecture of the proposed
SCADA system has been developed and a secure network for dis-
patching engineering systems of the selected facility has been designed
(including the selection of the necessary equipment and software).
Testing of the SCADA system functionality is described, including ver-
ification of compliance with information security requirements for
healthcare institutions, and the results are analyzed. The developed
system can be expanded by connecting new subsystems of the engi-
neering infrastructure (for example, a water supply system, access con-
trol, etc.), thereby creating a single platform for managing the entire
life support complex of a medical institution. A promising direction is
the integration of analytics technologies for equipment diagnostics:
analysis of big data collected by the SCADA system will allow you to
anticipate possible failures and plan preventive maintenance even
before failures occur.
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1 Inroduction

Automation of engineering systems in hospitals — such as cli-
mate control, power supply, heating — allows maintaining optimal
conditions for the treatment and stay of patients, ensuring the con-
tinuity of vital services of the healthcare facility.

However, the widespread connection of medical infrastructure
to networks also carries risks: insufficiently protected APCS
(Automated Process Control and Dispatching Systems) may be
vulnerable to cyberattacks. This emphasizes the need to develop a
secure infrastructure for dispatching and automation of engineer-
ing systems of medical facilities.

This study is aimed at solving the urgent problem of digitali-
zation of healthcare infrastructure and is aimed at forming a sus-
tainable, scalable and secure automated control and dispatching
system for technological processes using modern information
technologies. The results of this study can be used to develop an
automated control and dispatching system for technological pro-
cesses in the context of large healthcare facilities [1-4].

2 Design of the architecture of the control
and dispatching system

This project provides for dispatching of the facility using a dis-
patching panel that collects data from various devices and appa-
ratus. The information is displayed on an automated workstation
with the installed MasterScada SCADA software.
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The central automated workplace of the dispatching system
operator is installed in the control room and includes a personal
computer, 2 monitors.

The automated workplace has software products developed in
the MasterScada environment, where information on the state of
the building's engineering systems is displayed.

All data on the system's operation in the form of numbers and
graphs are stored in the automated workplace's memory, which al-
lows, in the event of emergency situations, to determine the cause
of their occurrence.

An automated workplace is installed in the control room,
which serves to display information on the state of the elevators
(state of the elevator shaft doors, control of the elevator control
cabinet door, control of safety circuits) from the elevators.

The panel is located in the server room. The panel collects data
from the elevator equipment, from cabinets (via Modbus RTU), from
the VRF system controller, from the contacts of the machine status,
from electricity meters, as well as water disposal equipment [5].

All collected information is displayed on the dispatching auto-
mated workplace, and the collected information from the elevators
is transmitted to the elevator automated workplaces.

Signals are sent to the automatic fire-fighting equipment by
addressable relay modules (disabling general ventilation in case of
fire, controlling independent tripping devices for disabling air
conditioning systems and thermal curtains in case of fire.

The structural diagram of the ACS is shown in Fig. 1.
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Fig. 1. Structural diagram of dispatching
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Fig. 2. Structural diagram of the control of supply general exchange ventilation
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Fig. 3. Structural of the control system for exhaust general exchange ventilation

Automatic supply ventilation systems allow changing the sys-
tem operation algorithm depending on climatic conditions (win-
ter/summer mode).

Fan speed is controlled using frequency converters and speed
controllers. Start/stop of the frequency converter of fan motors is
carried out by a discrete signal from the control cabinet, the oper-
ating frequency is determined during equipment setup and saved
as a parameter of the frequency converter.

The supply and exhaust system servicing the premises has an
air recirculation mode. The recirculation mode is switched on and
off by the system control cabinet by opening and closing the cor-
responding air dampers.

Partial redundancy of the exhaust system is provided. If the
main fan fails, the backup fan is automatically switched on and an
emergency signal is sent to the dispatching system.

When a "Fire" signal is received from the fire alarm system,
the freeze protection circuits of the water heaters remain ener-
gized.

The automation schemes of ventilation systems are shown in
Fig. 3 and 4.

The smoke protection system is designed to turn on, control
and monitor the smoke ventilation system in terms of smoke re-
moval. A smoke removal system is provided to ensure the evacu-
ation of people in the event of a fire in the building.

The structural diagram of the fire-fighting automation is
shown in Fig. 4.

The complex of technical means for automating fire protec-
tion systems of a building provides for centralized and automatic
shutdown of general ventilation systems when fire alarms are
triggered and activation of fire protection systems.

o HoHHHH R o

Kpabas

ER® i
Etm%nmtnwt!ﬂlﬂ'ﬁﬂgﬂﬂgﬁlb!!

@ @ T [Spfiag
Pl R e B A

S g o

l2x 3max

5 amex

* amow

3 nax

I B
[-F-T-7

4] =] =
g )
mEEEESR
®

= iz}

m L om
-5 | Tt} o RER % R
g gl EO .‘.’,“Jﬁ-r.?‘.ﬂ

2 smax

=8 BEER =

1wy ol
RS T

Tamax

D
0% )

HH I JH IH -
; 0

- s f - (ET) £ 7
R

P

Modbaa

Fig. 4. Structural diagram of fire-fighting automation

To ensure the required microclimate for the premises of the
complex, the project provides for air conditioning. The structural
diagram of the air conditioning is shown in Figure 5.

The control of the internal units is carried out using wired re-
mote controls installed in the immediate vicinity of the corre-
sponding internal unit (local control), as well as centrally from a
controller installed in the control room, and also remotely from the
dispatching workstation via a web server (remotely and automati-
cally).

The building also has three elevators, all of which have a dis-
patching system. Elevator No. 3 is designed to transport fire bri-
gades.
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Fig. 5. Structural diagram of air conditioning

The basic connection diagram of the elevator equipment is
shown in Fig. 6.

s

Fig. 6. Schematic diagram of the connection of elevator equipment

The elevator communication system as part of the control com-
plex provides intercom between the elevator cabin and the main
landing floor, as well as with the elevator roof and pit.

3 Development of SCADA system

The development of a SCADA system is one of the stages in
the creation of an automated control and dispatching system for
engineering systems of a healthcare facility. The goal of this stage
is to implement a software tool that provides visualization, control
and management of all subsystems of the facility within the frame-
work of the previously developed architecture.

The development process is based on the integration of the
software level with the physical components of the system — con-
trol cabinets, sensors, actuators and controllers. The Master-
SCADA system, which provides support for industrial protocols,
was chosen as a platform for building SCADA.

T-Comm Vol.l9. #4-2025

The main page interface is designed as a structured graphic
page, where all implemented engineering subsystems are pre-
sented as interactive buttons with captions and visual grouping.
This approach ensures intuitive and fast navigation between sec-
tions, without the need to search through nested menus (Fig. 7).
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Fig. 7. Main page of the SCADA system

The first in the hierarchy of the system is the supply ventila-
tion. The interface is implemented in two levels of mnemonic di-
agrams. The mnemonic diagrams provide the operator managing
the technological process with a graphical interface for visual dy-
namic display of the technological process and issuing control ac-
tions using virtual controls.

The first (Fig. 8) is an overview, where all supply units are
displayed, each with its own status indication, including the cur-
rent supply temperature, operating status and a visual fan icon.

BeHTWIALMA (NpUTOuHaS)

Fig. 8. General interface of the supply ventilation system
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Fig. 9. Detailed interface of the ventilation supply system

The second (Fig. 9) is a detailed mnemonic diagram of a spe-
cific unit, made with a full graphical drawing of all key compo-
nents: heaters, filters, silencers, dampers, recirculation lines, tem-
perature sensors and drives.

On the left side is a control unit with the ability to turn on/stop
the unit, select the season (winter/summer), set temperature set-
tings, activate the remote mode and reset alarms. The right side
displays a failure panel with up to 15 possible malfunctions: from
thermostat activation and filter clogging to frequency converter
failures, overheating and freezing of heat exchangers.

All information comes from control cabinets via the RS-485
interface (Modbus RTU), is updated at a frequency of 1-2 seconds
and archived in a log. The next section is the exhaust ventilation, pre-
sented by a generalized mnemonic diagram for 24 units (Fig. 10).
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Fig. 10. General interface of the exhaust ventilation system

Each block contains the name of the fan, its current state (op-
eration/stop) and a visual indicator. The visualization is organized
as a flat matrix, where green means normal operation, and yellow
and red (implemented as needed) signal malfunctions.

This approach allows you to quickly assess the status of the

entire exhaust group without having to go to each unit. All events,
including starts, stops and accidents, are automatically logged and
available for analysis.

The third in order is the air conditioning subsystem, based on
monitoring VRF systems. Visualization is based on architectural
floor plans (Fig. 11).
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Fig. 11. Air conditioning system interface

The operator can select any floor (0—6) using the vertical
menu, after which the floor plan displays the indoor units of the
air conditioners as colored circles. Green color corresponds to nor-
mal operation, yellow signals a warning (for example, temperature
deviation or filter contamination), and red signals an accident
(sensor error, overheating, failure to communicate with the out-
door unit, etc.).

This arrangement of units strictly corresponds to the layout of
the premises, which significantly simplifies diagnostics. Air con-
ditioners are connected via Modbus RTU gateways, providing
two-way data transfer: from operating modes and temperature to

-_—
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error codes. The information is updated at a high frequency and is
available for archiving and unloading [6].

The fourth system is drainage pumps responsible for water
drainage in process rooms. The mnemonic diagram (Fig. 12)
shows six pumps, each with its own status block and location
signature.
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Fig. 12. Drainage systems interface

The pumps are shown with a visual icon, the color indication
shows the current state: "Normal" - green, in case of a malfunction
- yellow or red indication is possible.

The system receives signals from level sensors, dry-running
protection, motor thermal protection and overload. All alarms are
sent to SCADA and reflected in the alarm log with recording of
the time and signal source.
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The drainage system is critical for the smooth operation of the
building and prevention of flooding.

Next comes the power supply, divided into monitoring the sta-
tus of circuit breakers (Fig. 13) and electricity metering (Fig. 14).
The mnemonic diagram shows the circuit breakers, each of which
has a color indication of the status (on, off, failure). Nearby are
four blocks of meters, each with the ability to open a detailed page
with current parameters: active/reactive/apparent power, currents,
voltages, angles between phases, frequency.
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Fig. 13. Circuit breaker status monitoring interface

Such data allows you to assess the quality of power supply,
phase imbalance and overloads. The meters are integrated via
Modbus RTU and are polled cyclically, with data saved in the ar-
chive. All information can be used to build a load profile and con-
trol the power supply of critical areas.
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Fig. 14. Circuit breaker information interface
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Fig. 15. Crash log interface

The sixth interface element is the alarm log, which aggregates

all critical events with reference to source, time and description.
The interface includes a table structure with filters by date, device
and activity (Fig. 15).

All events are received automatically from SCADA subsys-
tems and are displayed with color indication - active alarms are
highlighted in red, inactive ones - in gray. The operator can view
the history of failures, reset alarms after troubleshooting and gen-
erate reports by category. The alarm log allows you to accurately
track the technical condition of equipment and is an important el-
ement of operational analysis.

The panel ends with an event log that records all user actions
and automatic transitions between modes (Fig. 16). The following
are recorded: switching on/off of installations, changing settings,
timer triggering, switching seasons, and changing device statuses.

KypHan cobbrmvit
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Fig. 16. Event log interface

The table contains the date, time, source, and text of the event,
which allows you to quickly restore the chronology of actions and
events at the facility. This is critical when analyzing incidents, es-
pecially in an environment with multiple interconnected engineer-
ing systems.

Additionally, beyond the central panel, the SCADA system in-
cludes elevator equipment dispatching, implemented in the Smar-
tHouse Client software shell (Fig. 17). The interface displays ele-
vator shafts, elevator number, current cabin position, direction of
travel, call status from the floor and from the cabin, as well as the
general equipment status.
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Fig. 17. Elevator equipment dispatching interface
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The display is built on a vertical principle: each cabin is ac-
companied by numerical and graphic indicators, including the
number of floors and a loading icon. The system is integrated with
the equipment through specialized elevator equipment controllers,
which allows displaying both standard actions and emergency
conditions, including communication failure or protection activa-
tion. All events are recorded in the log, ensuring control of vertical
transport.

4 Testing and integration of the developed SCADA system

To ensure practical security, the developed system is integrated
with special certified security tools. The facility's network is
equipped with industrial security gateways ViPNet Coordinator
IG, which are designed to organize secure communication chan-
nels (VPN) and prevent unauthorized access to the industrial net-
work.

In addition, the built-in solution ViPNet SIES (Secure Indus-
trial Embedded Solution) is used to protect information in the
APCS.Additionally, the SCADA system uses a local USB hard-
ware protection key (hardware security key), which prevents un-
authorized launch or modification of the project.

The role-based access model (RBAC), required for any secure
APCS, is implemented. Integrity control is also configured in the
security parameters - SCADA checks the integrity of its software
and project at startup, which identifies attempts to make unauthor-
ized changes to system files [7].

To test the system operation in an emergency, an emergency
mode was simulated - a situation requiring automatic activation of
security and emergency notification systems. As such a scenario,
the commission chose a simulated fire affecting the ventilation and
smoke removal systems, since this is one of the key security
modes for a healthcare facility. When the conditional fire alarm
signal was triggered, the SCADA system executed the embedded
emergency response algorithm [8].

General ventilation units and air conditioners were automati-
cally switched off to prevent the spread of smoke throughout the
premises. At the same time, the smoke protection system was au-
tomatically launched: special smoke removal fans turned on at
maximum capacity, ensuring the extraction of smoke from the cor-
ridors and premises in accordance with the smoke ventilation de-
sign plan. The fire dampers in the air ducts were checked - the
system issued commands to close or open them depending on the
required scenario (cutting off the inflow and organizing the smoke
exhaust path), and the control interface reflected their current
states (the status "Open" for smoke exhaust ducts and "Closed" for
the rest) [9-10].

In addition to the fire scenario, other possible emergency situ-
ations were also simulated. These included disconnecting the main
power supply of the ventilation equipment (with a check of the
startup of backup power supplies and maintaining the operability
of the server dispatching equipment) and the failure of one of the
sensors or drives.

These tests showed that the system as a whole is resistant to in-
dividual failures: when the power is disconnected, the main func-
tionality is maintained due to the backup UPS, and if an individual
element of the automation fails, the SCADA system promptly sig-
nals the operator about this. Thus, the tests confirmed that even in
emergency situations the system continues to perform its functions,
ensuring the safety and informing of personnel [11-13].

T-Comm Vol.l9. #4-2025
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5 Conclusion

The created dispatching system allows the operator to receive
up-to-date data on the equipment status, promptly respond to ab-
normal situations (emergency signals, parameter deviations), and
keep an event log for subsequent analysis. Based on the testing
results, the developed solution was confirmed to comply with key
information security requirements, which is especially important
for medical organizations with increased requirements for infor-
mation protection and infrastructure reliability.

The practical significance of the work is that the proposed so-
lution is directly aimed at improving the efficiency and safety of
managing the engineering systems of a healthcare facility. The im-
plementation of the developed SCADA system at a real medical
facility ensures higher reliability of the infrastructure: the risk of
equipment failures is reduced due to constant monitoring, timely
detection and troubleshooting is ensured, and resource consump-
tion (electricity, heat) is optimized due to precise regulation.

Centralized dispatching facilitates the work of the hospital's
engineering and technical personnel, allowing them to make in-
formed decisions faster when managing life support systems.

The results obtained and the created system can be used in the
future for replication to other healthcare facilities. This means that
the approaches and solutions implemented in the project are ap-
plicable for equipping similar smart hospitals and clinics that re-
quire modern automation systems. Thus, the project has practical
significance: it provides a ready-made methodology and a proto-
type of a system that can be adapted to the needs of different med-
ical institutions, increasing the overall level of digitalization and
security of the industry [14-15].
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BE3OINMACHAA ANCIMETHEPU3ALMNA UHDPACTPYKTYPbl U ABTOMATU3ALINA MHXEHEPHBIX CUCTEM
B YHPEXXAEHNAX 31IPABOOXPAHEHUA

Kyapswoga Anacracus lOpbeBHa, Mockosckull mexHuyecKutl yHusepcumem cessu u uHgpopmamuku, Mockea, Poccus, shepelevvd@susu.ru

AHHOTauusa

B cratbe onucaH MpOEKT 3alLMLLEHHON MHQPACTPYKTYpbl AUCMETYEPU3ALMM M ABTOMATU3ALMM WHKEHEPHBIX CUCTEM YHYPEXAEHWI 3A4paBooxpaHeHus. PaspaboraHa
apxutektypa npeanaraeMort SCADA-cUCTEMbI U CMPOEKTUPOBaHA 3aLLMLLEHHAA CETb AUCNETHEPU3ALMM UHIKEHEPHBIX CUCTEM BblOGpaHHOrO obbekTa (BK/toYas nogbop
HeobXxoAnMoro ob6opyAoBaHUsA U MporpaMMHOro obecniedenus). OnucaHo TectupoBahne dyHkuMoHanbHocT SCADA-ccTeMbI, B TOM YMCe MPOBEpKa COOTBETCTBUA
TpeboBaHMAM MHPOPMALMOHHOM BE30MaCcHOCTU YUYPEXAEHUI 34PaBOOXPAHEHMA, U NMPOAHANM3UPOBaHbI NOJTyHeHHble pesyrbTatbl. PaspaboTaHHas cucteMa MoXeT 6bITh
pacLLMpeHa 3a CHET MOAKIIOYEHUA HOBbIX MOACUCTEM UHKEHEPHON MHPPACTPYKTYpPbI (HaNpUMep, CUCTEMbl BOAOCHABXKeHA, KOHTPOMA AOCTYMa U T. .), TEM CaMbIM CO3AaB
eAvHyto NnatopMy yNpasneHnUs BCEM KOMIIIEKCOM XKU3HEOBecneHeHns MeAULIMHCKOTO y4pexaeHus. [epcneKTBHBIM HarpaBieHNEM ABNACTCA UHTErpaLms TEXHOMOMUI
AHANIMTUKW AN1A AMArHOCTUKU OBOPYAOBaHUA: aHanM3 Gonblumx AaHHbIX, cobupaeMbix SCADA-cucTeMon, NO3BONUT MpeABUAETb BO3MOXHbIe c6OM U MnaHMpoBaTbh
npodunakTuieckme paboTbl eLle J0 UX BOSHUKHOBEHMA.

Knioqeebie cosa: SCADA-cucmema, yupexxdeHus 30pasooxparerus, ACY T, uHpopmauuoHHas 6esonacHocms, Kubepamaku
BnazodapHocmb: Buipaxato 651azodapHocme 3a nomowsb 8 nposedeHuu ucciedosaruii eedywemy urxxerepy BY "[upekuuu Passumus Yupexderuti 30pasooxparerus” M.C. MpoHaKuHy.
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