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The Internet of Things technology provides modern opportunities for the con-
struction of facilities, is dynamic and promising, connecting devices (for example,
to the monitoring system) through communication systems using a multi-fre-
quency modem. The dispatch service, interacting with sensors, collects informa-
tion about events, making adjustments to the work using actuators, while there
is a need for multi-frequency data transmission. Data provide information relat-
ed to the object, allowing to control it. The technology in question is recognized
as one of the most important technologies of the future, applied at all stages of
the life cycle of a production project, which is presented (in tabular form) in the
article (reflecting the advantages). The work describes in detail the need for
Internet of Things technology in the construction of Intelligent Buildings, con-
siders the principles of implementing the Internet of Things (with recommenda-
tions for implementation at a manufacturing enterprise), gives the main types
and tools (meeting the requirements of the technology). The possibility of
observing certain parameters of systems to optimize construction processes is
shown (in tabular form). A simplified typical model of interaction between sys-
tem modules, a network organization diagram, and its characteristics are given.
The structural diagram of one of the channels of the developed modem reflects
its ability to process broadcast information taking into account the feasibility of
using a narrowband finite signal and its two derivatives. The NB-loT technology
is described, which is part of the 5G network standards for transmitting short
messages by narrowband signals. The possibility of monitoring with control func-
tions in messengers is mentioned (with an example of possible service indica-
tion). The Interuniversity WorldSkills Championships which are regularly held
emphasize the relevance of the research topic, and the predicted growth of the
Internet of Things expansion up to space confirms it. The article is devoted to an
overview of the Internet of Things technology applied to the construction of
hybrid communications systems of a digital city whilst the development of this
technology continues, and a multi-frequency modem perfectly meets the needs
of this technology.
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Introduction

Digitalization of economic sectors requires the development
of methods for connecting devices to the Internet of Things
(IoT). At the same time, the concept of building and developing
a new class of technologies in the Russian Federation up to 2030
- narrowband wireless communication networks IoT involves the
transmission of small amounts of data over significant distances.
This concept was developed in accordance with the Decree of the
President of the Russian Federation No. 204 of May 7, 2018 and
the Digital Economy of the Russian Federation program of July
2, 2017, calling for limiting the use of outdated platforms and
technologies and stimulating the implementation of advanced
ones. For Russia, digitalization issues are relevant due to the
economic need for effective facility management [1].

One of the main industries subject to active implementation of
the IoT network is Construction and Housing and Public Utilities.

IoT is the most important technology of the future in all sec-
tors of the economy [2]. For example, when communicating with
subcontractors, companies use sensors to collect data on their
deliveries, in addition to this, in real time (continuously) they
receive: data on location, temperature, humidity and other
environmental parameters that affect the quality of the final
product.

In contrast to specialized automatic control systems, IoT de-
vices are based on open digital standards and protocols, which
allows to implement an arbitrary technical solution from ready-
made components [3]. The technology has high performance
characteristics, the ability to scale, integrate and is designed for a
long period of use.

The concept of IoT has existed for a long time, the number of
IoT devices reaches 64 billion, the data received from devices is
combined into "big data" [4]. Various IoT services use loT
methods, providing previously unavailable capabilities. The dis-
patch service, interacting with sensors, collects data about events
(related to their physical properties), making adjustments to the
work using actuators.

IoT technology is integrated into existing production tech-
nologies. Adding elements (to those already present on the
object) provides analysis of the current state, improving
functionality. At the same time: monitoring is security, access
control is protection, and analysis is support for the reliability of
the system.

Project life cycle

The use of IoT increases the efficiency and competitiveness
of economic entities in the industry (the customer-designer-
contractor chain) [5], provides the opportunity to look at how
systems work in real time, evaluate all information (from ma-
chine performance to supply chains and logistics operations) [6].

The five stages of the project life cycle, with a list of work
tasks to be solved, are summarized in Table 1, reflecting the ben-
efits of implementing digitalization [1].

The life cycle of IoT solutions is implemented by the follow-
ing companies:

1. A company which is an analyst in a specific IoT subject
area.

2. A supplier of hardware and software solutions.

3. An integrator company.

4. A company supporting the [oT solution [7].

Table 1
Project life cycle stages

Ne Stage Solved work tasks | Benefits of digitalization
1 | Pre-project Agreeing and Saving time and money
justifying the goal
2 Design Development of the Improving accuracy
project plan and content
3 | Construction Construction, Quality control of works
coordination, launch
4 Operation Monitoring, Prevention of emergencies
management,
maintenance

Determination of an
effective and safe method of
dismantling elements and the

order of demolition of the
building, with an assessment
of possible risks and
problems

5 Closing Efficiency analysis,
dismantling of the

facility

IoT technologies are pushing the construction industry for-
ward: at the same time, communication between objects is im-
proved, safety at construction sites is increased, accidents are
reduced, and work processes are optimized [8].

A fundamental aspect of IoT is the fact that it focuses on re-
sources and requires a formal and machine-readable representation
of these resources (devices, sensors, actuators, or machines) in the
form of open standards [9]. Digital technologies are changing the
ways of planning, building, maintaining, operating, and using
social and economic infrastructure, and information modeling
technologies (IMTs) are transforming the industry [10].

Internet of Things at the Enterprise

When implementing the IoT in the work process of an indus-
trial enterprise, it is necessary to consolidate data from different
sources, use integration and communication technologies, care-
fully plan the process and respect safety requirements. Compli-
ance with the listed principles of implementing the IoT allows
achieving the set goals [11]. The principles of implementing the
IoT at a construction enterprise are summarized in Table 2,
which shows how the direction and recommended solution for
implementation are carried out depending on the factors.

Table 2

Principles of implementing the Internet of Things
in a construction company

Principles Factors Direction Solutions
Purposefulness | Clear goals | Optimizing |Select test areas. Check
and objectives| resource infrastructure.
usage
Analysis and | Infrastructure | Analysis of Create a plan to
planning current implement suitable
processes and devices
systems
Data Analytics | Identifying | Forecasting | Select data processing
trends problems and| and analysis tools
optimizing
processes
Scalability Changing Expanding Add new devices
infrastructure the [oT (without changing the
network system)

—
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Integration  |Manufacturing Data Integration of IoT
Management |exchange and| devices with existing
Systems process enterprise systems
automation
Safety Connections | Enterprise Encryption,
and data protection | authentication, privacy
Staff training | Maximizing System Working with devices
efficiency support and tools

Types and tools of the Internet of Things

The term IoT refers to the mechanism of communication be-
tween objects and the collection of large amounts of data. [oT is
changing business models, relationships and boundaries of the
modern electronics industry. IoT technology, which was consid-
ered expensive for companies at the development stage, has now
become a significant source of income [12]. Since 6G provides
data transfer at a speed of 1 terabyte per second. This level of
communication ensures accelerated development of IoT in all
areas of human activity. The level of development of data trans-
mission technologies is one of the key conditions for the devel-
opment of IoT [13].

Researchers from Lomonosov Moscow State University be-
lieve that by 2030, the development of IoT can reach a complete-
ly new level. At the same time, Russia needs to actively engage
in the development of 6G standards in order to avoid the prob-
lems that have arisen with frequencies for the 5G communication
generation [13]. It is also necessary to take into account that with
“an increase in the number of users, an increase in the speed of
data transfer by the application, as well as when using multicast
transmission, difficulties occur in any network. IoT is a dynamic
technology, connecting devices (for example, to an Intelligent
Building monitoring system) via communication systems to
collect and process data, allowing the facility to be monitored.
One of the tools considered in [14] that can cope with growing
demands is dynamic routing, its scheme is supported, for exam-
ple, by the OSPF and BGP protocols [14], in [15] segment rout-
ing is considered — as a way to organize a virtual network based
on existing nodes and connections between them.

At the same time, the use of this technology eliminates the
need to receive and store information about intermediate nodes
located between the sender and recipient nodes, to configure and
manage them, which ensures scalability and flexibility of the
network architecture [15]. The source selects a path and encodes
it in the packet header as an ordered list of segments. Each
segment is identified by a segment identifier consisting of a 32-
bit integer. Segment routing is capable of supporting services
within 5G and IoT networks, taking into account the needs of the
user.

In addition, digital transformation and 5G infrastructure play
an important role in industrial automation. Interaction and com-
munication between enterprise departments is beneficial and
productive in terms of security, and IoT technologies expand
these capabilities, thereby increasing security and promoting
effective enterprise management [16].

The researcher in the work [13] predicts that as IoT devices
spread — from smartphones and home appliances to self-driving
cars — they will be connected into networks, exchange data with
each other, including conducting microtransactions without hu-
man intervention [13]. The main types of existing IoT devices
are shown in Figure 1.
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Fig. 1. Types of Internet of Things

In the study [9], the authors determined: Industrial construc-
tion uses factory production and cost-effective assembly to
achieve higher production efficiency [9], and the study [17] re-
flects: the use of IoT technologies in various sectors of the econ-
omy makes it clear that each solution will allow companies to
reduce costs and optimize labor resources, ultimately increasing
production efficiency. The implementation of IoT both in large-
scale production and in people's everyday life has a beneficial
effect [17]. The study [18] emphasizes that the integration of
classic IoT into everyday life improves comfort and safety.
Smart homes equipped with IoT solutions rationalize energy
consumption and serve as an additional level of protection (smart
cameras and locks). IoT is transforming the world, providing
new opportunities for automation and data collection [18].

Process Optimization

Researchers in [19] mention that IoT technologies incorpo-
rate multiple sensors, data processing systems, wireless net-
works, and system activators in a physical environment [19]. In
[20], it is stated that Integration of [oT sensors into the Building
Information Model (BIM) environment enables the collection,
analysis, and use of large amounts of data to optimize construc-
tion processes, improve energy efficiency, ensure safety, and
effectively manage facilities and systems [20]. Process optimiza-
tion is summarized in Table 3.

Table 3
Process optimization

Usage
Construction site

Monitoring
Temperature, humidity (optimization of
work plan, control of conditions, for
example: storage of materials)

In the building Energy consumption (identifying inefficient
systems or processes)
Monitoring System operations (optimization of energy

costs, prevention of accidents and ensuring
uninterrupted operation)

Safety of the working environment and
protection of construction sites from
unauthorized access
Monitor employee actions (for fatigue)
Universal access to the system from various
points around the planet
The prohibition of using against a person
means and methods originally developed
for his benefit and improvement of life

Security and access
control

Human factor control
Analytical
information
Moral and ethical
control over
technologies

It should also be noted that in the study [16] the IoT architec-
ture consists of four levels: the level of devices equipped with
sensors; the level of the intermediate device; the network level,
the interface level [16]. In this regard, this paper proposes a typi-
cal model shown in Figure 2.

—
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Typical model of interaction between system blocks

The method of monitoring and transmitting data, allowing
continuous diagnostics of communication channels between the
control service and sensors, is described in the article [21], and in
GOST R 70924-2023 Information technology. Internet of things.
Typical architecture, possible examples of models are given, a
simplified typical model with interactions between blocks (mod-
ules), the system is presented in Figure 2.

[ app. |~ bs I G A Newok [ @

Fig. 2. Simplified standard model

o |

Here the following notations are introduced: App. — all kinds
of applications with data storage; D.S. — Dispatching service —
intranet (private), user (public); IoTD — Internet of Things devic-
es (sensors, actuators (AU)); Network block — represents com-
munication systems, which include: local (for sensors and AU),
access (global); G. — Gateway (one protects and is integrated
with IoT devices, the second at the D.S. input — filters, compares,
processes and manages data). Gateways are components of a
communication network for interaction of heterogeneous
networks. The gateway forms a channel between the local and
global network, contains data storage from IoT devices, supports
analytics from the D.S., contains applications (drive control
based on sensor data (for local processing)). The role of the
gateway is performed by a multi-frequency modem. A simplified
diagram of the network organization is shown in Figure 3.

The IoT system is characterized by: 1. Performance; 2. Archi-
tecture; 3. Functionality (with self-description). Since self-
description is a process when the IoT system modules provide
their capabilities to inform other IoT modules or systems. The
IoT module receives such broadcast information from multiple
networks and systems and decides which network will best meet
the module's service requirement.
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Fig. 3. Simplified network organization diagram

The interconnection of multiple broadcast networks that unite
the hybrid communications systems of a digital city, including
various systems used in an Intelligent Building, is a pressing
issue. Multi-frequency data transmission is required.

One of the solutions for this purpose is a modem. Such a
device is presented in [22], where Figure 4 shows the developed
optimal multi-frequency modem that facilitates the
reception/transmission of this broadcast information.

Where: ©C 1i, i=1,2,3 — finite signal generators, 'HK — sub-
carrier generator, ®B — phase shifter on, j — block for generating
complex symbols of quadrature amplitude modulation, CBH —
carrier recovery circuit, II/[1 — parallel-to-serial converter on
transmission and inverse on reception, CBTY — clock frequency
recovery circuit, C®i, i=1,2,3 — matched filters for finite signals i,
i=1,2,3, Re and Im — estimators of real and imaginary parts of
complex QAM signals, MIIPY — multithreshold decision device.
In the CBH and CBTUY blocks, optimal synchronization is imple-
mented based on the assessment of the communication channel
parameters [22]. The modem uses a signal and two derivatives
(Fig. 5), and the level of interchannel distortion of adjacent chan-
nels with finite signals is -50 dB, as can be seen from
Figure 6, which is an acceptable value when using finite signals in
5G technologies and is necessary given the high network capacity.

-

i
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Fig. 4. Structural diagram of one modem channel
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Fig. 6. Signal spectrum in the system
NB-IoT

Narrow band — Internet of things (NB-IoT). The use of radio
frequencies for NB-IoT technology is regulated by GOST R
59026-2024 — Information technology. Internet of things. NB-
IoT wireless data transmission protocol. The technology
parameters have been recorded and have already been
implemented in more than 80 regions of Russia using more than
57 thousand base stations. The requirements are: for equipment,
devices, protocol stack parameters, power saving mode and
network architecture, servicing a large number of devices, energy
efficiency and safety. The GOST provides detailed
recommendations for device developers and telecom operators
for integrating solutions into the existing NB-IoT infrastructure.
The use of frequencies in NB-IoT together with LTE is shown in
Figure 7 and is carried out in the guard band, on subcarriers,
outside the LTE channel.

LTE LTE

b.'lf'
Fig. 7. Using frequencies in NB-IoT

NB-IoT technology is part of the 5G network standards,
while the channel placement is similar to LTE (in the frequency
band) is achieved by compatibility of modulation and frame
structure, duplex configuration of the 5G frequency (aligning the
subcarrier grids), and support for the "forward compatibility"
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configuration. Integration with satellite communications provides
greater coverage and the implementation of a "seamless
transition" between networks.

The main properties of NB-IoT technology are the operation
of devices in conditions of low signal levels and high noise lev-
els, with battery savings (up to 10 years). The network is
designed to occasionally transmit short messages with
narrowband signals, the built-in mechanism is capable of
repeating data (allowing low speed and transmission delays).

The maximum data transfer rate in the direction of the sub-
scriber is 126 kbit/s (from the subscriber — 160 kbit/s), each base
station serves up to 50 thousand devices, coverage up to 1 kilo-
meter in the city (up to 15 kilometers in rural areas). The fre-
quency ranges are licensed.

Monitoring with control functions in messengers

The use of Smart Home and IoT technologies maximizes the
energy efficiency of residential premises, as shown in a study for
private properties [23].

The study [24] uses the example of a water supply system to
describe in detail how a combination of a Node-red server and a
Telegram cloud messenger implements the transfer of infor-
mation about the station’s operation within the framework of
digital IoT technologies. This approach provides access to a
remote control system. The solution allows monitoring and
provision of control functions. The bot provides operational
control of the target installation [24]. Using the example of
indication of the main categories of accidents at a water supply
pumping station (Figure 8), a version of the “Dispatch Service”
interface is proposed for possible deviations in its operation.

Pump Excessive supply Excessive back Probability of

failure pressure @ pressure @) a breakthrough e
Sensor Lowering the feed @) Reducing back c Probability of —
failure pressure ’ pressure penetration “ *

Fig. 8. Example of indication of the main categories of failures
of a water supply pumping station

In [25] it is noted: The modern production process is com-
plex, traditional control systems are no longer able to cope with
this task. This is where the IoT-based control system comes into
play [25]. Various data exchange platforms are being created, for
example, DEP IoT is described in detail in [26] for IoT services.

Methodological development of IoT

Interuniversity WorldSkills championships in the IoT compe-
tency are held annually. Competition tasks are becoming more
complex, the modern focus on industrial technology is being
updated. Since a modern IoT specialist must be able to develop
technical documentation, create control algorithms for complex
production systems, understand the management and program-
ming of "smart smart devices", automate production technologi-
cal processes, develop intuitive interfaces for all participants in
the technological process (process operator, software engineer,
manager (algorithmist), technical controller) [27].

In turn, Chinese manufacturers create and use their own IoT
solutions to increase productivity and reduce costs. For example,
Huawei and Alibaba are developing unique platforms for manag-

| —
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ing logistics operations and monitoring the condition of equip-
ment in real time [28].

Results and forecasts

The IOT field is not standing still. At the same time, the Chi-
na Center for Industrial Information Development reports that 10
trillion yuan (1.4 trillion dollars) will be spent on artificial intel-
ligence and the IoT [29]. The IOT fields are the following
models: "Smart home, office, hotel, city". The plans include cre-
ation of a space IOT constellation consisting of 80 low-orbit
communication satellites. Connecting to space capabilities is
associated with a stable trend of expanding the coverage of the
10T, the number of connections to the IOT [29].

Conclusion

The multi-frequency modem is applicable in the IoT tech-
nology. The IoT technology itself is recognized as one of the
most important technologies of the future, used at all stages of
the life cycle of a production project. The paper describes in
detail the need for IoT technology in the construction of
Intelligent Buildings, and an overview of the principles of
implementing IoT at a manufacturing enterprise and the main
types of [oT provide a complete picture of the technology.

The article shows the possibility of optimizing construction
processes, provides a simplified typical model of interaction be-
tween the system modules, a simplified network organization
diagram and a structural diagram of one of the modem channels,
which reflects its ability to process broadcast information, taking
into account the feasibility of using a narrowband finite signal
and its two derivatives. The NB-IoT technology is described,
which is part of the SG network standards for transmitting short
messages using narrowband signals. The possibility of
monitoring with control functions in messengers is mentioned
and an example of possible indication is given. The Interuniver-
sity Championships held underscore the relevance of the research
topic, and the predicted growth of the spread of IoT up to space
confirms it.

[oT is used in the construction of hybrid communications
systems of the digital city, the development of this technology
will continue, and the multi-frequency modem, in turn, contrib-
utes to the improvement of the spectral energy characteristics of
this technology.
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MHOIOYACTOTHbI MOAEM B TEXHOJNTOMMU "IHTEPHET BELLIEN"
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AHHOTaUUA

TexHonorua "MHtepHeT Belueint" obecneumBaeT COBPEMEHHbIMU BO3MOXHOCTAMU CTPOMUTENIbCTBO OOBEKTOB, ABMAETCA AMHAMWYHOW W MEPCMEKTUBHOM,
NoAKItoYas yCTPOMCTBA (HampUMep, K CUCTEME MOHUTOPUHIA) Yepe3 CUCTEMbI CBA3M C UCMOJb3OBaHWEM MHOTOYaCTOTHOTO MogeMa. [lucneryepckas cny6a,
B3aMMOZIENCTBYA C JaT4MKaMW, COObMpaeT MHPOPMALMIO O COBLITUAX, BHOCA KOPPEKTUBbI B paboTy Mpy MOMOLUM WUCTOMNHUTENbHBIX YCTPOWCTB, MPU 3TOM
BO3HMKaeT HeO6XOAMMOCTb B MHOrOYaCTOTHOM NepeAade AaHHbIX. [laHHble MpejoCTaBNAOT MHGOPMALWIO, BIMAIOLLYIO Ha OBBEKT, MO3BOJIAA KOHTPONMPOBATL
ero. PaccmatpuBaeMas TexHONMOrMA NPU3HAETCA OJHOW M3 BAXKHEMLUMX TEXHONMOrUM Oyayliero, MpUMEHAeMa Ha BCEX 3Tamax >M3HEHHOro LMK
NMPOU3BOACTBEHHOIO MPOEKTA, YTO (TabNMYHO) B CTaTbe MPeACTaBNeHO (OTpaxas npeuMyllecTtsa). B paboTte nogpobHo n3noxeHa NoTpeGHOCTL B TEXHOMOMMM
WMHTepHeT Bellieit npu cTpoutenbcree VHTennekTyanbHbIX 34aHNi, paCCMOTPEHbI MPUHLMMLI BHeApeHUA VIHTepHeT Belleil (C peKoMeHAaUMAMKU peanvsaLmmn Ha
NPOV3BOACTBEHHOM MPEAMNPUATUM), AaHbl OCHOBHbIE BUABI U MHCTPYMEHTbI (peanusytolime TpeboBaHua TexHonoruu). MNokasaHa (TabnnyHO) BO3MOXHOCTS,
HabnloAaA Te UK MHbIe NapaMeTpbl CUCTEM ONMTUMU3MPOBATL CTPOUTESbHbIE Npoliecchl. [puBeAeHa yNpoLUEHHaA TUMOBAsA MOeNb B3aMMOAENCTBUA MeXZy
MOAYNAMU CUCTEMbI, CXEMa OPraHuU3auMm ceTu, eé XxapakTepucTuku. CTpyKTypHas cxeMa OAHOrO M3 KaHafloB pa3paboTaHHOro MojeMa OTpaXaeT ero
CMocobHOCTb NepepabatbiBaTh LUMPOKOBELLATENbHYIO MHPOPMALIMIO C YHETOM LienecoobpasHOCTM UCMOSb30BaHUA Y3KOMONOCHOTO DUHUTHOIO CUrHana u AByx
ero npoussogHbix. OnucaHa TexHonorua NB-loT senstowasca 4YacTbto craHgaptoB ceteit 5G AnA nepefdadin KOPOTKMX COODOLLEHMI Y3KOMOMOCHbIMU
curHanamm. YNoMaHyTO O BO3MOXHOCTU MOHUTOPMHIa € yHKLIMAMM YNpaBfieHns B MecceHaxepax (C NpuBeAeHMEM NpUMepa BO3MOXHOM MHAMKALMK CyXK6Gbl).
MpoBoanMbie Mexeysosckne demnmoHatbl VWorldSkills noauépkuatoT akTyanbHOCTb TeMbl WCCNEAOBaHMA, a MPOrHO3MPYeMbI POCT PacrpoOCTPaHeHWs
WMHTepHeT Bellieit BNNOTh 10 KOocMoca noAaTeepxaaeT eé. Cratba nocesAlleHa 0630py TexHonorn MIHTepHeT Bellieit NPUMEHUMON B CTPOUTENLCTBE CUCTEM
rMOpUAHBLIX KOMMYHUKALMI1 LMPOBOro ropoAa U passuTUE JaHHON TEXHONOMUU MPOAOMMKUTCA, @ MHOrOHYaCTOTHBIA MOAEM, ANA HYXXA AAHHOW TEXHOMOrmn
BMOJIHE MOAXOAUT K MPUMEHEHMIO.

Knioueebie cnoea: MHmepHem eeuwiell, uugposas uHgpacmpykmypa, uugposble mexHosozuu, npouseo0CMeeHHbIU NPOEKM, MHO204dCMOMHbIT MOOEM, MeXHOsI02us
NB-loT, uHmennekmyaneHoe 30aHue
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