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At present, it is difficult to imagine the provision of any global servic-
es without the introduction of information and communication tech-
nologies. The energy company of the Islamic Republic of Iran is terri-
torially distributed, and without a corporate information and
telecommunications network, it would cease to exist. In a geographi-
cally distributed company on 1,648,195 sq.km, there are several hun-
dred access points and several thousand users of the corporate infor-
mation and telecommunications network and, therefore, it is very
important to understand the possible risks, their assessment and
management. In such large geographically distributed corporate
information and telecommunications networks with high load, for the
use of big data, you need to have a complete picture of risks in order
to develop risk models. Without a picture of possible risks, it is impos-
sible to build scenarios for various negative and emergency situations.
If we consider the probability of a negative event occurring in the cor-
porate information and telecommunications network as a risk, then
its definition, analysis and taking measures to minimize the negative
consequences is called risk management. One of the main properties
of the risks of a corporate information and telecommunications net-
work is their uncertainty. A geographically distributed corporate net-
work is highly exposed to external factors that can directly affect the
quality of its functioning. The occurrence of such situations is difficult
to predict.
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Introduction

The first works in which the problems of the emergence of
economic risks were considered and which laid the foundation for
the neoclassical theory of risk date back to the 1930s [1].

Risk is defined in a number of studies as the probability of loss
or loss of benefits, uncertainty in obtaining the corresponding in-
come [2].

Also, the risk is considered as a probability (threat) to lose part
of one's resources, a shortfall in profits or the appearance of addi-
tional costs as a result of certain production and financial activi-
ties, probability of leakage of confidential information (including
personal data), reputational losses [3-5].

There are also other interpretations of risk:

— risk — the uncertainty associated with the value of invest-
ments at the end of the period [6];

— risk — the possible danger of losses that arises under the in-
fluence of the specifics of certain natural phenomena and activities
(11

—risk d fines an event that may or may not take place [7];

— risk is a threat, the danger of a loss, the danger of a poten-
tially possible, probable loss of resources or a shortfall in income
in comparison with an option designed for the rational use of re-
sources in this type of activity [8];

— risk — the probability of an error or success of a choice in a
situation with several alternatives [2];

—risk is a situational characteristic of activity, which consists
of the uncertainty of the result in the possible adverse conse-
quences in case of failure [9].

Thus, when determining risks, various bases are used, such as
action, uncertainty, reliability, characteristic, but, in general, they
all indicate a loss in the value of the object with which the risk is
associated.

Risk classification

There is a basic classification of economic risks depending on
the area in which the risks arise. The following types of financial
risks for an enterprise are most often distinguished [6]:
1) price risk; 2) credit risk; 3) interest rate risk; 4) currency risk;
5) liquidity risk; 6) operational risk.

Price risk arises when the future price deviates from its ex-
pected value, and the deviation can be observed both for the worse
and for the better. Thus, any deviation from the expected value is
considered a manifestation of price risk. It should be noted that in
the monograph the author [3] limits the definition of price risk
only to situations with an unfavorable outcome, that is, we are
talking about the risk of incurring losses.

Credit risk is the risk that arises when a debtor or counterparty
fails to fulfill its obligations under an agreement in part or in full.
Depending on the carriers of credit risk, there are:

— direct credit risk — direct and indirect lending agreements;

— settlement credit risk - agreements for the purchase / sale of
assets without prepayment by the counterparty and settlement
guarantees from third parties.

Figure 1 shows the features of business risk classification [1].
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Figure 1. Classification of business risks

Business risks include risks arising both inside and outside the
company, as well as commercial and scientific risks. Perhaps most
importantly, adverse effects can include an organization's failure
to optimize its assets (both tangible and intangible), which can re-
sult in the loss of the company's competitive advantage. Simply
put, sound risk management can enable a company to make ra-
tional decisions in the face of powerful and dynamic forces shap-
ing the global business environment [10].

The classification of risks associated with the introduction of
modern information and communication technologies, cloud ar-
chitecture and services, digital transformation at enterprises is
given in [11-15].

In order to study the relationship between risk and uncertainty
more thoroughly, it is necessary to consider the use of the terms
risk and uncertainty from two points of view: description of the
situation of risk/uncertainty; a description of the particular ele-
ment of risk/uncertainty.

There are several main risk functions that have a positive im-
pact on business development:

1. The analytical function of risk is expressed, respectively, in
the analysis of the factors and conditions of the organization's ac-
tivities. It contributes to the development of alternative solutions
in a risky situation and allows you to choose the most correct
course of action based on the calculations and analysis carried out.
For example, the calculation of the possible damage and the prob-
ability of the realization of the risk refers to this function.

2. The regulatory function consists in the fact that the presence
of a risk makes it necessary to make decisions taking into account
its possible occurrence, that is, it is necessary to avoid or minimize
risks throughout the entire activity. In essence, this means that the
risk affects the decisions made by management, which means that
we can talk about the application of a risk-based approach.

3. The protective function of risk is manifested in the fact that,
in order to avoid damage and make a profit, the entrepreneur
works in good faith, following the law and common sense. Thus,
he protects himself from any sanctions both from the state and
from other market participants, including his partners.

4. The innovative function of risk is manifested in the fact that
the condition for the entrepreneur to search for non-traditional so-
lutions and problems facing him is the possibility of risk and its
negative consequences. This function indicates that the risk con-
tributes to the use of new materials, technologies, raw materials
and equipment, as well as the introduction of innovations in the
production process in order to reduce costs and increase produc-
tion volumes (services, works). It is the innovative function of risk
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that stimulates entrepreneurs to improve the planning of activities,
the production process and its management [6].

Risk assessment

Risk assessment is carried out using two main methods: qual-
itative and quantitative.

Qualitative risk analysis consists in assessing the factors influ-
encing its magnitude using expert assessments. The accuracy of
such estimates is reduced due to their subjectivity. Increasing the
reliability of the results obtained is possible through the use of
quantitative assessment methods. Quantitative analysis allows you
to formalize the level of risk and express it in absolute and relative
terms.

Quantitative risk assessment has a probabilistic (forecast)
character, the calculation is based on statistical methods that rely
on the size of losses in the past, and the value depends on the level
of the accepted confidence level.

The degree of risk can be assessed in various ways, from com-
plex probabilistic analysis to purely intuitive assumptions. Each
of the methods is not without drawbacks, so in practice it is nec-
essary to use combinations of different methods and combine for-
mally economic and expert procedures. The choice of risk assess-
ment method should be based on the available information and the
desired end result.

The most common methods for assessing and analyzing risks
and their comparative characteristics are proposed in Table 1.

Qualitative analysis is supplemented by quantitative risk as-
sessment. Quantitative risk analysis - a numerical determination

of the magnitude of individual types of risks, as well as the total
risk of the entire selected area of business activity.

Now managers usually rely on intuition, authority or experi-
ence of predecessors. Only a small percentage of managers are
able to assess risk using economic and mathematical methods.

The most common and universal methods are cost feasibility,
expert assessments, statistical, analytical and a number of others.

In world practice, the implementation of risk management is
considered on the basis of a number of standards.

1. COSO proposes a study of existing risk assessment practices
that are most useful in terms of the effectiveness of managerial
decision-making. According to COSO ERM [6], the goal of risk
management is to focus management on the largest threats and op-
portunities with the development of appropriate measures for
these challenges.

The assessment algorithm includes the following steps: risk
identification; development of evaluation criteria; risk assess-
ment; assessment of the mutual influence of risks; risk prioritiza-
tion; risk response.

Stage 1. The results of risk identification can be presented in
the form of a list (list) of risks and opportunities, in particular, by
groups (financial, operational, strategic), by subgroups (market,
credit, liquidity risks), for business units or corporate functions
and financial projects. It is the understanding of the nature of en-
terprise risks that forms the basis for building a risk portfolio at
this stage. Each risk can affect management at the business unit
level or functionally. The list of risks should be built in accordance
with the priorities of key managers and the goals on which the
attention of board members is focused.

Table 1
Comparative characteristics of risk assessment and analysis methods
Risk Assessment Advantages Disadvantages
Method
Rating method of | No need to analyze large datasets. Ranking of the received | The problem of choosing a standard for comparison, the need

risk assessment

result on a certain scale is provided. Risk assessment can be
carried out by a qualified economist, since the method uses
elementary financial calculations

for its differentiation for different areas of activity, which
limits the conclusions about the level of risk and makes it im-
possible to develop universal recommendations

Expert assessment
method

Allows you to detect the most significant risks and the av-
erage probability of their occurrence. Possibility of using
this method in conditions of lack of information

Difficulty of application with a small number of evaluation
indicators. Dependence on professionalism, experience,
intuition of an expert. Subjectivism

Monte Carlo
Method

The results show not only possible events, but also the
probability of their occurrence.

The data obtained allows you to create graphs of various
consequences, as well as the likelihood of their occurrence.
Allows you to see which inputs have the most impact on
the final result

For estimates and conclusions, probabilistic characteristics
are used, which is not convenient for direct practical applica-
tion. Low accuracy of calculations (5-10%)

Decision Tree

Allows you to correlate subjective and objective assess-

Labour intensive. It takes into account only those actions that

the enterprise

Method ments of possible actions, visibility the entrepreneur must intend to carry out, and does not take
into account the influence of external factors on the activities
of the enterprise

Statistical Method | Probabilistic risk assessment is mathematically sufficiently | The accuracy of calculations largely depends on the initial in-

developed formation, therefore, relying only on mathematical calcula-
tions in entrepreneurial activity is not always enough

Analytical Calcu- | Allows you to model risky processes with high accuracy. It | Requires cumbersome calculations, development of eco-

lation is used in case of instability of the operating conditions of nomic and mathematical models for each level of risk
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Stage 2. The development of evaluation priorities is the for-
mation of a common set of criteria for application in the context
of the work of business units, functions and capital investment
projects. A typical assessment is to establish the credibility and
extent of the impact. Many practitioners note the feasibility of risk
assessment based on such additional dimensions as sensitivity and
speed of response to changes.

Stage 3. Risk assessment consists of assigning a value to each
risk and opportunity using certain criteria. Two stages - qualitative
and quantitative consistently complement each other [16].

Stage 4. Assessing the interaction between risks. Risks do not
exist in isolation from each other. Businesses must take into ac-
count the mutual influence of these risks and implement manage-
ment of this influence. Even minor risks resulting from this inter-
action can cause significant harm or create a huge opportunity. As
a result, enterprises tend to take an integrated or holistic view of
risks using techniques such as the mutual influence matrix, aggre-
gated probability distribution.

Stage 5 Risk prioritization is the process of prioritizing risk
management by comparing the actual level of risk with the
planned level and against a risk tolerance line. Risk is considered
not only in terms of financial significance and credibility, but also
in terms of subjective criteria of impact on safety and reputation.

Stage 6 Risk response. According to the results of the risk as-
sessment, options for influencing them (acceptance, reduction,
distribution, avoidance) are considered, a cost-benefit analysis is
performed, a response strategy is formed and a plan is developed.

When developing evaluation criteria, we note that the tradi-
tional approach in the form of determining the reliability and sig-
nificance is not perfect. It is common knowledge that low-proba-
bility events occur too often, and many high-probability events
never occur. That is, these two criteria are not enough. It becomes
useful to answer the question of how quickly the risk arises and
how quickly it is necessary to respond or cover this risk, or how
long one can remain tolerant. This is the answer that can be given
by measuring the rate of occurrence of risk and its sensitivity. This
information gives an understanding of the need for abrupt adapta-
tion or the possibility of waiting.

The development of assessment scales is also important. With-
out setting a standard or norms, it is impossible to compare and
identify the cumulative impact of risks on an organization. Most
specialized scales for this purpose concern reliability and signifi-
cance. They represent the ranking and fixation of measurements
for further clear interpretation and use. The more detailed the scale
is, the clearer the interpretation will be for users. The main pur-
pose of compiling scales is to find a reasonable balance between
convenience and completeness. Each organization has its own
level of capitalization, size, industry specifics and culture, so the
scales must be individualized [8].

2. Standard developed by the Federation of European Risk
Management Associations "FERMA — Federation of European
Risk Management Association" in conjunction with the "Risk
Management Institute of Great Britain", "Risk Management and
Insurance Association" and "National Forum of Risk Management
in the Public Sector" and adopted in 2002. When developing this
standard, a significant contribution was made by organizations
that deal with risk management issues at a professional level [16].
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This document contains basic definitions, explains internal and
external risk factors, risk management processes, methodology
and technology for risk assessment and analysis, general respon-
sibilities of a risk manager. According to the FERMA standard,
the duties of a risk specialist include: developing a risk manage-
ment program; support for its implementation; coordination of co-
operation between departments of the organization; creation of
programs to reduce costs and activities to support the continuity
of business processes. In the FERMA standard, developed by the
European Federation of Risk Managers' Associations, risk man-
agement is a central part of the strategic management of an organ-
ization. This is a process by which an organization systematically
analyzes the risks of each type of activity in order to maximize the
effectiveness of each step and, accordingly, of the entire activity
as a whole. Risk management must be incorporated into the gen-
eral culture of the organization, accepted and approved by the
management, and then communicated to each employee of the or-
ganization as a general development program with the setting of
specific tasks on the ground.

3. One of the few legally approved standards in the field of risk
management is the Sarbanes-Oxley Act. But even this law does
not guarantee the success of actions and procedures. Companies
need their own standard, which helps to draw up regulations and
instructions that define: the principles of interaction between the
structural divisions of the company in the field of risk manage-
ment; clear distribution of functions, powers and responsibilities
between the company's divisions in the field of risk management;
control system and powers of controlling structural divisions;
norms and requirements for operations that carry risk. The Sar-
banes-Oxley Act is part of the US securities law [17].

One of the main goals of this law is to restore public confi-
dence in corporate reporting. This law is aimed at reforming ac-
counting, corporate governance and financial reporting in public
joint stock companies. Its implementation is aimed at ensuring that
shareholders, management, directors, regulators, creditors, inves-
tors and the market as a whole are confident in the reliability of
published financial statements [17].

So, the analysis of the most well-known and widely used in-
ternational standards, and practices, and risk management norms
made it possible to identify the main differences in the structure
of the elements of the risk management process. The main differ-
ence between the standards developed on a functional basis is that
they are oriented, first of all, to the industry vision of the problems
associated with risks, and do not detail the methodology, tools and
risk management processes.

The advantages and disadvantages of risk management prac-
tices in an organization are presented in Table 2.

Thus, as part of the organization's risk management, various
methods are used to minimize a risk event that help reduce the
negative impact on the organization, the main of which are risk
acceptance methods, risk transfer methods and risk avoidance.
The choice of financial risk management methods depends on the
specific organization, as well as on the type of its activity, devel-
opment, chosen financial strategy and opportunities. However, it
is worth remembering that these methods must be economically
justified, and recommendations and measures should be aimed at
minimizing financial risk and predetermining its occurrence [3].
Also, methods and approaches to risk assessment and manage-
ment are discussed in [18-21].
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Table 2

Advantages and disadvantages of risk management methods
in an organization

Method of Fi-
nancial Risk
Management

Advantages Disadvantages

Self-Insurance [Allows you to quickly|Freezes a fairly significant
recover the financiallamount of financial re-
losses incurred by the or-|sources, which reduces the
ganization efficiency of using equity
and increases dependence on

external sources of financing

Diversification |Allows you to minimize|Does not give the desired ef-
complex, portfolio fi-|fect in neutralizing the vast
nancial risks of a non-|{majority of systematic risks

systematic group

Limitation Doesn't cost much Applicable only to risks that
have gone beyond the ac-

ceptable level

Distribution of|Allows you to shift part|Applicable only if there are a
risk among par-|of the financial risks to[sufficient number of partners
ticipants partners

Risk avoidance |Allows you to com-|Deprives the organization of]
pletely eliminate a spe-|additional sources of profit

cific type of financial|generation

risk
Insurance Applicable to any type of|Requires certain costs in the
financial risk form of payment of remu-
neration to insurance compa-
nies
Hedging Eliminates uncertainty|Deprives the organization of]

and improves stability |probable bonus profit

To organize the interaction of the elements of the company's
risk management system, it is necessary to have special account-
ing forms - a passport and a risk card, which allow you to track all
changes in time. Approaches to understanding the essence of risk
according to [7]: relationship between risk and hazard (risk refers
to the possibility of an unfavorable event occurring); risk is under-
stood as an activity performed in the hope of a successful out-
come; risk is seen as a unity of circumstances.

To maintain financial stability and market position, companies
need to adapt risk management in a crisis and provide businesses
with effective tools for making decisions based on potential risks.
It is important for company management to understand which
risks may pose the greatest threat in the medium term, to which
they need to prepare to respond now.

In order to make quick, but at the same time balanced deci-
sions, it is necessary in commercial structures to take clear and
effective measures [10] (Fig. 2).

Adaptation of the
company's

development
strategy

Continuous
monitoring of
market changes

Operational
planning based
on the results of

stress tests

Preparing
employees for
the new rules of
the game

Figure 2. Measures aimed at adapting the company's risk management
in conditions of high uncertainty

It should be noted that risk monitoring only makes it possible
to register, accumulate and, if necessary, provide management
personnel with information about various adverse facts, condi-
tions and circumstances in a timely manner.

The choice of risk management method should be based on the
content and specific features of the risk operation. For example,
you can insure mainly statistical risks, but this method is not ap-
plicable for most financial risks. Liability and asset management
is primarily applicable to the management of interest and financial
risks, which is associated with changes in the company's balance
sheet, which is not always acceptable.

In the modern world economy, the status of the leading trend
is acquiring the process of globalization. There is an increase in
international competition, an increase in the volume of interna-
tional trade and capital movements, the development of infor-
mation technology, the emergence of new financial instruments.
All this entails an increase in risk and uncertainty.

Analysis and risk management in the Islamic Republic
of Iran Energy Company

As for the Islamic Republic of Iran (IRI), in the era of the de-
velopment and progress of science in various fields, almost all ar-
eas of activity are increasingly digitalized and automated, commu-
nication networks are being built to transmit data, both commer-
cially and strategically significant [22]. As the problems of infra-
structure, networks and users expand, more and more questions
will be raised regarding the risks in data networks [23].

The main task is to achieve a balance between the best risk
indicators and the optimal state of the geographically distributed
information and communication network. Finding such a balance
occurs in the process of complex iterations. Such a process is
called risk management and solves the following tasks: choosing
a management method, determining the type of risk, risk analysis,
assessing the impact on the system, creating a scenario that is op-
timal for the system, monitoring the execution of the scenario and
evaluating its effectiveness.
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The purpose of these actions is to determine the likely risks,
their qualitative and quantitative assessment. Here are the main
risks that can occur and damage the company's information and
communication network:

1. A hardware or software failure causing a violation of the
integrity of the information and communication system, due to
which the network performance suffers (technological risk).

2. Unauthorized access and penetration into the information
and communication network and disruption of the system due to
the hiring of non-staff specialists (information security risk). Since
the beginning of the sanctions against Iran, the trends in the
growth of technological progress have slowed down very much.
There are not always enough full-time specialists of a narrow fo-
cus.

3. Risk of system disruption due to non-compliance with reg-
ulations and federal laws (political risk).

4. Risk of system failure due to human error (human factor
risk).

5. The risk of disruption of the information and communica-
tion network due to external failures of infrastructure networks
(infrastructure risks) [24-26].

6. The sk of loss of communication between remote small ob-
jects with the information and communication network due to the
instability of communication in 2G and 3G networks. A number of
remote small objects and stations, due to their small size relative to
the general network, as well as their remoteness in hard-to-reach
geographical areas, use the mobile network for data transmission.

7. Risk of data leakage due to the participation of foreign com-
panies in the reconstruction of infrastructure data networks.

8. The risk of a collapse of the payment system. After sanctions
were imposed on Iran, access to the swift payment system was
closed. After that, the Iranian National Bank introduced its own
payment system. Because of its imperfection, there is always the
risk of its collapse.

9. Risks of communication loss in seismically active areas,
also in areas with frequent dust storms. Due to these natural phe-
nomena on the territory of Iran, there is a high risk of loss of radio
communications or even destruction of equipment and communi-
cation channels due to equipment failure.

10. Risk of martial law. For the past four decades, Iran has
been constantly under pressure from the United States and its al-
lies. There have been repeated threats of martial law.

11. Risk of life threate ing due to non-compliance with safety
regulations.

12. Bigda risks [27].

In the IRI energy company, there are many subsystems that are
part of the corporate information and communication network,
each of which has its own specific risks. For example, consider
several basic subsystems.

Compilation and output of accurate, up-to-date statistical re-
ports to relevant organizations is one of the most important oper-
ational needs of the electric power industry. Given that industrial
energy is a strategic, vital and infrastructural industry, its reports
are of great importance. Therefore, the power system reporting
system can design and generate various reports. These reports can
be a generalized parametric report with several and different pa-
rameters, or arbitrary reports created based on the proposed
model.

Global risks in such a subsystem are obvious. The main risk is
a violation of the completeness of the data. Due to outdated
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equipment at a remote small control station, a number of errors
associated with the operation of the equipment are not recorded.
Poor system performance cannot keep up with all incoming error
messages. Without fully registering all errors, there is no complete
picture of what is happening at a given station. Without having a
complete picture, it is impossible to make accurate decisions in
managing and solving tasks.

Just as important is the risk of controlling access to infor-
mation collection and reporting. The system of a fairly wide spec-
trum of action affects almost all the resources of the Iranian energy
company. The different level of access is to protect high-level cor-
porate sensitive data from ordinary operators.

Risks in an EPBS information system, like any information
system, should be assessed for their relevance.

The electric power industry and its development play an indis-
putable role in the process of national infrastructure development,
and therefore its long-term planning is of particular importance.
One of the most important tools for planning and controlling the
development of the electric power industry is the calculation of
the level of production and consumption that will be maintained
in the coming years, usually for ten or twenty years. The produc-
tion system and energy balance system of the country is based on
the above and is able to calculate the balance of production and
consumption in four seasons for conditions of minimum, maxi-
mum and average load. In this system, calculations can be made
based on rated power, practical power, or units. The calculation of
this system can be done at the level of provinces, regional power
supply, dispatcher level or the whole country, and various param-
eters such as the method of public or non-public funding, the ac-
curacy of putting power units into the circuit, the availability fac-
tor, fixed storage, etc. can be used in calculation process.

Consider a number of technological risks that can directly af-
fect the quality of information: the risk of data leakage, the risk of
data loss, the risk of reducing the relevance of data, the risk of
losing access, the risk of data completeness violation.

The causes of these risks and their possible damage are pre-
sented in Table 3.

Table 3

Causes of technological risks and their possible damage

Risk Causes Possible Damage
Risk of data  [Software failure, hu- |Commercial damage, financial
leakage man error, hardware |costs of restoration
failure, use of unveri-
fied hardware
Risk of data  [Software failure, hu- |Commercial damage, financial
loss man error, hardware  |costs of restoration, company
failure, extreme costs
weather events
Risks of de-  |Insufficient processing|Increased system response time,

creasing the
relevance of

power decreased data processing

speed, commercial damage, fi-

data nancial costs of restoration,
company costs
Risks of Software failure, hu- |Loss of control over a system or

man error, hardware
failure

losing access node, business damage, finan-
cial cost of recovery, company
costs

Commercial damage, financial

Risks of viola-|Software failure, hu-

tion of com- |man error, hardware |costs of restoration, costs
pleteness of  |failure
data
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Qualitative and quantitative risk assessment methods can be
used to assess risk. Each of which has its own characteristics. For
example, for the quantitative method, statistical data on the risks
that have occurred in the past are needed, and based on these data,
a calculation is entered. And for quality, the basis is the assess-
ment of specialists when testing and using the system, analyzing
possible risks. The resulting numerical estimates of the impact of
possible risks on the information and communication network can
also be quantitative.

To quantitatively calculate the risk R for each of the found

threats to the information and communication network, it is nec-
essary to obtain by summing the product of the costs of the system
S. as a result of a detrimental situation on the information and

communication network by the probability of realizing these situ-
ations P .

R :ZS,. P, where n — number of critical situations.
i=1
If there are no statistical data for risk assessment by a quanti-
tative method, then the assessment is carried out by an expert
method.
The following quantities are required for risk assessment: the
probability of a threat; the likelihood of vulnerability; cost of loss.

Conclusion

Under the risk in the conditions of modern threats, it is pro-
posed to understand the degree, the probability of deviation from
the desired result as a system of indicators that deviate the actual
result from the planned one and significantly affect the activities
of a business entity both from the inside and from the outside.

In such large geographically distributed corporate information
and communication networks with a high load, such as the IRI
energy production company, in order to use big data, you need to
have a complete picture of risks in order to develop risk manage-
ment models.

One of the main properties of the risks of a corporate infor-
mation and communication network is uncertainty. A geograph-
ically distributed corporate network is subject to external factors.
The main task is to achieve a balance between the best risk indi-
cators and the optimal state of the geographically distributed in-
formation and communication network.

At present, the integrated information system of the IRI energy
company is used by many companies and organizations that are
part of the energy company, including head offices such as the
Ministry of Energy, Tavanir Management Company, Iranian Elec-
tricity Network Management Company, Thermal Energy Com-
pany, as well as all regional divisions and power plants in the
whole country.

In a global system that links the entire corporate information
and communication network of a company, the risks of intrusion
from outside are not excluded. The risk may come from non-staff
employees, as well as from imported foreign equipment. There are
also human factor risks in data processing and management.
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OCHOBHBIE noaxoabl K OLLEHKE 3@ ®EKTUBHOCTU NPUMEHEHUA METO4OJ1OIrMAN AHAJIU3A
1 YNPABJNTEHMNA PUCKAMU B DHEPTETUYECKOW KOMIMAHUU

Paxmanu Oxxaxed, MTYCU, Mocksa, Poccus, jahed@mail.ru

AHHOTauusa

B HacToslee BpeMA TPyAHO MPeACTaBUTL NpeOCTaBNeHne KakuxX-Mbo rmobanbHbix ycnyr 6e3 BHegpeHue NHGOPMALMOHHO-KOMMYHUKa-
LIMOHHbIX TEXHOJOTUIA. DHepreTuyeckas koMnanua Mcnamckon Pecnybnvku MpaH TepputopuansHo pacnpeaeneHHas, u 6e3 kopnoparus-
HOW MHGbOPMALMOHHO-TENIEKOMMYHWUKALIMOHHOWM CeTW Mnepectana Obl cyllecteoBaTb. B TepputopranbHo pacnpeaeneHHOV KOMMaHUM Ha
| 648 195 kM2 MMeeTCA HECKOMBKO COTEH TOMeK JJOCTyNa U HECKOMBLKO ThiCAY NOJb30BaTeNei KOpropaTUBHOM MHGOPMALMOHHO-TeNneKoMMy-
HUKALIMOHHOW CETU U, CNIe/loBaTeNbHO, OYeHb BAXKHO MOHMMaTh BO3MOXHbIE PUCKU, UX OLIEHKY 1 yrpasnieHue. B Takmux Gonblumnx Tepputopu-
anbHO pacnpeseneHHbIX KOPNOpaTUBHBIX MH(POPMALMOHHO-TENEKOMMYHUKALIMOHHBIX BbICOKO Harpy)XeHHbIX CETAX ANA MpUMeHeHuA 6osb-
LUMX JaHHBIX HY>XHO UMETb MOJIHYIO KapTUHY PUCKOB, YTOObI paspabartbiBaTb MOAenM puUckos. He nMes KapTUHbI BO3MOXHBIX PUCKOB, HEBO3-
MOXHO CTPOMUTb CLIEHApUM Ha Pa3/IMyHbIE HETaTUBHBIE U SKCTPEHHbIE CUTyaumn. Ecnm cuntatb pckoM BEepOATHOCTb BOSHUKHOBEHUA HEraTuB-
HOro COBLITUA B KOPNIOPATUBHOM MH(MOPMALIMOHHO-TENIEKOMMYHUKALIMOHHOM CETU, TO €ro OMNpeesieHn e, aHaIU3 U MPUHATAE MePbl MO MUHU-
MM3aLMM HEraTUBHOTO MOC/EACTBUA Ha3bIBAETCA yrpaeneHneM puckoM. OAHMM 13 OCHOBHBIX CBOWMCTB PUCKOB KOPMOPATUBHOM MHbOPMaLM-
OHHO-TENEKOMMYHMKALMOHHOM CETU ABMIAETCA UX HEOMpPeAeNneHHOCTb. TeppUTOpUaNIbHO pacripe/ieNieHHasn KOpropaTUBHaA CETb CUIbHO MOA-
BEPXKEHa BO3/ENCTBUIO BHELLHUX (DaKTOPOB, KOTOPbIE MOTYT HamnpAMYHO MOB/MATL Ha KavyecTBO €& (yHKLMOHMpOBaHUA. BosHukHOBeHVe Ta-
KX CUTyaLu TPyAHO Mpeayrajarb.

Knioueeblie cnoea: puck, oueHka 3¢ppekmusHoCmu, ynpasneHue puckamu, aHaaus, 6epoAmMHoCmMb, pacxodbl, SHepzemu4eckas KomnaHus Mpana.
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